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ABSTRACT Nowadays, secure data access control has become one of the major concerns in a cloud storage
system. As a logical combination of attribute-based encryption and attribute-based signature, attribute-based
signcryption (ABSC) can provide confidentiality and an anonymous authentication for sensitive data and
is more efficient than traditional “‘encrypt-then-sign” or “‘sign-then-encrypt” strategies. Thus, ABSC is
suitable for fine-grained access control in a semi-trusted cloud environment and is gaining more and more
attention in recent years. However, in many previous ABSC schemes, user’s sensitive attributes can be
disclosed to the authority, and only a single authority that is responsible for attribute management and
key generation exists in the system. In this paper, we propose PMDAC-ABSC, a novel privacy-preserving
data access control scheme based on Ciphertext-Policy ABSC, to provide a fine-grained control measure
and attribute privacy protection simultaneously in a multi-authority cloud storage system. The attributes
of both the signcryptor and the designcryptor can be protected to be known by the authorities and cloud
server. Furthermore, the decryption overhead for user is significantly reduced by outsourcing the undesirable
bilinear pairing operations to the cloud server without degrading the attribute privacy. The proposed scheme
is proven to be secure in the standard model and has the ability to provide confidentiality, unforgeability,
anonymous authentication, and public verifiability. The security analysis, asymptotic complexity compari-
son, and implementation results indicate that our construction can balance the security goals with practical

efficiency in computation.

INDEX TERMS
authentication, attribute privacy protection.

I. INTRODUCTION

With the rapid development of cloud computing, more people
are coming to prefer moving both the large burden of data
storage and computation overhead to the cloud server in a
cost-effective manner [1]. In spite of the benefits of cloud
computing, secure data access control is still one of the
major challenging obstacles since the cloud server is not fully
trusted by the data user and the data stored in the cloud
may contain sensitive information [2]. Hence, to protect the
user’s privacy and provide data confidentiality, data owner
has to encrypt the data before outsourcing the data to the
cloud [3]. Moreover, fine-grained access control measure
on the outsourced sensitive data is also desired from the
viewpoint of data owner in order to share the data with
other users who have certain attributes [4]. For example, to

Attribute based signcryption, multi-authority, public verifiability, anonymous

alleviate the storage and computation burden, the personal
health record (PHR) service provider may assist the third-
party cloud server to store the data. As the PHR data may
include sensitive information, it should be guaranteed that
only the doctor who is treating the patient has the privilege
to access the data. A possible and practical cryptographic
tool to provide confidentiality and impose fine-grained access
control on sensitive data is attribute-based encryption (ABE)
which encrypts the plaintext with a set of attributes (Key-
Policy ABE) or an access policy (Ciphertext-Policy ABE).
However, in addition to data confidentiality and fine-grained
access control, it is also essential that the access control mech-
anism has the ability to support anonymous authentication.
For instance, when a data owner “Alice’” uploads her health
record to the cloud, the server can check that whether the
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data is outsourced by a user with certain credentials such as
“Female N age € [20, 30]”’. When a doctor of “Hospital A”
accesses the data stored on the PHR cloud storage system, he
can also verify that the data belongs to a patient with certain
attributes such as “Hospital A A age € [20,30]” while the
patient’s real identity “Alice” is kept secret.

One of the effective and promising strategies to address
confidentiality, fine-grained access control, and anonymous
authentication simultaneously is Attribute-based Signcryp-
tion (ABSC) [5], [6], which takes advantage of the attribute-
based encryption and attribute-based signature (ABS) and
is more efficient than “encrypt-then-sign” or ‘“‘sign-then-
encrypt” approach. Basically, as a logical combination of
ABE and ABS, ABSC scheme adopts ABE to provide data
confidentiality and fine-grained access control, and ABS to
support anonymous authentication. Traditionally, there are
two categories of ABE schemes: Key-Policy ABE (KP-ABE)
and Ciphertext-Policy ABE (CP-ABE). In the former one,
the access policy (predicate) is embedded in the secret key.
While in CP-ABE, access policy is associated with the plain-
text message. Similarly, there are also two types of ABS
schemes: Signature-Policy ABS (SP-ABS) and Key-Policy
ABS (KP-ABS). In SP-ABS, the access policy is assigned
to the signature, whereas in KP-ABS, the access policy is
embedded in the secret key. The Ciphertext-Policy ABSC
(CP-ABSC) [5] is the combination of CP-ABE and SP-ABS.
In CP-ABSC scheme, the data owner signcrypts (sign and
encrypt) the plaintext under the signing and encryption predi-
cates, and then outsources the resulting ciphertext to the cloud
server. Correspondingly, the data user can designcrypt (verify
and decrypt) the ciphertext to check that whether the cipher-
text is uploaded by the data owner with certain attributes
satisfying signing predicate, and recover the plaintext if the
user’s attributes satisfy the encryption predicate. Similarly,
Key-Policy ABSC (KP-ABSC) [6] supports KP-ABE and
KP-ABS, wherein the signing and encryption predicates are
associated with the user’s secret key.

Although ABSC scheme can provide many useful prop-
erties such as confidentiality, fine-grained access control,
and anonymous authentication, two problems must be con-
sidered when implementing ABSC scheme in cloud storage
system. The first one is multi-authority. In many previous
ABSC schemes, as in [7]-[10], only one fully trusted cen-
tral authority in the system is responsible for attribute
management and secret key generation. However, in many
real scenarios, the attributes of the data owner can be issued
by different trust domains or authorities, and the predicates
defined by the data owner for signing and encryption can
also be written over the attributes monitored by multiple
authorities. Hence, distributing the attribute management and
the corresponding secret key generation in ABSC scheme
from a single central authority over many independent author-
ities is necessary for practical application. The second one
is attribute anonymity. For example, if the name, sex and
address, which are used as the sensitive attributes of iden-
tity card [11], are disclosed or collected, then the user can
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be identified and impersonated in the network society. The
existing ABSC schemes leak no information regarding the
attributes of data owner to the data user and cloud server by
employing the ABS technique. However, the attributes will
be disclosed to the authority during the secret key generation
phase. In the multi-authority scenario, it is difficult to ensure
all the authorities are fully trusted. If some of these authorities
are corrupted, the user’s privacy cannot be guaranteed.

Recently, many multi-authority ABE (MA-ABE) schemes
and multi-authority ABS (MA-ABS) schemes, as
in [12]-[17], have been proposed to provide data access
control and authentication in a multi-authority cloud
storage setting. However, designing a multi-authority
ABSC (MA-ABSC) scheme and proposing a data access
control scheme based on MA-ABSC with attribute pri-
vacy protection have received very little attention so far.
Meng and Meng [18] constructed a data access scheme
in a decentralized setting based on identity signature
and MA-ABE. However, the scheme does not consider
attribute privacy protection and only supports threshold pred-
icate in encryption protocol. Liu et al. [19] also constructed
a KP-ABSC scheme supporting the key exposure protection.
However, the scheme does not support multi-authority and
public verification, and both the verification and decryption
algorithms are required to be conducted by the data user to
check and recover the plaintext, which results in a heavy
computation overhead on the user side. Since Ciphertext-
Policy can enable the data owner to define the predicate
and determine who have the privilege to access the data [9],
we focus on CP-ABSC instead of KP-ABSC to realize the
data access control application.

A. CONTRIBUTIONS

In this paper, we propose PMDAC-ABSC, a novel privacy-
preserving multi-authority data access control scheme based
on CP-ABSC. Public verifiability and expressiveness are also
considered in our scheme. To provide attribute anonymity
and enable the authority to issue the secret key for the user
without knowing user’s attributes, the commitment scheme
and set-member proof technique are employed. Meanwhile,
we lighten the decryption cost by outsourcing costly oper-
ations to the cloud server without degrading the attribute
privacy. Our scheme realizes the security in the standard
model.

The main contributions of this work can be summarized as
follows:

1) We propose a basic Multi-Authority CP-ABSC
(MACP-ABSC) scheme and a privacy-preserving extension
to protect the privacy of attributes. Based on the discrete
logarithm assumption, the hiding property of the commitment
scheme and the zero-knowledge property of the proof of
knowledge technique, the privacy of attributes can be guar-
anteed throughout the data sharing process. To the best of our
knowledge, we are the first to design a MACP-ABSC scheme
with the ability of attribute privacy protection.
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2) The verification mechanism of our construction does not
require a plaintext message or the data owner’s public key.
Further, the scheme supports any monotone Boolean function
predicates represented by monotone span programs (MSP)
for signing and encryption.

3) We design an outsourcing paradigm to alleviate the com-
putation overhead for users. By using the partial/full decryp-
tion approach, we outsource the costly operations to the cloud
to save computational resources for users without degrading
the attribute privacy. The security analysis, asymptotic com-
plexity comparison and implementation results indicate that
our construction can balance the security goals with practical
efficiency in computation.

B. RELATED WORKS

1) ACCESS CONTROL SCHEMES BASED ON ABE
Attribute-based  encryption,  first  introduced by
Sahai and Waters [20], enables the sensitive data to be
shared among different data users according to the pre-
defined access policies (or predicates). Many works on ABE,
as in [21]-[27], have been presented to propose secure and
usable solutions to the problem of data access control in
untrusted cloud servers. In [21], to improve the efficiency,
the authors formulated outsourced ABE scheme and pro-
posed several constructions with outsourced decryption and
key generation. To verify the correctness of outsourced
decryption, Lai et al. [22] proposed a verifiability mechanism
to enable the user to efficiently check the partial decryp-
tion result computed by the cloud server. Zhang et al. [23]
proposed an anonymous ABE scheme by hiding the access
policy in ciphertext and performing test operation before
decryption to check that if the secret keys match the hidden
encryption predicate. However, the scheme only supports
AND gate access policy and realizes security in the random
oracle model. Moreover, the privacy of attributes cannot be
guaranteed in key generation phase. In [24] and [25], ABE
scheme with computation outsourcing is constructed for data
access control in fog-computing system. The heavy compu-
tation overhead of encryption or decryption is outsourced
to the fog nodes, which results in a significant efficiency
improvement of the end user’s resource-constraint devices.
Rohit ef al. [26] and Wang et al. [27] proposed hierarchical
ABE to provide fine-grained access control, full privilege
delegation and scalable attribute revocation.

In many ABE schemes, the attribute universe is assumed
to be managed by a single authority. This premise may not
be appropriate for the practical requirements, where users’
attributes may be issued by different authorities. For example,
the patient “Alice’’ may encrypts her sensitive health records
under the encryption predicate as ““(Doctor V Researcher) A
Female A age € [40, 50], and uploads the ciphertext to the
cloud. Then only the female doctors or researchers aged from
40 to 50 can access the Alice’s health data. Since the attribute
“Doctor” can only be certified by a hospital and the attribute
“Researcher” can only be issued by a research organization,
it is required that the access right of the data user should
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be authorized by different authorities. To solve this prob-
lem, Chase [28] proposed multi-authority ABE (MA-ABE)
scheme. In MA-ABE, there are multiple independent attribute
authorities, each of which monitors a set of attributes. The
data user has the ability to access the encrypted data if and
only if he holds a certain number of attributes from each
attribute authority. Since a central authority is still employed
in [28], an improved MA-ABE scheme which uses Pseudo
Random Function and 2-party key exchange mechanism was
proposed in [29] to remove the central authority. However,
since each pair of authorities must involve in a key exchange
protocol, a new joined attribute authority has to cooperate
with all the other authorities, which incurs a heavy communi-
cation and computation overhead. Recently, many MA-ABE
schemes have been proposed, as in [11]-[17] and [30]-[36].
Han et al. [11], [12] constructed a multi-authority CP-ABE
(MACP-ABE) scheme to provide confidentiality and fine-
grained control in a decentralized setting. The scheme does
not require a central authority and can protect the user’s
privacy. Nevertheless, the scheme is not collusion resistant
and cannot provide authentication. In [13], a secure data
access control scheme with attribute revocation and decryp-
tion outsourcing is proposed. However, the security of [13] is
realized in the random oracle model. Lewko and Waters [14]
constructed a decentralized fully secure MA-ABE scheme.
To resist collusion attack, the secret keys of the user issued
by different authorities are all tied to his global identity. How-
ever, the security is proven in the random oracle model. The
scheme is also inefficient due to the longer size of composite-
order group elements. Ruj et al. [15] proposed a decentralized
ABE scheme where multiple attribute authorities issue the
secret keys to the user. They also adopted a ABS scheme to
provide authentication. Sourya and Ruj [16] constructed an
efficient data access control scheme for mobile cloud storage
system by means of online/offline encryption and outsourced
decryption. The scheme also supports user-level revocation.
Yang et al. [17] proposed a data access control scheme for
multi-authority cloud system. The most costly operations in
a decryption algorithm are outsourced to the cloud. Thus
the data user only needs to perform one exponentiation to
recover the plaintext. However, the attribute privacy cannot
be guaranteed since the cloud server has to know user’s
attributes to execute partial decryption for the user. In [30],
a privilege control mechanism is constructed to provide con-
fidentiality of user’s identity and sensitive data. The scheme
can resist compromise attack on the attribute authorities,
whereas it only supports AND gate predicate and is provably
secure in the random oracle model. Li ef al. [31] proposed
a ciphertext-policy MA-ABE scheme supporting decryption
outsourcing and efficient user revocation. The scheme real-
izes adaptive security in the standard model and supports any
monotone encryption predicate. However, the group order
in [31] is a product of three primes, which incurs a significant
computation overhead on the user side. Nomura et al. [32]
proposed a CP-ABE scheme supporting immediate attribute
revocation without secret key update, and realizes security

34053



IEEE Access

Q. Xu et al.: Secure Multi-Authority Data Access Control Scheme in Cloud Storage System Based on ABSC

in the standard model. The length of the secret key and
ciphertext is fixed. Nevertheless, the encryption predicate is
expressed with only AND gate. Chow et al. [33] also con-
sidered the problem of attribute revocation in multi-authority
ABE schemes. They proposed a framework for construct-
ing MACP-ABE with attribute revocation and outsourced
decryption from any pairing-based single-authority ABE.
The framework needs the secret keys and ciphertext of under-
lying ABE can be divided into attribute-independent part and
attribute-dependent part. Then by employing a two-round key
generation, the attribute-dependent part of secret key can be
generated by other authorities in the multi-authority setting.
Zhou et al. [34] also proposed an efficient multi-authority
ABE scheme supporting attribute revocation. To improve the
revocation efficiency, only a minimal set of attributes should
be updated in order to revoke a user. Meanwhile, the costly
computations of encryption and revocation are outsourced
to the cloud server, which makes the scheme more scalable.
To overcome single-point bottleneck and low efficiency of
multi-authority ABE scheme, Xue et al. [35] proposed a het-
erogeneous data access control framework with an auditing
mechanism. User legitimacy verification is separated from
secret key generation phase, and multiple attribute author-
ities are involved in the system to share the heavy load
of user legitimacy verification. A central authority is only
responsible for the secret key computation without verifica-
tion. Since multiple attribute authorities can work in parallel,
the efficiency of the scheme can be greatly improved. Single-
point bottleneck problem is also considered in [36]. In [36],
the authors constructed TMACS for public cloud storage sys-
tem. Taking the advantage of (¢, n) threshold secret sharing,
the master secret key can be shared by multiple authorities,
and a legal user can obtain the secret key from at least ¢
authorities. Moreover, a hybrid scheme is proposed in [36]
to achieve security and system-level robustness. In hybrid
scheme, the attribute universe is divided into multiple disjoint
sets, each of which is managed by n authorities. In secret key
generation phase, ¢ authorities monitoring the same attribute
set containing the corresponding attribute jointly generate the
secret key for the user.

In attribute-based cryptography with outsourced decryp-
tion, attribute privacy is involved in three phases: secret
key generation, encryption and decryption. In our con-
struction, we realize the attribute privacy protection in
secret key generation and decryption. Since the signing
and encryption predicates are contained in ciphertext, some
attribute information can be obtained by data user or
cloud server. However, due to the high policy expressive-
ness (any monotone Boolean function) and the distribu-
tion of attribute control over many independent authorities,
the selection of signing and encryption predicates can pre-
serve the attribute privacy. For example, assume there are
three attribute authg@ies {AA1, AA,, AA3} supervising differ-
ent attribute sets. AA| = {Faculty, Student, Male, Female},
AA; = {Computer Science, Engineering, Chemistry} and
AfA/g = {University A, University B}. When a student major in
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computer science of university A wants to upload a mes-
sage to the cloud, he/she can define the signing predicates
for each authority as R = (Student A (Male v Female)),
Rs2 = (Computer Science Vv Engineering), Rs3z =
(University A Vv University B). Although the cloud server can
know that the message has been signed and uploaded by a data
owner with attributes satisfying R 1, R 2 and R, 3, it cannot
obtain the exact attributes of the data owner. Another solution
to address the attribute privacy in ciphertext is anonymous
ABE [23]. However, how to hide the attribute information
in ciphertext while supporting high policy expressiveness,
outsourced decryption and multi-authority is a challenge and
thus will be our future work.

2) ATTRIBUTE-BASED SIGNATURE AND MULTI-AUTHORITY
ATTRIBUTE-BASED SIGNATURE

ABS was first introduced by Maji et al. [37]. Due to
anonymity and authentication properties, many ABS schemes
have been proposed, such as [3] and [38]-[40]. Similar
to ABE, to overcome the drawback that only a single author-
ity exists in the system, the concept of MA-ABS was intro-
duced in [41] and [42], in which there are multiple authorities
and each authority is responsible for issuing a secret key
associated with a category or sub-universe of attributes.

3) ACCESS CONTROL SCHEMES BASED ON ABSC

ABSC scheme, first introduced by Gagné et al. [5], is alogical
mixture of ABE and ABS and can support many practical
properties, including fine-grained access control, confiden-
tiality and authentication. Recently, many data access control
schemes based on ABSC have been proposed, as in [6]-[10].
Sreenivasa and Dutta [6] proposed a Key-Policy attribute-
based signcryption scheme that supports any monotone
Boolean function and constant size ciphertext. However,
the message confidentiality and unforgeability of the scheme
against selectively adversary are proven under decisional
Bilinear Diffie-Hellman Exponent assumption in the ran-
dom oracle model. Chen et al. [7] focused on the joint
security of signature and encryption schemes and presented
a CP-ABSC scheme in the joint security setting. However,
it cannot support public verifiability since it requires the
plaintext message to verify the signature. Liu et al. [8] pro-
posed a secure sharing scheme for a PHR system based on
CP-ABE [43] and ABS [37]. However, it is only provably
secure in a random oracle model. In [9], a CP-ABSC based
access control scheme with public verifiability is proposed.
Although the security is realized in the standard model,
the scheme does not consider the attribute privacy protection.
Yu and Cao [10] proposed the hybrid access policy ABSC
scheme that supports key policy signature and ciphertext
policy encryption. The size of the ciphertext is constant and
the scheme is proven to be secure in the standard model.
Nevertheless, it only supports the threshold access structure
in the encryption phase. Moreover, the above ABSC schemes
only have a single authority and cannot serve for multi-
authority system.
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To realize the practical flexibility of MACP-ABSC
scheme, to address the anonymous authentication, public
verifiability and expressiveness, and also to support attribute
privacy protection, we propose privacy-preserving multi-
authority data access control scheme PMDAC-ABSC scheme
based on the MACP-ABSC.

C. PAPER ORGANIZATION

The remainder of this paper is organized as follows.
In section 2, we review the necessary notations and cryp-
tographic background that are used throughout the paper.
In section 3, we give the definition and system model of
our scheme, and also the security notions and requirements.
The details of the scheme and the security proof are elabo-
rated in sections 4 and 5, respectively. Section 6 is dedicated
to analyzing the scheme. Finally, we conclude this paper
in section 7.

Il. PRERLIMINARIES

By a < A, we denote that a is selected randomly from A.
|A| denotes the cardinality of a finite set A. Z, denotes a
finite field with prime order p, and Zj; stands for Z,\ {0}.
A (x) — ydenotes that y is computed by running algorithm A
with input x. [1] represents the set {1, 2, ..., n}. a) denotes
the ith element of the vector a. A function € : Z — R
is negligible if, for any z € Z, there exists a k such that
elx) < l/xZ when x > k. We use s and e as subscripts
for signing and encryption, respectively. Pr [E] denotes the
probability of an event E occurring.

The notion Commit (params, m) — {com, decom} descri-
bes the commit algorithm. Decommit(params, m, com,
decom) — {0, 1} denotes the decommit algorithm, where
the output 1 represents that the decommitment decom can
decommit com to m. In this paper, we employ the Pedersen
commitment scheme [44], which exhibits hiding and binding
properties. The hiding property means that the plaintext is
unknown until the committer releases it. The binding property
means that only decom can decommit com.

We use a zero-knowledge proof of knowledge ¥ =
PoK [(a, B.y):y=g"hP Ay = g:“/”w} to denote the
knowledge of integers o, B and y such that y = g®hf and j =
g*h” hold on the group G = (g) = (h) and G = (2) = (h),
respectively. The values in parentheses denote the elements
to be proven, and all other letters denote the elements that
are known to the verifier. Notably, there exists an efficient
extractor that can be used to rewind the knowledge from
the successful prover. In this paper, we employ the Schnorr
proof of knowledge [45] to attest the knowledge of a discrete
logarithm.

Definition 1 (Bilinear Maps [13]): Let G and Gt be two
cyclic groups with the prime order p and g € G be the
generator of G. Then the bilinear mape : G x G — Gr
can be defined as follows:

1. Bilinear. Va, b € Z,, e (g“, gh) = e(g, g)“b.

2. Non-degenerate. e(g, g) # 1.
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3. Computable. There is an efficient algorithm to compute
the map e (g, h), where g, h € G.

Throughout the paper, 99(1]‘) — (e, p, G, Gr) denotes
the bilinear generation algorithm that intakes a security
parameter 1¥ and outputs a bilinear map ¢ : G x G — Gr
where G and Gt are cyclic groups with order p.

Definition 2 (Decisional Bilinear Diffie-Hellman
Assumption [13]): Let g be a generator of G with prime
orderpanda, b, c € Z; be randomly chosen. Given a vector
Yy — (. 8% g, g°), the decisional BDH assumption holds

if no PPT adversary A can distinguish (9, Q =e(g, g)“b”>
from (9 Q <R— GT) with the advantage

Adv g = ‘Pr [A (9, Q=e(g g)“’"‘) - 1]
_Pr [A(Q,sz <R—(GT) - 1]‘ > e (k).

Definition 3 (Decisional q-Parallel Bilinear Diffie-
Hellman Exponent (q-PBDHE) Assumption [43]): Suppose

that a, s, b1, by, ..., by & Zp, §5(1%) > (e.p. G, Gr) and
g is a generator of G. Given

g: (g,gs,ga,...,gaq,gaq+2,...,gazq,Vl 51561»
P
g8l gl g gl V1 <jk<q

the decisional q-PBDHE assumption holds if no PPT
adversary A can distinguish (‘d, Q= e(g,g)“qHS) from

(9 Q <R— (GT) with the advantage

Adv = ‘Pr [A (9, Q= e(g,g)“q“S) = 1]
—Pr [A(Q,sz <R—GT) - 1]‘ > e (k).

Definition 4 (Monotone Span Program (MSP) [46]):
Assume {vi,v3,...,Vv,} is a set of variables. An MSP is
a labeled matrix Q = (Myxy, p), where M is an £ X n
matrix over Z, and p is the labeling function p : [£] —
{vi,vo, ..., v}

Let X = (x1,x2,...,%,) € {0,1}" and X, =
liell:[p)=vj]A[xj=n]} where p € {0,1}.
X1 U Xo = [€]. Let M’ be the ith row of M.
We denote Q (X) = 1 if € accepts the input X. Like-
wise, Q(X) = 0 means Q rejects X. Then Q (¥) =
1 & |3(ar,an,...,a¢) € Z[l; such that Zie[[] a,'Mi = I]
where a; = 0 for all i € Xp.

An MSP Q computes a monotone Boolean function R:
{0,1)" — {0, 1}if Q (X) = 1 forall X € {x:R (X) = 1}.

Lemma 1: If (%) = 0, then there exists a vector @ =
(@1, @2, ..., w,) € Z with o) = —1 such that GM' =0
foralli € Xj.
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Definition 5 (Predicates [9]): Assume U is the universe
of attributes. A predicate over U is a monotone Boolean
function whose inputs are associated with the attributes of U.
Let W C U is a subset of attributes. A predicate R accepts
W c U if R(W) = 1. If W does not satisfy R then
R(W) = 0. A predicate R is said to be monotone, if
R(W)=1= R(C) =1 for every attribute set C O W.

Suppose R is a predicate and Ly is the set of attributes
utilized in R. Then the corresponding MSP for R is a labeled
matrix Q: = (Myx,, p), Where p: [€] — L.

Define X; = {ie[£]:[p () =a]lAlae€ W]} and Xy =
{ielll:[pG) =alArla¢g W]}. X1 U Xo = [£]. Then
RW) =1 & QW) =1 & [3@.a....a) €7}

such that Zie[(] aMi =1 and a; = OVi, p (i) ¢ W].

Lemma 2: If R(W) = 0, then there exists a vector
DB = (w1, 0, ...,0n) € ZI'; with w; = —1 such that
@BM' = 0 forall i where p (i) € W.

Definition 6: Let My, be a matrix of size £ X n over a
field F. rank (M) is rank of My ,,. If rank (M) < £,thenV =

(b1, ba, ..., by) e F: Yiei biM' = 6} contains polyno-
mial number of vectors (b1, b, ..., bg) and the predicate for
which MSP is € := (M, p) consists of both AND and OR
gates. Otherwise, V = {0} and the predicate is an AND gate.
In our construction, we consider the signing and encryption
predicates consisting of both AND and OR gates [9].

Definition 7 (Set-Membership Proof [45]): Let GG(1%) —
(e,p,G,Gr), g, h be the generators of G. The proof
PK (0 : 0 € ®) with commitment C = g°h" is performed
as follows. &

Init. Suppose that & C Z, is a finite set. x < Z, and
Y = g5~ Fori € &, A; = g/O*t) The verifier
sends Y, A;, g, h, e to the prover.

Blind. To prove o € @, the prover selects v & Zp and
computes V = AY = g"/0+0),

Stepl. The prover chooses s, t, r, m & Zp and computes
D =ghanda=e(V,g) *e(g, g Send D, V,a to the
verifier.

Step2. The verifier sends ¢ & Zy to the prover.

Step3. The prover sends z, = s — co,z, = m — cr and
zZy =t — cv to the verifier.

Step4. The verifier verifies D =
e(Y,V)e(V,g) “e(g g)".

Cgh* and a =

IIl. SCHEME AND SECURITY DEFINITIONS

A. DEFINITION OF PMDAC-ABSC SCHEME

Our PMDAC-ABSC scheme consists of a MACP-ABSC
scheme. The MACP-ABSC scheme consists of the following
algorithms.

GlobalSetup (1"). Taking as input a security parameter 1%,
the algorithm outputs the public parameters PP. It also con-
sists of registration phases for users and authorities.

AuthoritySetup (PP). It takes as input PP and outputs the
public key and secret key pairs {PK, SK'} for the authority.
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SecretKeyGen (PP, PK;, SK;, PK 4, 17) Taking as
input PP, {PK; SK;} of authority AAj, user’s public
key PK,i; and attribute set U, the algorithm outputs the
secret key SK ;4 ; for the user.

Signeryption (N, PP, {SK do, R o Rej} ;) Taking as
input the message M, PP, signing and encryption predi-
cates {Rs,j, Re,j }jE ; and the set of signcryptor’s secret keys
{SK d"’j}je ;- 1 is the set of involved authorities in the cipher-
text. The algorithm outputs the ciphertext CT'.

DeSigncryption (PP, CT. PK . {SKau} ,). This algo-
rithm contains two sub-algorithms: Verify (PP, CT) and
Decryption (PP, CT . PK au, {SK aus) o1 )-

Verify (PP, CT). Taking as input PP and CT, the algorithm
verifies that whether CT is a valid ciphertext. Since the
algorithm only intakes public parameters and ciphertext, any
trusted party can perform the verification mechanism.

Decryption (PP, CT, PK 4, {SKdu,j }jel>‘ Taking as input
PP,CT and , PK 4, {SKdu_j}jE[ of data user, output the
plaintext M or L.

Definition 8: Assume Af;\/] is attribute set of AA;.

MACP-ABSC scheme is correct if for each j € 1,
Ry, (AAjﬂwa) = 1. Rej (AA,-mUdu,d) — 1, then

Pr [DeSigncryption (PP, CT. PK o, {SK o . 1) N M] =1,

where SecretKeyGen (PP, PK;, SK;, Ii{({dg, Udo) --> 8K 4o j
SecretKeyGen (PP, PK, SK;, PK 4y, Ugu) --+ SKauj, and

Signcryption (M, PP, {SKdo,j, Rs.j» Re)j}jd) — CT.

The PMDAC-ABSC scheme has the same algorithms
GlobalSetup, AuthoritySetup, Signcryption and DeSign —
cryption as the MACP-ABSC scheme. However, we con-
struct the Enhanced_SecretKeyGen instead of SecretKeyGen
to compute the secret key for users.

Definition 9: Enhanced_SecretKeyGen Algorithm

Enhanced_SecretKeyGen contains two steps:

1) The user U commits the attribute a € U to authority
AA; by Commit (params, a) = {com, decom} and uses the set
member proof technique PK (a : a € AA;) with commitment
com in Definition 7 to prove that the attribute a is monitored
by AA; without revealing anything regarding the attributes
to AAJ'.

2) U proves in zero knowledge Xy to AA; that U knows
the secrets with which the secret key components can be
computed. If Xy is correct, then AA; generates the secret
key according to the elements from U and proves in zero
knowledge ¥4, to U that the secret key is well formed.
Finally, Enhanced_SecretKeyGen outputs the real secret key
with the user’s secrets and elements from AA;.

B. SCHEME MODEL

As shown in Fig. 1, our PMDAC-ABSC scheme has
four types of entities: global certificate authority (CA),
users (including signcryptors and designcryptors), indepen-
dent attribute authorities (AAs) and cloud server.

VOLUME 6, 2018



Q. Xu et al.: Secure Multi-Authority Data Access Control Scheme in Cloud Storage System Based on ABSC

IEEE Access

FIGURE 1. System architecture.

Global Certificate Authority (CA): CA generates the pub-
lic parameters for the system by performing GlobalSetup
algorithm. CA is also responsible for the users’ and authori-
ties’ registrations. During the registration, CA can verify the
identity of the legitimate user and authority.

Attribute Authority (AA): AA can initialize itself to setup
its public and secret keys using AuthoritySetup algorithm.
To compute the secret keys for users, the authority ver-
ifies the user’s identity and generates the secret keys by
running SecretKeyGen algorithm according to the user’s
attributes. SecretKeyGen algorithm can be further extended
to Enhanced_SecretKeyGen algorithm to protect the attribute
privacy.

From a high-level point of view, Enhanced_SecretKeyGen
forms a two-party computation (2PC) protocol [29] for the
functionality F' between the user U and authority AA;.
F takes as public input the authority’s public key PK;,
the user’s public key PK,j; and the attribute set A:\J]

It also receives as secret input the user’s attribute set U
and the authority’s secret key SK;. It outputs the result of
SecretKeyGen to the user.

1) CLOUD SERVER

Cloud server is responsible for storing sensitive data uploaded
by data owners. It can also provide corresponding access to
data users. Since our scheme supports public verification, the
cloud server can verify that the ciphertext is valid and is sign-
crypted by the data owner whose attributes satisfy the signing
predicates contained in the ciphertext. If the ciphertext is not
valid, the cloud server can reject it. The cloud server can
also perform PartialDecryption algorithm to help data user
decrypt the ciphertext with user’s transformed secret key.

2) DATA OWNER (SIGNCRYPTOR)

When the data owner signcrypts a message, he/she can select
signing and encryption predicates for each authority and
outsource the resulting ciphertext to the cloud server by run-
ning Signcryption algorithm. To successfully outsource the
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ciphertext, the data owner’s signing attributes should satisfy
the signing predicates. We assume that the ciphertext implic-
itly contains the signing and encryption predicates. Only
legally registered users can endorse the data, and only users
satisfying the predicates can decrypt the data.

3) DATA USER (DESIGNCRYPTOR)

To access the sensitive data, the decryption attributes of the
data user should satisfy the encryption predicates specified by
the data owner during the signcryption phase. Since the data
users are always resource limited, we employ two techniques
to improve the efficiency of the data user. The first one is
public verification. The data user can use any trusted third
party to check the validity and integrity of the ciphertext,
and do not need to perform verification on his own device.
The second one is outsourced decryption without degrading
the attribute privacy. Since the most computation-consuming
job of decryption is offloaded on the cloud server, the effi-
ciency of Decryption algorithm can be significantly improved
on the user side.

C. THREAT ASSUMPTION

Assume the global central authority CA is fully trusted. The
attribute authorities can honestly issue the secret key for the
user and will not collude with the user to access the sensi-
tive data. However, the attribute authorities can be corrupted
and disclose the information sent from the data user to the
adversary. The cloud server is honest but curious. It will
execute the protocol in general but will attempt to collect the
user’s private information and get illegal access privileges.
The users are malicious, and can collude with other users and
even the cloud server to sign or decrypt the unauthorized data.

D. SECURITY NOTIONS

1) SECURITY OF COLLUSION ATTACK

The PMDAC-ABSC scheme is secure against collusion
attack of users and cloud server if no polynomial time adver-
saries can sign the plaintext or decrypt the ciphertext by
cooperating with each other when they are individually unau-
thorized to sign or decrypt the data.

2) SECURITY MODELS OF PMDAC-ABSC SCHEME WITH
SecretKeyGen ALGORITHM

The confidentiality, unforgeability and signcryptor privacy of
our PMDAC-ABSC scheme are presented in Definition 10,
11 and 12 as follows by defining the security games between
a challenger and an adversary A.

Definition 10 (Message Confidentiality): Indistinguisha-
bility of ciphertext under selective encryption predicate and
adaptive chosen ciphertext attack (IND-sEP-CCA2).

We say that the scheme is (T, gs, gsc, gps, €)-IND-
SEP-CCA2 secure if for any PPT adversary A running in
time at most 7 that makes at most gs SecretKey queries,
qsc Signcryption queries and gps DeSigncryption queries,
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IND=sEP—CCAZ f 4 is at most € in the

the advantage Adv,
following game.
Init. A submits the set consists of corrupted authorities

with index I’ and challenge encryption predicates R, j» =

(o)

the authorities. I* # I'. Assume R} = (M}, p}) is specified
by the authority AA* € I*, AA* ¢ I'. R} € R, +. R cannot
be satisfied by the attributes selected by A to query decryption
secret keys.

Setup. The challenger C runs GlobalSetup to generate
the public parameters and the public key of the user and
adversary.

Authority Setup. C runs AuthoritySetup to generate the
public and secret key pairs for the authorities.

Phase 1.

SecretKey query O% (l~] AA) A can adaptively query
the secret key for a user U with identity uid and a set of
attributes U = Uy U U, to the authority AA;. Uy does not
satisfy R%. C runs SecretKeyGen and returns the secret key to
the adversary.

Signcryption query OS¢ (M {fRs,j, Reﬂ/}jd). A submits
a message M € Gy, signing and encryption predict set
{ Rsj» Rej }j o C selects a signing attribute set Us such that

where I* is the set consisting of indexes of

Rs.j (A’KJ N (f]\;) = 1 for all j € I and returns the ciphertext to
the adversary.

DeSigncryption query OP5 (CT, Uq). A submits a cipher-
text CT and a decryption attribute set Uy. C returns the
plaintext to A.

Challenge. A submits two messages Mg, M| with the same

length and signing predicates R+ = {(M*j, p”>} -
je

to C. C selects a signing attribute set U, satisfying
Rsj (AFK, N (f]\;) = 1 for allj € I*. € randomly chooses a
bit 4 € {0, 1} and runs the Signcryption algorithm and returns
the ciphertext CT* to A as the challenge ciphertext.

Phase 2. Phase 1 is repeated. In this phase, A cannot issue
OPS (CT*, Uy) where R, ; (AA; N Uy) = 1 for all j € I*.

Guess. A outputs a guess bit £ on £ A wins the game
if ' =4

The advantage of A is defined by AdvIND SEP=CCA2
|pr[# =4 -1/

Definition 11 (Ciphertext Unforgeability): Existential
unforgeability under selective signing predicate and adaptive
chosen message attack (EUF-sSP-CMA).

We say that the proposed scheme is (T, gsk, gsc, gps, €)-
EUF-sSP-CMA secure if for any PPT adversary A running
in time at most 7' that makes at most gy SecretKey queries,
gsc Signcryption queries and gps DeSigncryption queries,
the advantage AdvEUF —sSP=CMA of A is at most € in the
following game.

Init. The adversary A submits a set of corrupted authori-
ties with index I’ and challenge signing predicates Ry j+ =

{(M*],p”)}/ . Assume R} = (M}, p}

*) is specified by
34058

the authority AA*, R¥ € R, +. R cannot be satisfied by
the attributes selected by A to query signing secret keys.
AA* e I*,AA* ¢ I'.

Setup, Authority Setup, Signcryption query and
DeSigncryption query are the same as Definition 10.

SecretKey query Osuﬁ , AA)). Basically the same as Def-
inition 10 except that U does not satisfy R}.

Forgery. A outputs the forgery ciphertext CT* for Ry j» =

{(M* ,O”)} and {IR&/}jeI*'
A wins the game if CT* is a valid ciphertext and A has

never issued O5¢ (J\/[ {fRS’j, Rej }jel*>' The advantage of A

is defined as AdV'T P~ MA = pr (A wins).
Definition 12: Signcryptor Privacy.

The MACP-ABSC scheme satisfies signcryptor privacy if

for any adversary A,

B PP <« GlobalSetup (1]‘)

{PK;. SK;}, < AuthoritySetup (PP)
ud,ul.m,
{wa’ REJ}JEI

VJEI RS](AA ﬂU ) =1

<A (PP, {PK;, SK;},)

Pr|f =4: R s,(AA nNUh=1 <%.
4& 0.1
M, PP
CTj < Signcryption {SKS,nger]}/eI
{:R“J’ Re’/ }jEI

i 4 < A (PP, CTy, {PK;, SK;}) ]

3) SECURITY MODEL OF Enhanced _SecretKeyGen

We consider the security of Enhanced_SecretKeyGen algo-
rithm against two types of adversaries: the malicious
user and malicious authority. For the malicious user U,
it is required that U cannot obtain more information
in Enhanced_SecretKeyGen than in SecretKeyGen algo-
rithm. For the malicious authority AA;, it is required
that Enhanced_SecretKeyGen reveals nothing regarding the
user’s attributes.

Definition 13: Enhanced_SecretKeyGen is secure against
the malicious user U if there exists a simulator Sim such
that for the security parameter 1%, there is no efficient dis-
tinguisher D can distinguish the real key generation protocol
from the ideal key generation protocol with more than a non-
negligible advantage.

Real Key Generation Protocol: The adversary U, as a
malicious user with the attribute set U = (701 U ﬁ; , execute the
interactive Enhanced_SecretKeyGen algorithm with author-
ity AA;. Enhanced_SecretKeyGen outputs the secret key
for A.

Ideal Key Generation Protocol: A honest user Uj; with
the same public key and attribute set U as U, execute the

SecretKeyGen (PP, PK, SK;, PK y, U) with AA; and obtains
the secret key.
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Definition 14: Enhanced_SecretKeyGen is secure against
the malicious authority AA; if there is no PPT AA; can win the
following game with more than a non-negligible advantage.

Init. AA; submits (PK Uo>» l%) and (PK Uy s l71) to the
challenger C.

Challenge. Give the malicious authority AA; two black-box
oracles

params, PK;, PK v, Uo. )

Oo
{decomd,l }ad.ieUO,d AT, {decoms,,}as’ie Uos AR,
and

params, PK;, PKy,, U1, )

o)
1 <{decomd'i}ad_iel/]1\;ﬂ% s {decom”}ax,,-efl\ljﬂ@

C chooses abitb € {0, 1}, and executes Enhanced_SecretKey
Gen (Ub <~ AAj) and Enhanced_SecretKeyGen (Ui—p <>
AAj). C returns the outputs SK, ; and SK| 5 j to AA;.

Guess. AA; outputs its guess b’ on b. AA; wins the
game if ¥ = b. The advantage of A is defined to be
Advap; = |Pr[b =b]—1/2].

E. SECURITY REQUIREMENTS
Our PMDAC-ABSC scheme needs to satisfy the following
five security requirements.

« Message Confidentiality: Unauthorized users cannot
access the sensitive data if the decryption attributes of
the user do not satisfy the encryption predicates formu-
lated during the signcryption phase by the data owner.

« Ciphertext Unforgeability: Unauthorized users who do
not have the privilege to signcrypt the data cannot create
a valid ciphertext which can be successfully verified to
satisfy the signing predicates.

o Signcryptor Privacy: The data user should not know
the attributes used by the data owner to signcrypt the
sensitive data.

o Collusion Resistance: The colluders (users and cloud
server) cannot sign the plaintext (collusion resistance of
signing) or decrypt the ciphertext (collusion resistance
of decryption) by cooperating with each other when they
are individually unauthorized to sign or decrypt the data.

o Attribute Privacy: To guarantee user’s privacy, it is
required that the attribute authorities and the cloud
server should not know user’s attributes during the secret
key generation phase and designcryption phase.

IV. CONSTRUCTION OF PMDAC-ABSC SCHEME

In this section, we propose the construction of
PMDAC-ABSC scheme in detail. TABLE 1 summarizes the
notations used in our scheme.

A. HIGH-LEVEL OVERVIEW

Basically, the PMDAC-ABSC scheme contains four phases:
system initialization, secret key generation, data outsourcing
and data designcryption.
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o System Initialization: In this phase, CA generates the
system public parameters. CA is also responsible for the
registrations of attribute authorities and users.

« Secret Key Generation: The legal user can request secret
key from attribute authorities in this phase. The secret
key can be divided into three parts: common secret key,
decryption secret key, and signing secret key.

« Data Outsourcing: After define the signing and encryp-
tion predicates, the data owner can signcrypt the
plaintext under the signing and encryption predi-
cates, and then upload the ciphertext to the cloud
server. To improve the efficiency, the data owner can first
encrypts the data by a symmetric encryption scheme and
then signcrypt the encryption key. Since our scheme is
public verifiable, the cloud server can check that whether
the ciphertext is valid and has been signed by the user
whose signing attributes satisfy the signing predicates.
If the ciphertext is not valid, the cloud server will not
store the data.

o Data Designcryption: When the data user queries the
sensitive data, the cloud server first runs a partial decryp-
tion algorithm and returns a partial ciphertext to user if
user’s identity is legal and the decryption attributes of
user satisfy the encryption predicates contained in the
ciphertext. The data user then performs a full decryption
on the partial ciphertext and obtains the data.

The work flow of our PMDAC-ABSC scheme is shown

in Fig. 2.

Cloud Server A [ A ]

Data Owner Data User

~
l lobal Setup—————

Public Parameters

Initialization <
Authority Setup

N

Key Generation < —Secret Key Generation—] Secret Key

.
lf < gneryp
Signcryption < Verify & Store
. 4\——Designcryption & Transformed Secret Key——
Verify
Designeryption < Pania\‘l;ecrvption
J Partial Ciphertext: >

Full Decryption

“

FIGURE 2. Work flow of our scheme.

Compared with some MA-ABE schemes [14]-[16] and
MA-ABS schemes [37], our scheme employs a global certifi-
cate authority CA which is responsible for assigning unique
identities and registering all users and authorities. CA is also
required to publish the public-key-certificate of each valid
user for identity verification. However, CA is not involved
in any attribute management and the creations of the secret
keys that are associate with attributes. Without CA, it is
difficult to tie together components of a user’s secret key
and use the key randomization method to prevent collusion
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TABLE 1. Notations.

Notations Meaning
PP ={g,h, 91,71, V2 {ko ky, .. ki3} Public parameters.
H;,H,, Hy Collision resistant hash functions.
uid/aid Identity of user/authority.
do/du Identity of data owner (signcryptor)/data user (designcryptor)
U, /U, Decryption/Signing attribute set of the user.
AA , Attribute set of authority AA;.
1 2 1 2
B, X, Y7 Y7, 25, 27, . .
PK; = { 4 B } Public key of authority A4;.
Jaj 25aj ke aj AT,
SK; = {a]-, X, ¥} Zj, {(pj'k}a i } Secret key of authority AA;.
k=44
a; i kth attribute of AA;.
Ok Attribute version key of a; .
Aja; o Biajy Attribute public keys of @ .
W id,j’ 0 id,j’ i i’
CKyiaj = {R u”;’?}, u”;] u”:/’}, } Common secret key of Uy, generated by A4;.
uid,j» Nuid,j» Yuid,jr Y uid,j

DKyq i = {1K& .{Fd. . }
e uid,jr T uid, ) aj a; k€AANT,

Decryption secret key of Uy;q generated by A4;.

SGKuia = | Ko Fiitjazi)
) wid,jr T uid,j,ajy a; EAANT;

Signing secret key of Uy,;4 generated by AA;.

SKyiaj = {CKyia j» DKyia j, SGKyia ;)

Secret key of U4 generated by AA;.

TSKyiaj Transformed secret key of SK;;4,; used for partial decryption.
Csj/te, Number of rows of My ; /M, ; of R, j /R, ;.
s max/femax Maximum number of rows of M, ; /M, ; of Rg ; /R, ;.
N j/Ne Number of columns of M ;/M, ; of R ; /R, ;.
Msi_j/Mé_j ith row of Mg ; /M, ;.
Ms(’i]'-k)/MS]'-k) (i, k)th element of M ; /M, ;.
1 Set of the authorities whose attributes are selected for signcryption.
F]’/ﬁ Vectors selected by data owner for signing protocol.
thre;, Time threshold.
sj, sj’ Secret shares for AA ;.
CT? Partial ciphertext returned by cloud server.

CTg Ciphertext component computed by data user for full decryption.

z:U/ZAAJ-

Proof of knowledge of user U or authority A4;

N

Number of authorities

attack [13], [17]. For example, in [12], the colluders can just
use their secret keys to decrypt the unauthorized ciphertext
encrypted with the subset of the colluding user’s combined
attribute set. In some MA-ABE schemes such as [14]-[16],
arandom oracle H (GID) is used to tie the secret keys issued
by different authorities. Since our scheme realizes security in
the standard model, we employ CA to assign global unique
PK ;s = g" as the public key with which the secret keys gen-
erated by different attribute authorities can be tied together for
decryption. Thus the collusion resistance can be guaranteed.
Additionally, with the help of CA, we can improve the privacy
of our scheme by realizing the identity authentication and
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preventing authorities from forging a virtual user to decrypt
the ciphertext. In secret key generation phase, the attribute
authority verifies user’s certification using the verification
key of CA and then generates the secret key for the user.
In designcryption phase, the cloud server can verify user’s
identifier and perform the partial decryption algorithm if the
user is valid.

B. SCHEME CONSTRUCTION

1) SYSTEM INITIALIZATION

During the initialization phase, the system generates the pub-
lic parameters and registers for the data user and authority.
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After registration, the authority initializes itself by running
AuthoritySetup (PP) algorithm.
GlobalSetup (1*).

Output a bilinear group §5(1¥) — (e, p, G, G1), where
the prime p is the order of group G. CA generates a key pair
{skca, vkca} for signing and verification.

Output public parameters PP = {g,h, g1,y1,72,
{ko, k1, ..., ki}}, where g, h, g1 are the random generators of
G. yi. v tko. ki, - k) & G.oHy : {0, 1) = {0, 1),
Hy : G — Zjand H3 : {0, 1}* — Z7 are cryptographic
collision resistant hash functions.

CA verifies the identity description info submitted by the
user. If it is a valid user, CA selects a unique identity number
uid and sends PK,j; = g" to the user as the public key.
The public key certificate is set by CA as cert (uid) =
Signg., (wid, PK yiq). p is difficult for each user and author-
ity to compute or learn.

CA verifies the identity description info submitted by the
authority. If it is a valid authority, CA selects a unique identity
number aid € [1, N] for the authority.

AuthoritySetup (PP). Each authority AA; runs this algo-
rithm to initialize itself, where j € [1, N1.

Choose «j, xj, yj, zj randomly from Z,,.

Set A = e(gvg)ajv}(j = ng’ le = g}’j’ sz = 8 7Zl =

g9 22 = h9.

For each attribute aj x € AA; where k € [1, n;], Randomly
pick ¢j « & Zp and compute Aj = g%k and Bj 4, =
h%i.k gﬁ .

Output the public key PK; = {Aj,xj, v\ v2,z). 22,
{Ajas Bj,zl_/,k}a (AT, } and secret key SK; = {oj, x;, ;. 7).

{(pjvk}aj.ke@ :

2) SECRET KEY GENERATION

After the registration, the newly joined user with iden-
tity uid needs to request a secret key from authority
AA;, AA; verifies the user’s cert (uid) with verification
key vkca. If it is a valid user, AA; runs SecretKeyGen algo-
rithm described as follows to generate the secret key for
user.

SecretKeyGen (PP, PK;, SK, PK 4id, [7) AA; samples
Wuid j» Ouid j» Suia,j Tandomly from Z,. Then, the algorithm
runs the following as follows:

ComKeyGen (PP, wyiq j, Ouid.j» Suid j)- Output for user the
common secret key

S Ouid j
CKuid,j = {Wuid,j = gwu,,/,]’ ®uid,j = glml ’

1

eutdj
Mldj = ficj Ruld]—gl s

1
/ e PO s
uid j = huid.j , Vuid‘j =g md,j’ Vuid,j =h md,]} .
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DecKeyGen (PP, PKj, SK, PK i, 17:1) Output for user
the decryption secret key
yj+uid

o Ouidi Owd s
A XjWyid j o MidJ o, Cuid.j
= g% g ®Pui g g

d
Kmd J

d _ (Umd] NPk
iFMl‘d,jxaj,k - ]ajk (8™

SignKeyGen (PP, PK;, SK, PK yia, U
the signing secret key

’

J
ajkGAA,' Uy

Uy ). Output for user

q - By J
SGKuid,j = {Kljld,j = ga_lg] liI’

{ S _ Buid,j}
uid, j,a; Jsaj k ajkGAEﬂ(Z .

Finally, AAjoutputs the secret key SK,; for user as
SK uia j = {CK uia.j» DK uia j, SGK yia j}-

3) DATA OUTSOURCING

The data owner with identity uid runs the Signcryption algo-
rithm as follows to signcrypt the sensitive data under the
defined signing and encryption predicates before outsourcing
the data to the cloud server. As in [13], the owner can also first
encrypts the data by a symmetric encryption scheme and then
signcrypt the encryption key with Signcryption algorithm.

Signcryption (M PP, {SKm-dj, Ry js Rej}‘
rithm takes as input M, PP, {SK yia j, Ry, Re]} ;> Where
M € Gr, Ry, R.j are signing and encryption predlcates
respectively, and [ is the set that consists of the indexes of
the authorities whose attributes are selected to encrypt M.
SK yia j is the 51gncryptor s secret key. For each authority
AA; where j € I, Ry AA ﬂUs = 1. Here, R;; =
(Msj, psj) s Rej = (Mo, ,oej) where M ; (resp. M j) is an
L5 X ngj (resp. £ej X nej) matrix. Let M’ (resp. M’ )be
the ith row of the matrix My ; (resp. M., ]) We remove the
limitation that o, ; should be an injective function. Forj € I,
the algorithm runs as follows:

Since R ; (AA; N Uy ) = 1, the algorithm computes a vec-
LV gu) € Ze‘“‘" such that 7; My j = 1.
Then the algorlthm chooses 77 = (tj.1, 42, - -, tie,,) € Zf;’”'
such that t] "My = 0. The existence of such a vector TJ) is
discussed in Definition 6.

. The algo-

%
tor vj :(vjl Vi, ...

Choose (Sm dj < Z;; and re-randomize the secret
 Suidj 5/'(1,' s
key as Ky, = 897" Vuiaj = gigis,
Fs _ F atludj _ al/l/id,j
uid,j,k — * uid,j,k"j.ajx T T .ak — "
aj k€AAINU;

. /
Pick s;, 5;

0 and set &

R
< Zp for each j € I such that } s} =

— o . Z”fﬁj -
= (5.82.--28n,) € . g

s, €] el ) €Ly hii =Ml T, X =M e
7> T2 e P BT e j ul 0 i & -
R
Select {rj,1. 7j,2. - - -+ 1t} < Zp.
The algorithm computes the following terms: Cy =

Mg AV, Gy = g% G = (Y1), Cis = (1)’
nje[ o Gl =87 G2 =\ L) L L3 =\,
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where 7, = Hy (Cj1).

{q’4’i =& o JIA] /Jej(l)’

)"/l Fji
Gisi=g A; pje/(t)’
S — Vi md]+tl 1} )
{ 11 i g le[fw']
H, (Hie[lw’] Sl,j,i, 1, :Rs,jy jze,j)
= (bj1,bj2, ..., bj1) €{0, 1}
H3 (Cj,ly Cj,27 q,3’ l_[lE[gg]] Cj;4,l‘7
l_[ie[lej] Gt R fRe’j) =F

Si
bii\”’
Sz,j md/ (k() 1_[ lktj )
Bi Lsj s Vii 1
C,J3 (Hizl (inid,j,ps,j(i)) (Aj,ps,,-(i))j ) :

Dji = 8”"'} ,
i€[le]

Output

or {cj,l,cj,z,cj,z,{C,»,4,,»,Cj,s,i,Dj,l-}iew } .
= 0, ) ) )
{ 1a/sl}z€[fs,j] » 92,5 el

where ¢ is the current time.

4) DATA DESIGNCRYPTION

If the owner’s attributes satisfy the signing predicates implic-
itly contained in the ciphertext, then any party can suc-
cessfully verify the ciphertext (public verifiability). If the
receiver’s decryption attributes satisfy the encryption predi-
cates embedded in the ciphertext, then the decryption phase
can be launched to access the plaintext.

DeSigneryption (PP, CT. PK yia. {SKuia j} ,). Assume
that threﬂ is a predefined time threshold for designcryp-
tion and # is the current time. If }tt —tt| > threy or
Rej (AA N Ud) # 1 for any j € I, the algorithm returns L.
Otherwise, the algorithm performs as follows.

Verify (PP, CT).

For j € I, sample {‘L’z, 73, . ..,r”w.} P Zp and com-

pute @;; = (1, 1, 13, ...,t,,w.) M;l where i € [ES,]-].
H; (Hie[zw] S1.jis ”»:Rs,jvae,j) = (bj1.bj2.....bj1),
Hy(Cj1) = m; and Hj (Cj,hcj,Z, Ci3: Iiere. ) Citin

[icte ) Cis.is Rsjo Rej ) = Bj-
Check the validity of the ciphertext using the following
equation [ [; A;, as shown at the bottom of this page.

If it is invalid, return L, otherwise, proceed as follows.

Decryption (PP, CT, PKia- {SKuid j},¢;

In some previous works, such as [13], [16], and[17],
the user sends the secret keys corresponding to the attributes
directly to the cloud server. If the server knows the
user’s attributes, it can calculate the constant numbers
{oi}ie[e, ;] Which can reconstruct the shared secret s as Zfi’l
oiri = s, and then perform the bilinear pairing opera-
tion on the pair of secret key and ciphertext component for
each row of the encryption predicate matrix. However, this
technique cannot be applied to our scheme, as the cloud
server cannot know the user’s attributes. In our construction,
we embed the constant numbers {o;} ie[te)] into secret keys
as exponentials before sending them to the cloud. However,
according to Definition 5, for all p.; (i) ¢ A7 N ﬁ,} we
have o; = 0. If {O’l}le[[ ;] are d1rect1y embedded the secret
keys associated with p, ; (i) € AA N Ud are dlstlngmshable
from the keys associated with p.; (i) ¢ AA N Uy; thus,
the cloud server can infer the user’s attnbutes Therefore,
to make the cloud server’s view on secret keys corresponding
to each p.j (i) computationally indistinguishable, we ran-
domize the secret keys with some random numbers chosen
from Z;.

The designecryptor randomly chooses secret values ¢,
r & ZLy,.

If for each j € I, R, (AA N le) = 1, compute 7;
(91,052, -2 0je,;) € Zp 2 such that Zl IGJ’Mef,j =
where o;; = 0 for all i where p,; (i) ¢ AA NUy.

. R
For each i, randomly choose a; ;, b; ;, ¢j i < Z;,“.
Compute the transformed secret key as TSK,q; =

—_1

¢ @ _
{®Mid]’Rmd]’ uid j »{Wz, Pi, Fi}ie[e, ]} where W, =
$0j.i 0j.i d @0,
Wuldjj Pi= PKuldj Fi = Fmdj Pe, (l) " for i that Pe.j (i) €

AA N Ud and W; = g%, P; = ng’ F; = g%i" for i that
Pe,j (D) ¢ AA N Ud
The designcryptor sends {TSK,M g aji b cj, ’}ze[E ]]
e.j

jel
to the cloud server. For the transformed secret key TSK 4 j,

it is infeasible for the cloud server to distinguish the compo-
nents {W;, P;, F; }ZE[Z i associated with p, ; (i) € AA N Ud
from the components associated with p, j (i) ¢ AA N Ud, due
to the randomly chosen numbers ¢, r, a; ;, b; i, ¢j ;.

Then Decryption can be divided into the following two

sub-algorithms.
PartialDecryption (PP, CT, PK yia. (K uid,j}jo; ) This
algorithm is performed by the cloud server. The cloud sends
400 <5, Pl

crr =1co, {{Cflj’i, b C"”'}' } , CT, tothe user,
[ l’j] jel

[l;e (SZJ’ 8)

[],2=

34062
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) (Rfid,j’Cj»z)e(Rfid,j'Cj«l)md
I e(Kudiﬁ.j’ijl)
and CTr=[T; [Tiepe, 1 (e(Wi. Cai)e(Fi. Dji)e(Pi. Cis.i))-
FullDecryption (PP, CT?, PK yia, {SKuia,j};c;)- This
algorithm is performed on the user side. After receiving CT?,
the data user computes CTg = ¢ (g’, [Tier Hpe,j(i)éA'ij@

Aji ~Cj,i j,i
C] 41D]z C151> Then the message M can be recovered

M:CO(CTX)I

]_[I e( uld/

where CT, = CTpg

CTgr

C. CORRECTNESS

Assume the signcryptor’s identity is do. If |?f - tt| < threy
and R,; (AA; N Ug) = 1 for each j € 1, then the ciphertext
can be verified and decrypted as explained subsequently.

Sj
bj.i
S2]_Kd0] (k()l_[kj)
i=1
s.J

Bj Vi i

G H (F 5a,j,ps.,-(z‘)) (Aj.pss)”
i=1
I 5

. 8do. 5iB;
a,,u( 1—[ ) ()
Csj 3do.jVj,itji
’ <1_[i:1 (Ajﬂs,j(i))( e )) :

. — g —
Since V; - My j =1and ¢

Ls.j
> @i Baogvii + 1)

~

-My; =0, we have

ZSJ .
= Zi:l (1, T2, T3, v ey T"s,j) . Mé,j (5[10,]'11]",' + tj,i)
e.v,j i
= (l, T2, T3, - - -, ‘l.',,&j) ddo.j Zi:l Ms,jVJ'J
6
+ (1, T2, T3y v vt Tns.j) Zi—l M;,jtj,i = 8do.j-

Hence,
ThlS demonstrates the correctness of Verify algorithm.

Lo
If Y05 i = 5 i 0] = 5, Xy ) = 0, then
l_Lel Hle[( B e (Wi, Cja,i) e (Fi. Dji) e (Pi, Cjs.i))
= CTx[ ] e (@ @ e s, g)?
— DOyid jX;S;
CTe[] e 0 :
where
— “Jt Cj.i b
Tr=e ( l_[]e[ npe,(weéAA gy G4l Gis ’> '
1 s
CTy \¢ _ MnjelA
Therefore, Cy ( CTR) = —l_[jel )T
the correctness of Decryption algorithm.

= M. This exhibits

D. PUBLIC VERIFIABILITY

The Verify (PP, CT) algorithm only takes as input the pub-
lic parameters and ciphertext. Therefore, any user or cloud
server who can access the ciphertext can check whether the
signcryptor’s attributes satisfy the signing predicate. Thus our
construction is public verifiability.
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E. ATTRIBUTE PRIVACY PROTECTION IN SECRET KEY
GENERATION PHASE

To generate the secret key of the user U, the authority AA;

R
randomly chooses three numbers wyiq j, Ouid j» Suid,j < Zp tO
tie SK iq,j to the user’s identity uid and uses them to gener-
ate the components Fm id j.a x and F},, Joaj , Tor the attributes
ajx € AA ﬁ U. Then AA can infer Aja , by computing

Fé Oyid j d
uid . j,a 4 k uid ,j s
(gu)‘/’fk ’ uid ,j,a; k

.
) “idJ  To protect the privacy of
the attributes, we design Enhanced_SecretKeyGen to gener-
ate the secret key for the user to prevent the authority from
directly obtaining a; x or recording wyiq j, Ouid j» Suid j-

Enhanced_SecretKeyGen (PP, PK;, SK;, PK 44, U )
Taking as input the public parameter PP, { PK, SK;} of AA;,
PK ,iq of user U with attributes U, the algorithm outputs the
secret key as follows.

1) U selects ai,az,dy, da, d3, d, ay, ay, aj, as, ag, dy,
dy,d; & 7, Let D) = didy, Dy = dod, D, = d|d},
D), = dyd;. ,

To commit the attribute a,, U computes \IJ;X = g% h%,

To implement the set member proof defined in

Definition 7, U computes {\Ilgf = B, i = AR i =
and {\1125 = B2,

e(W3d, h)Se (w3, g) e (g, 9™ } e
, Aax d
W=D Wl =e (U3 ) e (W2, ) Pe (.97
{\y5 :ga’shﬂ’a}
ace
C = ‘-I/1 ,D = \115 Y_Ax,o—ax,r—a4,s—a5,m—

aﬁForaxeAA ﬂUd,v_Dlt_ ,V = \IIZda_\Il4d.
For a, € AA; ﬂUS,v_Dz,t_D’Z,V v, a—\y“s

ayels
. Namely, in Definition 7, we set

Finally, U computes the following terms: ®; =
O = g, 03 = g, 04 = 0,05 = (YJZ) .

1

@ d;
O = 81>, 07 = g2, Oy = hig{’, and O = X;, @) =
, .4 / d
0y = gl e = of ey = (17)" e =

1

7’ / o d}

2,0, = g”,0, = hg to construct the proof of
knowledge Xy =

(a1, az,dy,dsz, D1, D2, ay) : © =del A By =gP
. ap
O3 = h1glid A Oy = OF A Os = (¥7)

ABg = g? ABO7 =gP2 A Bg =h“1g‘113/\

1 2d
(7). vi)
2
ey
e (g Wi) e (h vi) e 0. 0™ ), irad,
Z»l \I’2S

ZZ

(592
(

Pok

3s
)

3 [25% D
e(hwy) e @™ ), o

e (g wy) ™
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[T ¢ (52, 8)

I b A\ £ .
[l <€ <k0 [Tz k7. G, 1) € ((Vl ¢) J) .G, 1) (Hizjl € (gufj Aj ps (i) Sl,j,i)))

. 3, 0,j ex,' ) 0.jVj,itti
e(g¥, e (gld 7, g) e ((Hg’l (Aj,ps_j(i))( Ao )) ,g)

:Hl

[T e (40,500, ghies¥iiTli)e (g1, g)°d

= l_L Aj.

U sends Of, ©,, 03, 04, s, O, 07, O, O}, O, d/3
Y=Y / =Y 1 2d 2s 3d 3s 4,
0}, 05, 0, 05, 0, and {W, , w4, W5 Wil was wid,

s, ‘I’Sx}axeﬂ,mﬁ to AA;.

2) AAj sends ¢ <R— Zpto U.

3) U computes af = d| — ca,a) = a, — cag,a’?/ =
ay — cuid,a) = ag — cay,ai = a5 — cay,af = - —

)
camodf =dj —cdi, df = dj — cd3, D = D} —cDy, Dy =
D), — ¢Dy. U sends daf,a),ds,ay,ds,af,dy,dy, D, D}
tOAAj.

d// 77
4) AA; checks whether ©] = X;' 0, ©) = ¢”10%, ©} =
a9 e 2 @ c @
Wighes e, = ()" o505 =
" ) ., ) nod! )
§°05.0; = 72050y = higlegv, =
g (W) )" e (6}, 0p) = e (05, 0) = ¢ (Y2 g1 ) hold

u//
2 (RC / _
0705,0; =

% 71 \I,Zd)
4d _ 2d)~45 3d )45 oy (<2
and qjax =e (g’ \Ilax ) e (h’ qjax ) e (g’ g) 1 e(Z? l]l3d)
7T
S~ S~ . 3 7a// . a//
for a, € AA; N Uy and \Ilgi = ¢(g. \Ilgj) Se (h, \Ilgi) 5
1 \p2s
"(Z.i ""aﬁ)
“(7vi)
If any of the above equations does not hold, AA; aborts.
Otherwise, AA; selects Cuid, €uids Muids Clyigs €uigs Moyid> Corid

e(g,g)Dg for a, eAijﬂﬁ;.

R .
Luid> Xuia < Zp. To commits cy;q, eyid, Muid, o), X; and
construct proof of knowledge 44 ; of Cuid, euid» Muid , &, Xj,
1

AAj computes Yi = g T» = g"“, Y3 =
1

hCuid , ’Y‘4 = hCuid , TS — geuid s Tﬁ — gmuid , ’Y‘7 —
) c . s /

Jy"id , T{ ; — glmd , Té’ — gluld , /Té — hcuid ,

Tﬁ/l = hcuid s Tg = geuid s Té = gmuid s ’Y\é = hmuid

e T ,
and Klflz,] = gal_ux/ @?ld @%utd (@4@5)"141’(1 s K’ZZ’] =
/ /
1 — . Cuid (\Cuid “
guld quzd/®lut ®6m (@4@5)%,‘1 , szfd,j i
glid @34’ Then AA; sends i, Y2, T3, T4, Ts, Yo, Y7,

/ / / / / / ! prdx dx / S% sk /

1y, Y5, T3, Ty, 15, T, Y7, K/uid,j’ Kuid,j ) Kuid‘j’ uid j °

Cui / e .

[0d = w0 "= wpaw) __and |o =
x x x v ax€AANT, x
My m/.

I TR ) S8
& x x ay €AANT;

. R .

icks ¢’ < Z, and sends it to AA;.
5) U picks ¢’ < Z, and sends it to AA;

. neo_ o o
6) AA; computes c,;, = Cuig — CCuids g = Cyig

/. * _ _ R S _

Cluid; Cyig = Cuig Cua? tuid - = bia — cojymy,, =

m,, — Mg, X, = Xuya — c'xj. Then it sends

/17 1 * ’ " ”
Cuid> Cuid> Cuid> luid s Moyid > Xyid toU.

— ga]‘®g’luid’ K5* I

/ C”{ / C*
7) U checks 1| = Y{g/", T, = Y§g" .1} =
J i J Ak / ua J 4
Té’ hcuid’ Ti = T‘i hcuid, Té = Tg geuid’ Té = Té gmm;tli/’
’ pm dx ' _ U —ux!” o Cuid ¢ Cuid
T7 = T7 h"™ia  and Kuid,j = glud md@l OG

* / ’ m”, /
(©405)id Kot Koty | = glid Og K%, €, e (Y1, 2) =
e(81,81),e(V3,Ya) =e(h, h).

If all of the above equations hold, U computes the secret
d

key as: Wiyiq g% gl =l = gOuidj @y =
a5 i 0, L Cuid
a a uid j N/ _ @ Y

Tl - g] - 81 ) OLlid,j = T3 = h [ — h uld,_/’

ay 1

R, = Taz _ Cuid __ Ouid j R/ _ ng _ h% .
uidj = 17 = & = & Ryay = 140 = =
1

Ouid j | Vuid,j=Tg3 _ gmuidd3:g5uid,j’ V::id = 7d3:hn’luidd3 —
1 h

A i +uid

S d Kd':; ‘Ylaz d Ouid j )étli”‘

id.j _ uid,j _ o (eyi. — uid,j uid ,j

houid j Kuid,j — —leaz = g% gx/( uid 41 M)gl gl
)’,'Jruid

o Buidi Ouidg K  Suid.i
o , uid.j wid ,j N — uid ,j _ o uid ,j
g !gx.l md,_lgl g R Kuid,j = — = gY%g .

J
—_—~ ~ 1 Cuid

: ) d _ d\ay _ \y3dd _

For attributes a, € AA; N Ug, Fy = (CDHX) 2 = 2l =

dievia __ p@uid jTI AA.ANTT S — (S \& —

Agm _Aag_ .and fora, € AAjNU;, F) = (95 )%2 =

AZﬁ’"uid = Aa';'d"’. Namely, we implicitly set wyiqz j = eyiadi —

o
W Ouid j = HL, Suia j = Muia d3.

V. SECURITY ANALYSIS
In this section, we prove the security of our PMDAC-ABSC
scheme. In Theorem 1, 2, 3 and Theorem 4, we analyze the
security of PMDAC-ABSC scheme with basic SecretKeyGen
algorithm. Then in Theorem 5 and Theorem 6, we demon-
strate the security of Enhanced_SecretKeyGen algorithm.
Assume AA* is the j*th authority. For all j € [N],
Le.max > Ne.max» Us.max > Ns,max are the maximum values of
{¢. j: Me.j Os )Ny }j cv): Umar 1S the maximum number
of \AAJ| T¢ is the cost time for one exponentiation in group
G or Gr, and T? is the cost time for one pairing operation.
Suppose that the Hash functions Hy, Hy, H3 are collision
resistant.

A. MESSAGE CONFIDENTIALITY
Based on the security model defined in Definition 10, the pro-
posed scheme guarantees the message confidentiality against
static corruption of authorities, which can be reduced to the
hardness of the g-PBDHE assumption.

Theorem 1: If an adversary A can break (T, g, gsc,
qps, €)-IND-sEP-CCA?2 security of our scheme, then there
is an algorithm B that can solve the q-PBDHE assump-
tion with an advantage ¢ = %e — 95 in a time
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T =T+ 0((1 + le,maxne,maxumax) (1 +gsc) N + gsi+
Ne,max + le,muxng,max + gscN (l + ls,max)) T°+0 ((1+gsc)
N +qps) TP.

Proof: Assume A can (T, g5, gsc, qps, €) break our
scheme, we will construct the algorithm B as follows:
B is given with the q-PBDHE challenge instance Y. The
challenger C runs G5(1¥) — (e,p, G, Gr) to generate
the bilinear group and chooses £ e {0,1}. If £ = 0,

C sends (H Q=-c(g, g)“q

- R
Y, Q < Gr)to B.
Init. The same as defined in Definition 10. Assume M} is
a{} x n} matrix and n} < q.

S) to B; otherwise it sends

Setup. Let m, ¥, u <R— Ly, h = g

e b b k) &
1

» 81 =

g? (g"q)_1 ,v2 = (g7)™, where 7* = H, (g%). B sends
P ={g, h, g1, y1, 12, {ko, k1, ..., k}} and Hy, Hy, H3 to A.
Set gt for A as the public key and assign the identity uid
to A.
Authority Setup.
1) For the authority AA; with j € I', B chooses

o, Xj, Vjs Zj & Z, and sets A; = e(g, )9, X; = g9, le =
gy} = gl,Z1 = ¢9.2} = I, and Aj, =
8Y%, Bj gy = h‘pf-"gm for each a;; € AA;, where
Pjk & Z, and k € [nj]. The public key of AA; is

_ v, vl y2 71 72 ) )
PK; = {8, %, Y Y2 2L 22 (A B}, o | and
secret key is SK; = 1a;, X}, Y}, 2 {(pj,k }a_keAA_}. B sends
s J

{PK;, SK;} to A.

2) For the authority AA; withj € I'I*, B does the same as 1)
and generates the public key and secret key pair {PK 7 SK j}
for AA;. B sends PK; to A.

3) For the authority AA*, B chooses o/, 1,7y, z 3 Zp
and implicitly sets « = o’ + a9T!,x = na. Then A* =
e(g,8)" = e (g%, g) e(g. 9 . X* = g4, ¥*! = ¢, V2 =
g{,Z*1 = g, 22 = K. Let X be the set consisting
of the indexes i € [£}] with p} (i) = ar € AA*. For

. R
the attribute a, where X # @, B chooses ¢, < Z,
a0
and computes A7 = ¢* [[icx [kepur)8 7~ where

1
( Zx)n gzrax .
If X = ¢, B chooses ¢y & Zp and computes A; =

MEY s the (i, k)th element of M. B, =

1
g%, B, = h¥ g This assignment describes that A} =
) 1
g%, B, = h¥ g for each signing attribute as the signing
attributes are different from encryption attributes. B sends
— 1 ys2 7%l 732 .
PK* = [A*,X*, y*l y*2 7zl z* ,{A;{Y,Bj;x}axew}
to A.
4) For the authority AA; with j € I'* and AAj # AA*, B

does the same as 2) except that for each a, € AA;, A;,, =
@D

8% [licxg& % where Xis the set consisting of the indexes
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i € [€0,] with pe (i) = a, and @ < Z,. TEX =0, A 4, =
g%~. B sends PK; to A.

Phase 1.

SecretKey query Ok ([7 AA) A adaptively queries the
secret key for a user U with identity uid and a set of attributes
U = Uy U U to the authority AA;. Uy does not satisty R.

1) For the authority AA; # AA*, B samples

R
Ouid j> Ouid j» Suid j < Zp. Then B computes

id 0,7
CKuid,j = {Wuia’,j =8 Wuid j Ouzdj = g1m ’ Omdj = b,

1
Ouid i

1
uid . j 9. St
R"”dj =8 Rmd] = h"uidJ Vuid,j =8 uidj

/ — 10uid j
uid,j — h ’
yj+uid

d o Xjwuia j Ouid.j  Ouid j
DK yia j = :Kuid,j =grgTig g

d Wuid .j Pj.k
Fd A )% }
{ uid.j.aj.x J 4k (g ) aj k AANT

and

R Ky o aj ‘Suid,j S _ 5uid,j
SKaia = {Kuid'j_g el ’{ uid.j,aj k _Aj*“jvk}czj.kEA’;{/ﬂﬁ;}.
Send SK yia j = {CK uia.j: DK uia j, SGK yia j} to A.

2) For the authority AA*, B chooses r.t, 0%, 8% & Zp
and a vector f = (fl,fz, .. f,,*) € Zp such that fi = —1
and fM*l = O for all p} (i) € Ud N AA*. B computes

w* = g" 1_[,-:1 (fia® Hl)/” = g%, namely B implicitly

sets w* = r + (Zglﬁaq_"“‘l) /n. Then B com-

putes @ = g0 0" = W R = g1 7 ORY =
1 s/ .

hor Ve o= g8 gl v V*™ . By this, B implic-

itly defines 6* = &* — a9. The common secret key

is CK* = {W* ©* 0¥ R*, R¥ V* V*]. B computes
d _ : q—i+2 9* a(ermd)

Kd* = g* g”7“ 1_[1_ glia? " ga . For the attribute

ay € Ud N AA* for Wthh there is no i such that p} (i) = ay,

B computes F’ (i* = ij‘" (gM¥ = W*P (g")¥; otherwise,

B computes
l_LEX l_[ke [n%]
rdk n* j
. b ¢ 1b;
(g nj=1 ki ®

ThedecryptionsecretkeyisDK*={Kd* {ng*}a e@nA?T*}'

Fo* = w* (g

B computes K™ = g“g‘f* = g g“‘s*/. F;;: =
ZXS* = g (g“q)f(px. The signing secret key is
SGK* {K”,{ng}a eﬁm@}. B sends SK* =
{CK*,DK*,SGK*} to A.
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Signeryption query OS¢ (J\/[, { Ry, fRe,j}jE ;). B selects a
signing attribute set 17; such that Ry ; (AfZ] N U, Y) =1 for all
J € I and computes the secret key CK;, SGK; and returns

the ciphertext CT <« Signcryption (M , PP, {CK j» SGK,
Ryjs Reljer ) 10 A

DeSigncryption query OPS (CT Ud) It |tt - tt| >
threy or for any j € I, R, ; (AA N Ud) = 0, then B returns
L.IfCj = g% = g°, B aborts. Otherwise, B carries out the
following steps.

If AA* is not involved in the generation of CT, or ﬁ;;
does not satisfy R}, then B obtains the secret key from
0% (U, AA}), and returns the output of DeSigncryption(PP,
CT, PK, SK) to A. Otherwise, assume AA; = AA* is jth
authority, 7; = H» (9,1) If signature is invalid, B returns
L. Otherwise, if R} (Ud) = 1, compute

:e(ga/,g%')e W’gd

= e (goé y g%) e gsj‘// » 8

—e <ga/’ gsj> e (gaq, gasj> — A*Sj,

S 0 A.

A
. ljel = .
Challenge. A submits two messages Mg, M with the same

Thus B can return M =

length and signing predicate R, j+ = {(MS* i o />} , to
Jer*

B. Assume M is a £} x n} matrix, and R} = (M* py)
spe01fled by the authority AA* with R € fRY 1. B chooses

J e {0, 1}. B chooses sj, s & Z, such that Z = 0.
Forj e I *,g selects a signing attribute set US satlsfying
wa' (AAJ' N US) =1.

1) For the authority AA; with j € I* and AA; # AAY,

B selects a vector vJ = (vjl ij,...,Vj’gs_j) € Zf,s‘j such
that v/ - M = 1, and 1 = (tj’l,tj,z,...,tj,gs,j) €
Zﬁ” such that 7, - M,; = 0. B irﬂ;licitly sets & =
(- mior &2 ting) € 20 e = (s - i
’ / Te,j ’ i -

CIPTRREE 8””) € Ly, Ajji = M 8],)\7’ = Me] j,and

/ _sbi

i =T = T foralli e [ ] Then B computes CT using

Signcryption algorithm. Note that:
C l_g ]’A pe/(l)

sbip
awp b ;ne,(n
a‘g.fMe] g [1*]-1

— - H”t i askJV[X’jk)
=8 pej(l)
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sabiM(i’.l)
e,

) DIGED)
HleX\ig )

A
L. — Jii AT
CJ‘S’l - g A.] pe/(’)
sb; .
iy “el®

:g ej g i[*i_l

l—[”w aakM(’ )
Pe/(l)

sab;. M(I/l)

. DICHEDN
1_[leX\ig

2) For the authority AA*, let v = (vy,va, .. ve*) e Za
such that v - M = 1,7 = (tl, b, .. t[*) € Z,, such that

T- M = = 0. Re-randomize the signing secret key with §*”
and unphCitly set §* = 8% — a9 + 5. C =g, C = Cly,

C; = g‘/”. Let & = (s,sa~|—52,..., 1+5n*> € Zpe,

— .
gl <S’+s,sa+8’2,...,sa”6_1—i—snt) e Zp". Thus
e

j =

—
X g0 = Tig =0 {rlrh
e

| & 2, B implic-
itly sets r; = r] + sb; for all i € [¢}] and computes:

Cai = §™HA%, 7T = A%, g0

pE() Pz (D)
l—["? agg MR 1—[ 1—[ —sd ”M*(Z o
k=28 rexvi b Liens) &
Csi= Ap*(i)irl g e M ’
7rakb M*(l k)

ny (i.k)
nke 2 M Hlef)C\z er[n*]

D =g =glig

vi&* 41 — gv,' (5*/7aq+5*”)+ti
bl

bY ysp* & ot
§ <l_[i=l Sl’i )

Finally, B computes Co = M;Qe (g, Qs [Ticr\aax
e(g, £)**. B sends the challenge ciphertext CT* to A.

Phase 2. Phase 1 is repeated. In this phase, A cannot issue
DeSigncryption query with the challenge ciphertext CT* and
attribute set Uy such that R, J (AA N Ud) = 1foralljel*.

Guess. A outputs his guess Bon b1t = 4B outputs
0 and guess that Q = e (g, g)“qHS; otherwise, B outputs 1 to
indicate that €2 is a random element in Grp.

If A issues DeSigncryption query with the ciphertext
satisfying C; 1 = g% = g, then the simulation aborts. The
probability of this type of event is at most qm IfF4 =0,

=e(g, g)“qHS and B does not abort, then CT* is a valid
mphertext of M. Thus, in this case, the advantage of A is
Prif=hib=0]> L +e-
T, then A has no information about M , namely the

S1i=¢g
Sy = go/ga(é*/+6*//) (gs)&)"'Zf:lé

‘125 If Qis a random element

advantage in this case is Pr g += ﬂ | f=1| = 5. Therefore,
the advantage of B which can break the g-PBDHE assump-
tion is at least %e — 455 The runtime of B is at most T/ =
T+0 (1 + le,maxne,maxumux) 1+ qsc) N + g + Ne max+
le‘maxne,max +gscN (l + ls,max)) T + O((1+gsc)N+
qps) T?.
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B. CIPHERTEXT UNFORGEABILITY

The ciphertext unforgeability of our scheme is formulated
through existential unforgeability under selectively signing
predicates and adaptive chosen message attack model as
defined in Definition 11.

Theorem 2: If an adversary A can break (T, g, gsc.
qps, €)-EUF-sSP-CMA security of our scheme, then there
is an algorithm B that can solve the q-PBDHE assump-
tion with an advantage ¢/ = m inatime T' =
T+0 ((1 + ls,maxns,maxumax) (I'+4gsc)N + gsk + nsmax+
ls,nzaxnimax + (1 +¢gscN) (l + ls,max)) T¢ + O((1+gsc)
N +qps) TP.

Proof: Assume A can (T, g5, gsc, qps, €) break our
basic scheme, we will construct the algorithm B as fol-
lows: B is given with the q-PBDHE challenge instance Y.
The challenger C runs 99(1") — (e,p, G, Gr) to gener-
ate the bilinear group and chooses £ € {0, 1}. If £=0,

(99=e@g¢“?
4.8 Gr) o B.

Init. The same as defined in Definition 11. Assume M is
a ¢} x n} matrix and n} < q.

C sends ) to B; otherwise it sends

R
Setup. Sample m, 1, €2, u < Zp and seth = g7, g1 =

¢ {ho by, ... 4

1) & Zp. Assume @ = 4qsc and

@ (I + 1) < p. B chooses m <R— {0,1,...,1}, 00,01, ---,
01 & 0,1,...,0 —1},01,00, 4o, b1, ..., A & ZI’;.
Set kg = (gm)@o—wmgko and {ki _ (gaq)gi gki}ie[z]'
yi = g%y = g°. B defines two functions

Ly (l;) = p—om+ 0y + Zleb,@i and L, (l;) =
by + Y bk for each b = (b, by,....b) €
{0, 1)), Thus ko [T\, k" (gaq)“(b) ng(”). Let

L([;) = {0790"‘25:1 bio; = 0mod @

. Th L(‘) —
1, otherwise en b

1 implies L (Z)) # 0 mod p. B sends PP
{g. h, g1, 71, v2, tko, k1, ..., k;}} and Hy, Hy, H3 to A. Set

gl for A as the public key and assign the identity uid
to A.

Authority Setup.
1) For the authority AA*, B chooses a’,x’,y, z & /S
and implicitly sets « = o' + a?t!,x = x’ — a. Then

A = e(g, )" = e (g% g")e(g, 9" X* = g" g™, ¥*! =
g, Y*¥2 = g)l,Z"‘1 = gZ,Z*2 = h*. If there exists i €

[¢x] with pf (i) = a, € AA*, B chooses Ox & Z, and
*(i,k
computes A7 = g [ i) g~ M where M*(l D
the (i, k)th element of M}. B} = (A%)" gTu Otherwise,
= g(/)x, BZX =

h¥xg = . This assignment describes that A; = g%, B; =

R
B chooses ¢x < Zp and computes Ay

h¥x g2+ax for each decryption attribute. B sends PK*
A*,X*, Y*l, Y*Z’ Z*l, Z*z’ {AZX’ BZX }a GA’:(*} to A.
2) Otheriwise, B performs the same as in Theorem 1.
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SecretKey query O (U, AA;). A adaptively queries the
secret key for a user U with identity uid and a set of attributes
U= Ud u U, s to the authority AA;. U, s does not satisfy R.

1) For the authority AA; # AA B performs the same as
in Theorem 1. !

2) For the authority AA*, B chooses o/, r, t, 0%, §*' & Zy
and a vector f = (fifon .- fx) € ZZ: such that fj = —1
and fM*’ = 0 for all pr() € U, N AA*. B implicitly
sets 8% = & + 3 lf,aq +1 Then B computes w* =
g g", O = gl oY =n" RF = g1 F R = he* V* =
¢ ]_[Zil g™ V¥ = V*T_ The common secret key is
CK* = {W*, ©*, 0%, R* R, V* V¥}] s

B computes K9* = g¢ (g“)_“’/ (g”q) 8! g1 . For
the attribute a, € Uy N AA*, Fd* = A% @ (ghyPr =
(W*)¥x (g")?x. The decryption secret key is DK* =

d* d*
{K > {Fdx }axel?:jﬂAA* :
K =gogl = g¥ (g9 T2/ For which there is

no i such that py (i) = ay, Fy¥ = V*%. Otherwise, F;* =
*(i,k)

VO Tlkene (g_s*/ak ;’il,k#j g_'ﬁaﬁk_#])Ms
The signing secret key is SGK* = { K**, {F3*}
B sends SK* = {CK*, DK*, SGK*} to A.
Signcryption query OS¢ (J\/[ {fRS’j, Re’/}jel
signing attribute set Us such that Ry (A/ZJ N Uy ) = 1 forall
j e I.If AA* ¢ I, B issues O and returns the ciphertext

CT < Signcryption (M PP, {CKj, SGKj, Ry j, fReJ}jeI) to

axEUv NAA* }

. B selects a

A. Otherwise, B first computes sj’. & Z,p for each j € I such
that 3, s; = 0. Then B computes

C] 1, C] 25 Cj,?)v {Cj,4,i’ Cj,s,iv Dj’i}ie[@g /,] ’
{Sl,./,t}ie[gw.] 827, R jn Re j e
For AA*, s]’. = s/, B performs as follows:
1) It first computcs a vector v = (vl, V2, nn,

such that v - M¥ = 1 and chooses 7 = (11,1, ...,
such that 7 - M; = 0.

2) B randomly chooses &
{S1i= gW(S_Hi}ie[Z;f]'

3) Assume H (r[ie[m S rt,ﬂzj,ﬂz;f) = (b1 b ...,
b)) = b e (0,1}, If L (i)) = 0, B aborts. Otherwise, B

W;) S Z’
t[?) S Z §

R
<~ Z; and computes

implicitly sets s = s, — ﬁ where sy & Z[”;. Then C; =

Li(b
1
g =gvg) "0, 0= Cy, C3 = (871g")*, where 7 =
Hy (Cy).
4) B chooses {r], ..., I‘g:} & Z,, € =
(sx—%,ez,...,sn*) € Zn:,? = (s/,s’,...,s’*) e
Ll(b) e P 2 n
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e R V2 A VA *i_/) . *
Zy', hi =MFE, 1, = M} ¢ . Then fori € [€}], B computes

L XA X —ri
C4,l =& A PE@)
*(z 1) ’le *(1,))
x'—a s + eiM, ) X
= g( )((x L (b)> Zjm1 ) g Pera’i
% .
Py o a(sMEED S M) g o
Csi=g'Ap =81 ° AR AN

D; = g".

5) B computes H3 (C1, C,, Cs, Hie[zj] Cy.i, Hie[@j] Cs.j,
R, 93:) =B,

som e () f (TT50)" (5)

i=1
— ga’+a‘f+' (gu)ﬁ ch <gaqL1 (b)+L2( ))SX Ly (b)
o 3

£

% Vid+t;
[1 (%*(i))

i=1

- = Sx  —aL (Z?)
~ e teret ()" g“@) £ 10

*
s

" Vié+t;
I1 (Ap:a))

i=1
Finally, B sends CT to A.

DeSigncryption query OPS (CT I?;) If |tt - tt| >
threy or for any j € I, R, ; (AA N Ud) = 0, then B returns
L. Otherwise, B issues the SecretKey query and returns the
output of DeSigncryption (PP, CT, PK ,iq, SK 4iq) to A.

Forgery. A submits a valid ciphertext CT™.
If DeSigncryption (PP, CT*, PK,SK) — M and A has
never issued OSC (M, {Ryj, Re,j}
follows.

1) Assume the components of CT* correspondinito AA*is

{Cl, C2, C3,{C4.i, G54, Di}ie[e:] ; {Sl,i}ie[m ;
putes H; (Hie[ﬁ;‘] Sii. tt, RY, RZ) =(b1,by,..., b)) = b S
0,1}/ If om # 0o + Zle b;o;i, B aborts. Otherwise,
L (l;) = 0 mod p.

2) If CT* is a valid ciphertext, then H3 (Cy, C3, C3,

[Miefes) Caio Tieez) C.io %o R ) = fand 7 = Hy (C).
Then

_ bi B : Vi f
$2 = K™ (kol_[, 1’%) G (H, (Fko) (450) )

L (5)4—/3(01 +709) & 9ok
o} [L,s7%
= ’

eif o %([,k) Vid+t;
'l_[i:l <Hk€["}*] g )
CL2(5)+ﬁ<al+noz> l—lfi‘ §Pnto ( ga)*‘s

1 o1 PLi

e ) B performs as

S>t. B com-

= ga’gaq“ (ga)5

_ ga/gaq+l (ga)5

Lo (b)+B(o1+m02) (— £+
_ o _att! 2() s Pt
=g"g" C [T, 57"
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where v-M} = 1 7-M¥ = 0and D iefer] oke[n:] —@ kpg R

vid+1) =—

Thus, B can calculate g“q+l = by}

c (b)+B(o1+7a2) 1%, 5750
and then break the g- PBDHE assumptlon by computmg

e(g“q , 8 ) Let E; be the event that j* ¢ [ in the

forgery phase, E» be the event that L (Z) = 0 in some
Signcryption query and E3 be the event that wm #
oo + Zlebigi in the forgery phase. Then we have
Pr[—=Ey AN —=Ey A—=E3] = Pr[—=E{|Pr[—EyAN—-E3] =

2
rae (1- %) If @ = 4qsc, then Pr[—E; A —EaA
—E3] = m. Thus the advantage of B solv-

ing the -PBDHE assumption is at least Adve >

—SN(lfl)qSC' The runtime of B is at most 7/ = T + O

(1 + ls,maxns,maxumax) (I4+gsc)N + gs + Ng max + ls,max
nE pax + (L4 gseN) (L + Lgmar)) T¢ + O ((1+ gsc) N+
qps) T".

C. SIGNCRYPTOR PRIVACY
Based on the security model defined in Definition 12, our
scheme guarantees signcryptor privacy and ensures that one
cannot guess the set of signing attributes of a signcryptor used
to sign a plaintext.

Theorem 3: Our scheme guarantees the signcryptor
privacy.

Proof: The challenger sends PP, PK, {PK i SK; }

the adversary A. Then A outputs two signing attrlbute

sets U0 U1 satisfying Vj € 1, Ry; (AA ﬂU0> =1 =
Ry (AAj N Usl) The challenger selects £ & {0, 1} and
computes CT ; with the secret key SK7, 2 Note that both the

challenger and A can compute Skt for U;. U Specifically,

do,j

Y/ py/ '
ﬂ _ ) o K _ . do ﬂ _ do,
Vdo,j = g, K;UJ = g"‘./gl J F;oja L Aj,aj,jk’ where
R
<~ Z*

8d0 J

If the challenger uses SKY
0

then C), = gV, C7y =
5 59
(le) L= (Vl Vs )/ where 77; = H, (C]?l).

do,j’

O — x_,vxﬁ,.A—’}.)i o
a0 = 87 A o iy S
"0

4o 0 r,
=8 A D =871
[€e.]

0" 0
gvj tadaj-"_t/ i } .
ie[ts)]

{Sljl

= (bj,l,bj,z, b)) e{o 1)

H;(c?,, c%,, Y, Cyi
3<J,1 7,20 %3 l_[,'e[ge’j] o4
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0// 0

g dod l b Sj
0 dg. W
835 = 88" (ko [T % )
0 Bi Ly v(_)’_gt);/ '+’QI-
C ] (1_[,':1 (Aj,p,,j(i)) 1iddothi )

0" _ <0 o 0 R .
where 5(10,4/ = Sdo!j + 8d0’j and (Sdu’j <~ Zp.

If the challenger uses SK}IO 7 and sets s = s/.l, s}o =
1,0 _ U _ 50" 1 0 1 — 1
sj,r]l_jl,édoj SdOJ Sdoj,then)n._)\l,)»j’ )‘]w
(S L 0 1 0 _ ol —
adi),] Oado,] 550] "1;)hus G ,1 1_ Cj 10’ C',Z _1 Cj,2’ Cj,3 -
Cj’3,CJ’4l = CJ4Z,C].51 = C5;»D;; = D, ;. The chal-
lenger sets v My = = Tand setstl = (VJQI )820]~|—t0

—)
Thent -Msj_Oand 8doj+t0 =V 8doj+tl Hence
Sy =515 =53, and CTg = CT1 Similarly, if the

challenger flrstly uses SK doj 1O generate CT1, then it can
generate CT o with SKY do.j and CT{ = CTy. Therefore, A

can only outputs a random guess 4 and the probability is at
1
most 5.

D. COLLUSION RESISTANCE

In our scheme, the secret keys of each user are associ-
ated the random elements wyiq j, Ouid j, duia,j Chosen by AA;,
and the g" picked by CA where p is difficult for each
user, authority and cloud server to compute or learn. There-
fore, the colluders cannot selectively replace or convert the
components of the secret key under the discrete logarithm
assumption.

Theorem 4: Our scheme is secure against the collusion
attack of unauthorized users and cloud server.

Proof: For the signcryptor, the Theorem 2 guarantees
that no colluders such as data user or cloud server can gener-
ate the signature by combining their information if they are
individually unauthorized to sign the plaintext. Otherwise,
the colluders can build an adversary and output a forgery to
win the game in Definition 11.

For the designcryptor, beside the Theorem 1, recall that
the message M is blinded by [[, A7) = [1jes e(g, )97
To recover such a message, the colluders have to con-
struct e(g, g)%%, and thus have to cancel the redundant
element e (g, g)®7%% in executing e (Kjid,j’ Cj,1> for all
AAj, j € 1. Due to BDH assumption and colluders’
blindness of secret values wyq j,x; secretly chosen by
AA;, the only way to cancel e (g, g)?/%% is to com-
pute [T, (¢ (Wi, Gjaa) € (Fi. D) € (Pir Gs.i)), which will
additionally introduce e (g, g1)"/" for each AA;. If the secret
keys belong to the same designcryptor, Wthh means (j =
p holds for all j € 1, then from }7;s; = 0 we have

’ o

[Tjcs e (g. &) = 1. Otherwise, [ ;. e (g, g1)"7" cannot be
cancelled since u; and s]f are secretly chosen and kept secret
in the system.
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Therefore, the colluding users and cloud server cannot
sign or decrypt the data, even though their combined attribute
set satisfies the access policy.

E. SECURE ANALYSIS OF Enhanced _SecretKeyGen
Enhanced_SecretKeyGen algorithm is secure against mali-
cious user means that by executing Enhanced_SecretKeyGen
with a honest authority, the malicious user cannot know
anything which he/she cannot know by executing the basic
SecretKeyGen algorithm.

Theorem 5: Enhanced_SecretKeyGen is secure against
malicious user U.

Proof: The simulator Sim simulates the communica-
tion between U and AA; and uses the outputs of U in
Enhanced_SecretKeyGen algorithm to construct the out-
puts of AA; in Enhanced_SecretKeyGen and SecretKeyGen,
respectively When U outputs 01, O3, 03, O4, O5, B¢, O7,
Oy and{ \IIZd \IJZY \Ij3d \IJ3Y \Ij4d \114&‘ leaX}aXEAA i
Sim checks the proof and obtalns a, az, d],d3, D1,D2, ay

T
by rewind technology. Sim sends {\I.lgf Pl = A,

av ATy

to a honest user Uy. Uy, then
a, cAA; ﬁUY
executes SecretKeyGen with AA; and obtains the secret key

1
and {\112: by =Ag, }

SK
L@ .. @ P R 774 d N
_ VVWdJ’Omva’Ouid,j’de’]’Ruid,j’devJ’Vuid,j’KAid,j’IgAid,j’
= B o
{Fax * 7 ay }uXGAA_/ﬁU

with which Sim can generate the outputs of AA; in

Enhanced_SecretKeyGen by computmg T =0% 1T =

uid j’
1 J

1
e @ - R >y _ oM\ Ty
Mldj T3 = Yuid,j > Ty = uidjaz’ Ts = (Wuzd,./g ) b
Kd x99

_ _ / _ uid,j ~ 4 5% _

Y6 = de J° 17 = uidj Kmd/ - 1 > Puid,j T
T,
Dy !

K;ldjwr“' ol = F¢ 0 @5 = Fj 5. Since ay, az.d),

d», d3 are randomly chosen from Ly, the outputs of AA; are
computationally indistinguishable. Hence, there is no effl-
cient distinguisher D can distinguish the real key generation
protocol from the ideal key generation protocol.

Enhanced_SecretKeyGen algorithm is secure against mali-
cious authority means that the malicious authority cannot
know anything about the user’s attributes when executing
Enhanced_SecretKeyGenalgorithm.

Theorem 6: Enhanced_SecretKeyGen is secure against
malicious authority AA;.

Proof: s .

Init. AA; submits (PK y,, Up) and (PK y,, Uy) to the chal-
lenger C.

Challenge. Give the malicious authority AA; two black-
box oracles Op and O;. C chooses a bit b € {0, 1},
and executes Enhanced_SecretKeyGen (U <> AA;j) and
Enhanced_SecretKeyGen (Uj—p <> AAj). € returns the out-
puts SK, j and SK 1 j to AA;.
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Upon receiving the two secret keys from C, AA; can
interact with the two black-box oracles Op and Oq,
and then execute Enhanced_SecretKeyGen (Oo <~ AAj) and
Enhanced_SecretKeyGen (O 1 < AA,) in which AA; acts as
the authority and uses the same secret values cp, ep, mp, as
interacting with C in Challenge phase. Assume X, and X,
are proofs of knowledge sent from AA; respectively in the
Enhanced_SecretKeyGen algorithm.

If AA; can distinguish the two oracles Op and
O; with the advantage Advy, and the two proofs
Yo, and X, are both correct, then AA; can execute
Enhanced_SecretKeyGen @A <« AA; ) with itself by using
(PK yy. Uo) and (PKy,, Uy) as the users and o, Zo, as
the proofs sent from the authority, and outputs SK Ko.,j and
SK'| ; for Up and U, respectively. Since (PK v, Uo) and
(PK v, U 1) have the identical distribution with the oracles,
the outputs SK, . and SK' . are the same as SKo; and
SK1; sent from the challenger Hence, AA; can output its
guess on b according to SK, and SK', 7 and the advantage
Advag; is the same as Advo Due to the hiding property of
commitment scheme and zero knowledge property of proof
of knowledge scheme, the two oracles are computationally
indistinguishable from AAJ/.S view. Thus Advo and Advaa;
are negligible. Therefore, Enhanced_SecretKeyGen is secure
against malicious authority AA;.

VI. SCHEME ANALYSIS
A. SECURITY AND FUNCTIONALITY
In this subsection, we detail the comprehensive security
and functionality comparison among the proposed scheme
and some MACP-ABE based schemes [12]-[17] and ABSC
schemes [7]-[10] in Table 2 and Table 3. Therein, v* rep-
resents the capability to achieve the corresponding index,
whereas X denotes the opposite. MBF represents monotone
Boolean function, and TG represents the threshold gate.
Table 2 and Table 3 show that our scheme supports many
useful properties, such as collusion resistance, privacy protec-
tion, expressiveness, computation outsourcing, anonymous
authentication, multi-authority and public verification. Our
scheme also realizes the security in the standard model.

B. PERFORMANCE

This subsection numerically analyzes the performance of
the proposed scheme against some existing CP-ABSC based
schemes [7]-[10] and MACP-ABE based schemes [12]-[17]
in terms of the size of secret key and ciphertext and com-
putation overhead (number of required exponentiations and
pairing computations) of Signcryption and DeSigncryption
algorithms. In the rest of this section, assume that U%__is the
maximum number of decryption attributes of a user. 7¢, and
TéT denote the running time required for one exponentiation

inG and G7, T? is the running time for one pairing operation.
|G| and |G7| denote the size of the element in G and Gr. For
simplicity, we assume that the number of decryption (ver-
ifying) attributes required in DeSigncryption phase is also
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TABLE 2. Security and functionality comparison of MACP-ABE based
schemes.

Schemes [12] [13] [14] [15] [16] [17]  Ours
Collusion « v v v v v v
Resistance
Standard v « « M M « v
Model
Privacy v x x x X x v
Protection
Encryption  \ipp \BF MBF MBF MBF MBF MBF
Predicate
Computation « v « < v v v
Outsourcing
Anonymous « « v « « v

Authentication

TABLE 3. Security and functionality comparison of ABSC based schemes.

Schemes [7] [8] [9] [10] Ours
Col'luswn v v v v v
Resistance

Standard Model v x v x v
Privacy Protection x x x x v
Signcryptor Privacy v v v x v

Signing Predicate MBF MBF MBF MBF MBF

Encryption
Predicate
Computation

MBF MBF MBF TG MBF

X x x X X v
Outsourcing

Multi-Authority x X x x v

Public Verifiability x x v v v

le.max (Is,max) and ignore the cost time of Hash functions and
operations in Zj,.

Table 4 details the storage comparison on MACP-ABE
based schemes. It is clear that the size of the decryption secret
key of our scheme is larger than other schemes because to
protect the attributes of the user, we employ the commit-
ment scheme and zero knowledge proof in key generation

phase and hence introduce {@md i R/uidj Viid js V:;id/ ey
whereas the schemes in [13]-[17] do not consider the pri-
vacy of attributes. Compared with [12], we consider the
anonymity authentication that incurs 3N |G| in the common
secret key. Table 4 also illustrates that our scheme incurs
more storage overhead of ciphertext than others, except for

those in [15] and [16]. This occurs because the cipher-

text in our scheme consists of {{S1 Js ,}le[Z PR } ] and
je

{ {Cis.i} } , which are used for verification and col-
i€le] jel N
lusion attack re51stance
Table 5 shows the computation overhead comparison of
Signcryption (without signing) and Decryption algorithms.
Compared with [12], our scheme introduces 2N, pax Té to
construct Cj s ; for collusion resistance. For decryption, our
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TABLE 4. Storage comparison of MACP-ABE based schemes.

TABLE 6. Asymptotic complexity comparison of CP-ABSC based schemes.

schemes  decryption secret key ciphertext

[12] (6N + U o) |Gl |Gzl + (3N + 2Nlymax) |Gl

2+ N+ Uka)|Gl

(13] + N|Gr|

|Gl + (2 + 3Nl max) |Gl

[14] Urlliqaxl(c’l (1+Nle,max)|GT| +2Nle,max|(c’|

(1 + Nle,max)lGTl

+ (24 2Nlgpmay + 2Nl gy ) |Gl
(3Nle,max + 1)|GT|

+ 4Nle,max|G|

[15] Unax| Gl
[16] (1+ Ufa) |G

[17] (2N + U e)IGl |Gzl + (2 + 3Nlgmax) |G

|G|

d
Ours (9N + o) |G + (4N + 3Ny pax + Nl max) |G|

TABLE 5. Time comparison of Signcryption and Decryption.

Signcryption (without

schemes signing) Decryption (user side)
(12] NTE, (4N + 2Nlp o) TP +
+ (3N + 3Nlymax)TE NlgmaxTé,
2NTE
13 T T
[13] + (3+ N + 4Nl pnar ) TE Gr
1+ 2N1 T¢E
na (RN Nl T 4 N T,
e
[15] (1 + ZNle,max)ZGT ZNle,mapr
+ 3Nl ax TE
(16] 1+ 3Nle_max)Z"5T o,
+ 5Nl o TE
[17] NTE, + (1 + 5Nlg pax ) TE T¢,
Ours NTE, TP +T¢, +

+ (4N + 5Ny max)TE (3N + 3Nlymax)TE

construction requires one pairing operation on the user side,
which is more efficient than [12], [14], and [15]. Compared
with [13], [16], and [17], our scheme additionally incurs
TP + (3N + 3Nle,max) T¢, computation overhead on the user
side to protect the privacy of attributes when offloading
PartialDecryption on cloud server resources.

Assume that U,,, is the maximum total number of
attributes of a user. If we set N = 1, then the proposed scheme
is a traditional CP-ABSC scheme. In Table 6, we compare
the asymptotic complexity of our scheme with CP-ABSC
schemes [7]-[10]. As seen from Table 6, the size of the secret
key is linear to the size of the attribute universe, which is
not different between our scheme and others. To protect the
privacy of the attributes and to resist the collusion attack,
we also introduce 4 |G| and (4 + lemax) |G| storage over-
head in the secret key and ciphertext, respectively. However,
Table 6 indicates that our scheme incurs less computation
overhead of DeSigncryption on the user side than do the
other schemes. Our scheme only requires one pairing com-
putation, but the number of pairings in [7] and [8] is linear
to the sum of required decryption and signing attributes.
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schemes Secret key Ciphertext DeSlg ncryption
user side
(4 + 2l max
[7] (4’ (4 + le,mux) |G| + Zle,max)TV
+ Umux) |G| +le,max +le,maxT<[§T
+ (2lsmax + 3)TE
(4 + ls,maxns,max
+ Zle max
G :
4 s * M) TP
(8] emar +(lemax
+ Umax)l([;'l +ls,max + IGl +1 ! )Te
ns,max smax ) ' Gr
+(2ls,maxns,max
+ ns,max)Té
(4 (5 + le,max) 14 e
O A T T T
6l 8T?
no (5 )ie il + (max + Homax
smax + 4l§,max)Té
|Gr| + p 4 Te
€] T? + T¢
Ours 4431 T
F UG (1 NG+ (34 Blymen)TE
s,max

Compared with [9], our construction requires 4 + [ 4, pair-
ing operations in decryption and verification, whereas in [9],
(5 + lx,max) pairings are needed. Moreover, if the ciphertext
verification is performed by a trusted intermediate party,
the receiver in our scheme can decrypt the ciphertext within
one pairing operation. Our scheme also employs 3 + 3/ juax
exponentiations to compute the transformed secret key and
protect the attribute privacy which is not considered in [9].
In [10], although the size of ciphertext is only 6 |G|, eight
pairings are required to recover the plaintext. Additionally,
the number of exponentiation in our scheme is 3 + 3/, max,
whereas that for [10] is I uax + 4le.max + 4162,max. Therefore,
our scheme performs well concerning privacy protection and
is efficient from a computation point of view.

We implement the whole architectures of MACP-ABE
based schemes [12]-[17], CP-ABSC based schemes [7]-[10]
and ours with Pairing-based Cryptography (PBC) library
version 0.5.14 on an Ubuntu system 14.04 with a 2.6 GHz
processor and 4G RAM. We employ 160-bit Type A elliptic
curve group constructed on y* = x> +x, and the computation
cost for one pairing operation is 2.1 ms, and that of exponen-
tiation on G and Gr are 0.7 and 0.2 ms, respectively. Each
value in Figures 3, 4, 5, 6, 7, and 8 is the mean of 10 simula-
tion trials.

Let Nas be the number of attributes of data user mon-
itored by each authority. For simplicity, assume |A74/]| =
AAjNUg| = Lemax = Naa. Then, the computation
overhead comparison of Signcryption (without signing) and
DeSigncryption (without verifying) algorithms between our
scheme and [12]-[17] can be conducted according to the
number of authorities N and the number of attributes per
authority Ng4. In Fig. 3 and Fig. 5, we set N = 10, while
in Fig. 4 and Fig. 6, we assume N4 = 10.
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Fig. 3 and Fig. 4 show that our scheme and [16], [17]
nearly have the same efficiency in the encryption algo-
rithm and that all incur more computation overhead than
do the other schemes. The reason is that our scheme needs
(4N + 5Nle,max) T¢ and more multiplication in G to com-
pute the ciphertext to achieve attribute privacy protection.
Fig. 5 and Fig. 6 illustrate that the performance of our
scheme is better than [12], [14], and [15] because the
most computation-consuming job of decryption is offloaded
on cloud server. Compared with [13], [16], and [17], our
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FIGURE 8. Designcryption.

scheme incurs (SN + 3Nle,max) Té to compute a transformed
secret key and one pairing operation to compute CTg.
However, [13], [16], and [17] do not consider the privacy of
attributes.

Assume that N = 1 and €. pax = Clsmax = Naa.
Fig. 7 and Fig. 8 describe the computation overhead compar-
ison of Signcryption and DeSigncryption algorithms among
the schemes [7]-[10]. It is clear that the performance of
Signcryption of our scheme is nearly the same as that
of [7] and [9] and is better than [8] and [10]. Since our
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scheme and Sreenivasa’s scheme [9] are publicly verifiable,
the Verify (PP, CT) algorithm can be outsourced to a trusted
party, and the efficient of DeSigncryption on the user side
can be greatly improved. Moreover, our scheme needs only
one pairing operation on the user side. Overall, our scheme
performs well in decryption on the user side and supports
additional useful properties such as multiple authorities,
anonymous authentication and attribute privacy protection.

VII. CONCLUSION

In this paper, we proposed a PMDAC-ABSC scheme for
data sharing in the cloud storage system and the privacy
preserving extension to protect the attribute privacy. In our
construction, multiple authorities can work independently
and issue the secret key for users without knowing a user’s
attributes. The proposed scheme realizes the security in the
standard model and supports many practical properties, such
as fine-grained access control, confidentiality, unforgeabil-
ity, anonymous authentication and public verifiability. The
computation overhead of the decryption algorithm is also
alleviated by outsourcing the costly operations to the cloud
server without degrading the attribute privacy. The security
analysis, asymptotic complexity and performance compar-
isons indicate that our construction can balance the security
with overhead efficiency.

In future work, it would be interesting to realize a fully
secure MACP-ABSC based access control scheme instead of
a selectively secure scheme. Additionally, how to reduce the
storage overhead while achieving the same security level is
another challenge.
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