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ABSTRACT Nowadays, secure data access control has become one of the major concerns in a cloud storage
system. As a logical combination of attribute-based encryption and attribute-based signature, attribute-based
signcryption (ABSC) can provide confidentiality and an anonymous authentication for sensitive data and
is more efficient than traditional ‘‘encrypt-then-sign’’ or ‘‘sign-then-encrypt’’ strategies. Thus, ABSC is
suitable for fine-grained access control in a semi-trusted cloud environment and is gaining more and more
attention in recent years. However, in many previous ABSC schemes, user’s sensitive attributes can be
disclosed to the authority, and only a single authority that is responsible for attribute management and
key generation exists in the system. In this paper, we propose PMDAC-ABSC, a novel privacy-preserving
data access control scheme based on Ciphertext-Policy ABSC, to provide a fine-grained control measure
and attribute privacy protection simultaneously in a multi-authority cloud storage system. The attributes
of both the signcryptor and the designcryptor can be protected to be known by the authorities and cloud
server. Furthermore, the decryption overhead for user is significantly reduced by outsourcing the undesirable
bilinear pairing operations to the cloud server without degrading the attribute privacy. The proposed scheme
is proven to be secure in the standard model and has the ability to provide confidentiality, unforgeability,
anonymous authentication, and public verifiability. The security analysis, asymptotic complexity compari-
son, and implementation results indicate that our construction can balance the security goals with practical
efficiency in computation.

INDEX TERMS Attribute based signcryption, multi-authority, public verifiability, anonymous
authentication, attribute privacy protection.

I. INTRODUCTION
With the rapid development of cloud computing, more people
are coming to prefer moving both the large burden of data
storage and computation overhead to the cloud server in a
cost-effective manner [1]. In spite of the benefits of cloud
computing, secure data access control is still one of the
major challenging obstacles since the cloud server is not fully
trusted by the data user and the data stored in the cloud
may contain sensitive information [2]. Hence, to protect the
user’s privacy and provide data confidentiality, data owner
has to encrypt the data before outsourcing the data to the
cloud [3]. Moreover, fine-grained access control measure
on the outsourced sensitive data is also desired from the
viewpoint of data owner in order to share the data with
other users who have certain attributes [4]. For example, to

alleviate the storage and computation burden, the personal
health record (PHR) service provider may assist the third-
party cloud server to store the data. As the PHR data may
include sensitive information, it should be guaranteed that
only the doctor who is treating the patient has the privilege
to access the data. A possible and practical cryptographic
tool to provide confidentiality and impose fine-grained access
control on sensitive data is attribute-based encryption (ABE)
which encrypts the plaintext with a set of attributes (Key-
Policy ABE) or an access policy (Ciphertext-Policy ABE).
However, in addition to data confidentiality and fine-grained
access control, it is also essential that the access controlmech-
anism has the ability to support anonymous authentication.
For instance, when a data owner ‘‘Alice’’ uploads her health
record to the cloud, the server can check that whether the
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data is outsourced by a user with certain credentials such as
‘‘Female∧ age ∈ [20, 30]’’. When a doctor of ‘‘Hospital A’’
accesses the data stored on the PHR cloud storage system, he
can also verify that the data belongs to a patient with certain
attributes such as ‘‘Hospital A ∧ age ∈ [20, 30]’’ while the
patient’s real identity ‘‘Alice’’ is kept secret.
One of the effective and promising strategies to address

confidentiality, fine-grained access control, and anonymous
authentication simultaneously is Attribute-based Signcryp-
tion (ABSC) [5], [6], which takes advantage of the attribute-
based encryption and attribute-based signature (ABS) and
is more efficient than ‘‘encrypt-then-sign’’ or ‘‘sign-then-
encrypt’’ approach. Basically, as a logical combination of
ABE and ABS, ABSC scheme adopts ABE to provide data
confidentiality and fine-grained access control, and ABS to
support anonymous authentication. Traditionally, there are
two categories of ABE schemes: Key-Policy ABE (KP-ABE)
and Ciphertext-Policy ABE (CP-ABE). In the former one,
the access policy (predicate) is embedded in the secret key.
While in CP-ABE, access policy is associated with the plain-
text message. Similarly, there are also two types of ABS
schemes: Signature-Policy ABS (SP-ABS) and Key-Policy
ABS (KP-ABS). In SP-ABS, the access policy is assigned
to the signature, whereas in KP-ABS, the access policy is
embedded in the secret key. The Ciphertext-Policy ABSC
(CP-ABSC) [5] is the combination of CP-ABE and SP-ABS.
In CP-ABSC scheme, the data owner signcrypts (sign and
encrypt) the plaintext under the signing and encryption predi-
cates, and then outsources the resulting ciphertext to the cloud
server. Correspondingly, the data user can designcrypt (verify
and decrypt) the ciphertext to check that whether the cipher-
text is uploaded by the data owner with certain attributes
satisfying signing predicate, and recover the plaintext if the
user’s attributes satisfy the encryption predicate. Similarly,
Key-Policy ABSC (KP-ABSC) [6] supports KP-ABE and
KP-ABS, wherein the signing and encryption predicates are
associated with the user’s secret key.

Although ABSC scheme can provide many useful prop-
erties such as confidentiality, fine-grained access control,
and anonymous authentication, two problems must be con-
sidered when implementing ABSC scheme in cloud storage
system. The first one is multi-authority. In many previous
ABSC schemes, as in [7]–[10], only one fully trusted cen-
tral authority in the system is responsible for attribute
management and secret key generation. However, in many
real scenarios, the attributes of the data owner can be issued
by different trust domains or authorities, and the predicates
defined by the data owner for signing and encryption can
also be written over the attributes monitored by multiple
authorities. Hence, distributing the attribute management and
the corresponding secret key generation in ABSC scheme
from a single central authority overmany independent author-
ities is necessary for practical application. The second one
is attribute anonymity. For example, if the name, sex and
address, which are used as the sensitive attributes of iden-
tity card [11], are disclosed or collected, then the user can

be identified and impersonated in the network society. The
existing ABSC schemes leak no information regarding the
attributes of data owner to the data user and cloud server by
employing the ABS technique. However, the attributes will
be disclosed to the authority during the secret key generation
phase. In the multi-authority scenario, it is difficult to ensure
all the authorities are fully trusted. If some of these authorities
are corrupted, the user’s privacy cannot be guaranteed.

Recently, many multi-authority ABE (MA-ABE) schemes
and multi-authority ABS (MA-ABS) schemes, as
in [12]–[17], have been proposed to provide data access
control and authentication in a multi-authority cloud
storage setting. However, designing a multi-authority
ABSC (MA-ABSC) scheme and proposing a data access
control scheme based on MA-ABSC with attribute pri-
vacy protection have received very little attention so far.
Meng and Meng [18] constructed a data access scheme
in a decentralized setting based on identity signature
and MA-ABE. However, the scheme does not consider
attribute privacy protection and only supports threshold pred-
icate in encryption protocol. Liu et al. [19] also constructed
a KP-ABSC scheme supporting the key exposure protection.
However, the scheme does not support multi-authority and
public verification, and both the verification and decryption
algorithms are required to be conducted by the data user to
check and recover the plaintext, which results in a heavy
computation overhead on the user side. Since Ciphertext-
Policy can enable the data owner to define the predicate
and determine who have the privilege to access the data [9],
we focus on CP-ABSC instead of KP-ABSC to realize the
data access control application.

A. CONTRIBUTIONS
In this paper, we propose PMDAC-ABSC, a novel privacy-
preserving multi-authority data access control scheme based
on CP-ABSC. Public verifiability and expressiveness are also
considered in our scheme. To provide attribute anonymity
and enable the authority to issue the secret key for the user
without knowing user’s attributes, the commitment scheme
and set-member proof technique are employed. Meanwhile,
we lighten the decryption cost by outsourcing costly oper-
ations to the cloud server without degrading the attribute
privacy. Our scheme realizes the security in the standard
model.

The main contributions of this work can be summarized as
follows:

1) We propose a basic Multi-Authority CP-ABSC
(MACP-ABSC) scheme and a privacy-preserving extension
to protect the privacy of attributes. Based on the discrete
logarithm assumption, the hiding property of the commitment
scheme and the zero-knowledge property of the proof of
knowledge technique, the privacy of attributes can be guar-
anteed throughout the data sharing process. To the best of our
knowledge, we are the first to design aMACP-ABSC scheme
with the ability of attribute privacy protection.
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2) The verificationmechanism of our construction does not
require a plaintext message or the data owner’s public key.
Further, the scheme supports any monotone Boolean function
predicates represented by monotone span programs (MSP)
for signing and encryption.

3)We design an outsourcing paradigm to alleviate the com-
putation overhead for users. By using the partial/full decryp-
tion approach, we outsource the costly operations to the cloud
to save computational resources for users without degrading
the attribute privacy. The security analysis, asymptotic com-
plexity comparison and implementation results indicate that
our construction can balance the security goals with practical
efficiency in computation.

B. RELATED WORKS
1) ACCESS CONTROL SCHEMES BASED ON ABE
Attribute-based encryption, first introduced by
Sahai and Waters [20], enables the sensitive data to be
shared among different data users according to the pre-
defined access policies (or predicates). Many works on ABE,
as in [21]–[27], have been presented to propose secure and
usable solutions to the problem of data access control in
untrusted cloud servers. In [21], to improve the efficiency,
the authors formulated outsourced ABE scheme and pro-
posed several constructions with outsourced decryption and
key generation. To verify the correctness of outsourced
decryption, Lai et al. [22] proposed a verifiability mechanism
to enable the user to efficiently check the partial decryp-
tion result computed by the cloud server. Zhang et al. [23]
proposed an anonymous ABE scheme by hiding the access
policy in ciphertext and performing test operation before
decryption to check that if the secret keys match the hidden
encryption predicate. However, the scheme only supports
AND gate access policy and realizes security in the random
oracle model. Moreover, the privacy of attributes cannot be
guaranteed in key generation phase. In [24] and [25], ABE
scheme with computation outsourcing is constructed for data
access control in fog-computing system. The heavy compu-
tation overhead of encryption or decryption is outsourced
to the fog nodes, which results in a significant efficiency
improvement of the end user’s resource-constraint devices.
Rohit et al. [26] and Wang et al. [27] proposed hierarchical
ABE to provide fine-grained access control, full privilege
delegation and scalable attribute revocation.

In many ABE schemes, the attribute universe is assumed
to be managed by a single authority. This premise may not
be appropriate for the practical requirements, where users’
attributes may be issued by different authorities. For example,
the patient ‘‘Alice’’ may encrypts her sensitive health records
under the encryption predicate as ‘‘(Doctor ∨ Researcher)∧
Female ∧ age ∈ [40, 50]’’, and uploads the ciphertext to the
cloud. Then only the female doctors or researchers aged from
40 to 50 can access the Alice’s health data. Since the attribute
‘‘Doctor’’ can only be certified by a hospital and the attribute
‘‘Researcher’’ can only be issued by a research organization,
it is required that the access right of the data user should

be authorized by different authorities. To solve this prob-
lem, Chase [28] proposed multi-authority ABE (MA-ABE)
scheme. InMA-ABE, there aremultiple independent attribute
authorities, each of which monitors a set of attributes. The
data user has the ability to access the encrypted data if and
only if he holds a certain number of attributes from each
attribute authority. Since a central authority is still employed
in [28], an improved MA-ABE scheme which uses Pseudo
Random Function and 2-party key exchange mechanism was
proposed in [29] to remove the central authority. However,
since each pair of authorities must involve in a key exchange
protocol, a new joined attribute authority has to cooperate
with all the other authorities, which incurs a heavy communi-
cation and computation overhead. Recently, many MA-ABE
schemes have been proposed, as in [11]–[17] and [30]–[36].
Han et al. [11], [12] constructed a multi-authority CP-ABE
(MACP-ABE) scheme to provide confidentiality and fine-
grained control in a decentralized setting. The scheme does
not require a central authority and can protect the user’s
privacy. Nevertheless, the scheme is not collusion resistant
and cannot provide authentication. In [13], a secure data
access control scheme with attribute revocation and decryp-
tion outsourcing is proposed. However, the security of [13] is
realized in the random oracle model. Lewko and Waters [14]
constructed a decentralized fully secure MA-ABE scheme.
To resist collusion attack, the secret keys of the user issued
by different authorities are all tied to his global identity. How-
ever, the security is proven in the random oracle model. The
scheme is also inefficient due to the longer size of composite-
order group elements. Ruj et al. [15] proposed a decentralized
ABE scheme where multiple attribute authorities issue the
secret keys to the user. They also adopted a ABS scheme to
provide authentication. Sourya and Ruj [16] constructed an
efficient data access control scheme for mobile cloud storage
system by means of online/offline encryption and outsourced
decryption. The scheme also supports user-level revocation.
Yang et al. [17] proposed a data access control scheme for
multi-authority cloud system. The most costly operations in
a decryption algorithm are outsourced to the cloud. Thus
the data user only needs to perform one exponentiation to
recover the plaintext. However, the attribute privacy cannot
be guaranteed since the cloud server has to know user’s
attributes to execute partial decryption for the user. In [30],
a privilege control mechanism is constructed to provide con-
fidentiality of user’s identity and sensitive data. The scheme
can resist compromise attack on the attribute authorities,
whereas it only supports AND gate predicate and is provably
secure in the random oracle model. Li et al. [31] proposed
a ciphertext-policy MA-ABE scheme supporting decryption
outsourcing and efficient user revocation. The scheme real-
izes adaptive security in the standard model and supports any
monotone encryption predicate. However, the group order
in [31] is a product of three primes, which incurs a significant
computation overhead on the user side. Nomura et al. [32]
proposed a CP-ABE scheme supporting immediate attribute
revocation without secret key update, and realizes security
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in the standard model. The length of the secret key and
ciphertext is fixed. Nevertheless, the encryption predicate is
expressed with only AND gate. Chow et al. [33] also con-
sidered the problem of attribute revocation in multi-authority
ABE schemes. They proposed a framework for construct-
ing MACP-ABE with attribute revocation and outsourced
decryption from any pairing-based single-authority ABE.
The framework needs the secret keys and ciphertext of under-
lying ABE can be divided into attribute-independent part and
attribute-dependent part. Then by employing a two-round key
generation, the attribute-dependent part of secret key can be
generated by other authorities in the multi-authority setting.
Zhou et al. [34] also proposed an efficient multi-authority
ABE scheme supporting attribute revocation. To improve the
revocation efficiency, only a minimal set of attributes should
be updated in order to revoke a user. Meanwhile, the costly
computations of encryption and revocation are outsourced
to the cloud server, which makes the scheme more scalable.
To overcome single-point bottleneck and low efficiency of
multi-authority ABE scheme, Xue et al. [35] proposed a het-
erogeneous data access control framework with an auditing
mechanism. User legitimacy verification is separated from
secret key generation phase, and multiple attribute author-
ities are involved in the system to share the heavy load
of user legitimacy verification. A central authority is only
responsible for the secret key computation without verifica-
tion. Since multiple attribute authorities can work in parallel,
the efficiency of the scheme can be greatly improved. Single-
point bottleneck problem is also considered in [36]. In [36],
the authors constructed TMACS for public cloud storage sys-
tem. Taking the advantage of (t, n) threshold secret sharing,
the master secret key can be shared by multiple authorities,
and a legal user can obtain the secret key from at least t
authorities. Moreover, a hybrid scheme is proposed in [36]
to achieve security and system-level robustness. In hybrid
scheme, the attribute universe is divided into multiple disjoint
sets, each of which is managed by n authorities. In secret key
generation phase, t authorities monitoring the same attribute
set containing the corresponding attribute jointly generate the
secret key for the user.

In attribute-based cryptography with outsourced decryp-
tion, attribute privacy is involved in three phases: secret
key generation, encryption and decryption. In our con-
struction, we realize the attribute privacy protection in
secret key generation and decryption. Since the signing
and encryption predicates are contained in ciphertext, some
attribute information can be obtained by data user or
cloud server. However, due to the high policy expressive-
ness (any monotone Boolean function) and the distribu-
tion of attribute control over many independent authorities,
the selection of signing and encryption predicates can pre-
serve the attribute privacy. For example, assume there are
three attribute authorities {AA1,AA2,AA3} supervising differ-
ent attribute sets. ÃA1 = {Faculty, Student,Male,Female},
ÃA2 = {Computer Science,Engineering,Chemistry} and
ÃA3 = {University A,University B}.When a student major in

computer science of university A wants to upload a mes-
sage to the cloud, he/she can define the signing predicates
for each authority as Rs,1 = (Student ∧ (Male ∨ Female)),
Rs,2 = (Computer Science ∨ Engineering), Rs,3 =

(University A ∨ University B). Although the cloud server can
know that themessage has been signed and uploaded by a data
owner with attributes satisfying Rs,1,Rs,2 and Rs,3, it cannot
obtain the exact attributes of the data owner. Another solution
to address the attribute privacy in ciphertext is anonymous
ABE [23]. However, how to hide the attribute information
in ciphertext while supporting high policy expressiveness,
outsourced decryption and multi-authority is a challenge and
thus will be our future work.

2) ATTRIBUTE-BASED SIGNATURE AND MULTI-AUTHORITY
ATTRIBUTE-BASED SIGNATURE
ABS was first introduced by Maji et al. [37]. Due to
anonymity and authentication properties, manyABS schemes
have been proposed, such as [3] and [38]–[40]. Similar
to ABE, to overcome the drawback that only a single author-
ity exists in the system, the concept of MA-ABS was intro-
duced in [41] and [42], in which there are multiple authorities
and each authority is responsible for issuing a secret key
associated with a category or sub-universe of attributes.

3) ACCESS CONTROL SCHEMES BASED ON ABSC
ABSC scheme, first introduced byGagné et al. [5], is a logical
mixture of ABE and ABS and can support many practical
properties, including fine-grained access control, confiden-
tiality and authentication. Recently, many data access control
schemes based on ABSC have been proposed, as in [6]–[10].
Sreenivasa and Dutta [6] proposed a Key-Policy attribute-
based signcryption scheme that supports any monotone
Boolean function and constant size ciphertext. However,
the message confidentiality and unforgeability of the scheme
against selectively adversary are proven under decisional
Bilinear Diffie-Hellman Exponent assumption in the ran-
dom oracle model. Chen et al. [7] focused on the joint
security of signature and encryption schemes and presented
a CP-ABSC scheme in the joint security setting. However,
it cannot support public verifiability since it requires the
plaintext message to verify the signature. Liu et al. [8] pro-
posed a secure sharing scheme for a PHR system based on
CP-ABE [43] and ABS [37]. However, it is only provably
secure in a random oracle model. In [9], a CP-ABSC based
access control scheme with public verifiability is proposed.
Although the security is realized in the standard model,
the scheme does not consider the attribute privacy protection.
Yu and Cao [10] proposed the hybrid access policy ABSC
scheme that supports key policy signature and ciphertext
policy encryption. The size of the ciphertext is constant and
the scheme is proven to be secure in the standard model.
Nevertheless, it only supports the threshold access structure
in the encryption phase. Moreover, the above ABSC schemes
only have a single authority and cannot serve for multi-
authority system.
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To realize the practical flexibility of MACP-ABSC
scheme, to address the anonymous authentication, public
verifiability and expressiveness, and also to support attribute
privacy protection, we propose privacy-preserving multi-
authority data access control scheme PMDAC-ABSC scheme
based on the MACP-ABSC.

C. PAPER ORGANIZATION
The remainder of this paper is organized as follows.
In section 2, we review the necessary notations and cryp-
tographic background that are used throughout the paper.
In section 3, we give the definition and system model of
our scheme, and also the security notions and requirements.
The details of the scheme and the security proof are elabo-
rated in sections 4 and 5, respectively. Section 6 is dedicated
to analyzing the scheme. Finally, we conclude this paper
in section 7.

II. PRELIMINARIES
By a

R
← A, we denote that a is selected randomly from A.

|A| denotes the cardinality of a finite set A. Zp denotes a
finite field with prime order p, and Z∗p stands for Zp\ {0}.
A (x)→ y denotes that y is computed by running algorithm A
with input x. [n] represents the set {1, 2, . . . , n}. Ea(i) denotes
the ith element of the vector Ea. A function ε : Z → R
is negligible if, for any z ∈ Z, there exists a k such that
ε (x) < 1

/
xz when x > k . We use s and e as subscripts

for signing and encryption, respectively. Pr [E] denotes the
probability of an event E occurring.
The notion Commit (params,m)→ {com, decom} descri-

bes the commit algorithm. Decommit(params,m, com,
decom) → {0, 1} denotes the decommit algorithm, where
the output 1 represents that the decommitment decom can
decommit com to m. In this paper, we employ the Pedersen
commitment scheme [44], which exhibits hiding and binding
properties. The hiding property means that the plaintext is
unknown until the committer releases it. The binding property
means that only decom can decommit com.

We use a zero-knowledge proof of knowledge 6 =

PoK
{
(α, β, γ ) : y = gαhβ ∧ ỹ = g̃α h̃γ

}
to denote the

knowledge of integers α, β and γ such that y = gαhβ and ỹ =
g̃α h̃γ hold on the group G = 〈g〉 = 〈h〉 and G̃ = 〈g̃〉 = 〈h̃〉,
respectively. The values in parentheses denote the elements
to be proven, and all other letters denote the elements that
are known to the verifier. Notably, there exists an efficient
extractor that can be used to rewind the knowledge from
the successful prover. In this paper, we employ the Schnorr
proof of knowledge [45] to attest the knowledge of a discrete
logarithm.
Definition 1 (Bilinear Maps [13]): Let G and GT be two

cyclic groups with the prime order p and g ∈ G be the
generator of G. Then the bilinear map e : G × G → GT
can be defined as follows:

1. Bilinear. ∀a, b ∈ Zp, e
(
ga, gb

)
= e(g, g)ab.

2. Non-degenerate. e(g, g) 6= 1.

3. Computable. There is an efficient algorithm to compute
the map e (g, h), where g, h ∈ G.
Throughout the paper, GG(1k ) → (e, p,G,GT ) denotes

the bilinear generation algorithm that intakes a security
parameter 1k and outputs a bilinear map e : G × G → GT
where G and GT are cyclic groups with order p.
Definition 2 (Decisional Bilinear Diffie-Hellman

Assumption [13]): Let g be a generator of G with prime
order p and a, b, c ∈ Z∗p be randomly chosen. Given a vector
EY =

(
g, ga, gb, gc

)
, the decisional BDH assumption holds

if no PPT adversary A can distinguish
(
EY, � = e (g, g)abc

)
from

(
EY, �

R
← GT

)
with the advantage

AdvA =
∣∣∣Pr [A (EY, � = e (g, g)abc

)
= 1

]
−Pr

[
A
(
EY, �

R
← GT

)
= 1

]∣∣∣ ≥ ε (k) .
Definition 3 (Decisional q-Parallel Bilinear Diffie-

Hellman Exponent (q-PBDHE) Assumption [43]): Suppose

that a, s, b1, b2, . . . , bq
R
← Zp, GG(1k ) → (e, p,G,GT ) and

g is a generator of G. Given

EY =

(
g, gs, ga, . . . , ga

q
, ga

q+2
, . . . , ga

2q
,∀1 ≤ j ≤ q,

gsbj , g
a
bj , . . . , g

aq
bj , g

aq+2
bj . . . , g

a2q
bj ,∀1 ≤ j, k ≤ q,

k 6= j, g
asbk
bj , . . . , g

aqsbk
bj

)
,

the decisional q-PBDHE assumption holds if no PPT
adversary A can distinguish

(
EY, � = e (g, g)a

q+1s
)

from(
EY, �

R
← GT

)
with the advantage

AdvA =
∣∣∣Pr [A (EY, � = e (g, g)a

q+1s
)
= 1

]
−Pr

[
A
(
EY, �

R
← GT

)
= 1

]∣∣∣ ≥ ε (k) .
Definition 4 (Monotone Span Program (MSP) [46]):

Assume {v1, v2, . . . , vm} is a set of variables. An MSP is
a labeled matrix � := (M`×n, ρ), where M is an ` × n
matrix over Zp and ρ is the labeling function ρ : [`] →
{v1, v2, . . . , vm}.

Let Ex = (x1, x2, . . . , xm) ∈ {0, 1}m and Xµ ={
i ∈ [`] :

[
ρ (i) = vj

]
∧
[
xj = µ

]}
where µ ∈ {0, 1}.

X1 ∪ X0 = [`]. Let M i be the ith row of M .
We denote �(Ex) = 1 if � accepts the input Ex. Like-
wise, �(Ex) = 0 means � rejects Ex. Then �(Ex) =
1 ⇔

[
∃ (a1, a2, . . . , a`) ∈ Z`p such that

∑
i∈[`] aiM

i
= E1

]
where ai = 0 for all i ∈ X0.
An MSP � computes a monotone Boolean function R:

{0, 1}m→ {0, 1} if �(Ex) = 1 for all Ex ∈ {Ex:R (Ex) = 1}.
Lemma 1: If �(Ex) = 0, then there exists a vector −→ω =

(ω1, ω2, . . . , ωn) ∈ Znp with ω1 = −1 such that −→ωM i
= 0

for all i ∈ X1.
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Definition 5 (Predicates [9]): Assume U is the universe
of attributes. A predicate over U is a monotone Boolean
function whose inputs are associated with the attributes ofU .
Let W ⊂ U is a subset of attributes. A predicate R accepts
W ⊂ U if R (W ) = 1. If W does not satisfy R then
R (W ) = 0. A predicate R is said to be monotone, if
R (W ) = 1⇒ R (C) = 1 for every attribute set C ⊃ W .
Suppose R is a predicate and LR is the set of attributes

utilized in R. Then the corresponding MSP for R is a labeled
matrix �: = (M`×n, ρ), where ρ: [`]→ LR.
Define X1 = {i ∈ [`] : [ρ (i) = a] ∧ [a ∈ W ]} and X0 =
{i ∈ [`] : [ρ (i) = a] ∧ [a /∈ W ]}. X1 ∪ X0 = [`]. Then

R (W ) = 1 ⇔ �(W ) = 1 ⇔
[
∃ (a1, a2, . . . , a`) ∈ Z`p

such that
∑

i∈[`] aiM
i
= E1 and ai = 0∀i, ρ (i) /∈ W

]
.

Lemma 2: If R (W ) = 0, then there exists a vector
−→ω = (ω1, ω2, . . . , ωn) ∈ Znp with ω1 = −1 such that
−→ωM i

= 0 for all i where ρ (i) ∈ W .
Definition 6: Let M`×n be a matrix of size ` × n over a

field F. rank (M) is rank ofM`×n. If rank (M) < `, thenV ={
(b1, b2, . . . , b`) ∈ F` :

∑
i∈[`] biM

i
= E0

}
contains polyno-

mial number of vectors (b1, b2, . . . , b`) and the predicate for
which MSP is� := (M`×n, ρ) consists of both AND and OR
gates. Otherwise, V =

{
E0
}
and the predicate is an AND gate.

In our construction, we consider the signing and encryption
predicates consisting of both AND and OR gates [9].
Definition 7 (Set-Membership Proof [45]): Let GG(1k )→

(e, p,G,GT ), g, h be the generators of G. The proof
PK (σ : σ ∈ 8) with commitment C = gσhr is performed
as follows.
Init . Suppose that 8 ⊆ Zp is a finite set. x

R
← Zp and

Y = gx . For i ∈ 8, Ai = g1/(x+i). The verifier
sends Y ,Ai, g, h, e to the prover.

Blind . To prove σ ∈ 8, the prover selects v
R
← Zp and

computes V = Avσ = gv/(x+σ).

Step1. The prover chooses s, t, r,m
R
← Zp and computes

D = gshm and a = e (V , g)−se (g, g)t . Send D,V , a to the
verifier.
Step2. The verifier sends c

R
← Zp to the prover.

Step3. The prover sends zσ = s − cσ, zr = m − cr and
zv = t − cv to the verifier.
Step4. The verifier verifies D = Ccgzσ hzr and a =

e (Y ,V )ce (V , g)−zσ e (g, g)zv .

III. SCHEME AND SECURITY DEFINITIONS
A. DEFINITION OF PMDAC-ABSC SCHEME
Our PMDAC-ABSC scheme consists of a MACP-ABSC
scheme. The MACP-ABSC scheme consists of the following
algorithms.
GlobalSetup

(
1k
)
. Taking as input a security parameter 1k ,

the algorithm outputs the public parameters PP. It also con-
sists of registration phases for users and authorities.
AuthoritySetup (PP). It takes as input PP and outputs the

public key and secret key pairs {PK , SK } for the authority.

SecretKeyGen
(
PP,PK j, SK j, PK uid , Ũ

)
. Taking as

input PP,
{
PK j, SK j

}
of authority AAj, user’s public

key PK uid and attribute set Ũ , the algorithm outputs the
secret key SK uid,j for the user.

Signcryption
(
M,PP,

{
SK do,j,Rs,j,Re,j

}
j∈I

)
. Taking as

input the message M, PP, signing and encryption predi-
cates

{
Rs,j,Re,j

}
j∈I and the set of signcryptor’s secret keys{

SK do,j
}
j∈I , I is the set of involved authorities in the cipher-

text. The algorithm outputs the ciphertext CT .
DeSigncryption

(
PP,CT ,PK du,

{
SK du,j

}
j∈I

)
. This algo-

rithm contains two sub-algorithms: Verify (PP,CT ) and
Decryption

(
PP,CT ,PK du,

{
SK du,j

}
j∈I

)
.

Verify (PP,CT ). Taking as input PP and CT , the algorithm
verifies that whether CT is a valid ciphertext. Since the
algorithm only intakes public parameters and ciphertext, any
trusted party can perform the verification mechanism.
Decryption

(
PP,CT ,PK du,

{
SK du,j

}
j∈I

)
. Taking as input

PP,CT and ,PK du,
{
SK du,j

}
j∈I of data user, output the

plaintextM or ⊥.
Definition 8: Assume ÃAj is attribute set of AAj.

MACP-ABSC scheme is correct if for each j ∈ I ,
Rs,j

(
ÃAj ∩ Ũdo,s

)
= 1,Re,j

(
ÃAj ∩ Ũdu,d

)
= 1, then

Pr
[
DeSigncryption

(
PP,CT ,PK do,

{
SK do,j

}
j∈I

)
→M

]
= 1,

where SecretKeyGen
(
PP,PK j, SK j,PK do, Ũdo

)
99K SK do,j,

SecretKeyGen
(
PP,PK j, SK j,PK du, Ũdu

)
99K SK du,j, and

Signcryption
(
M,PP,

{
SK do,j,Rs,j,Re,j

}
j∈I

)
→ CT .

The PMDAC-ABSC scheme has the same algorithms
GlobalSetup,AuthoritySetup, Signcryption and DeSign −
cryption as the MACP-ABSC scheme. However, we con-
struct the Enhanced_SecretKeyGen instead of SecretKeyGen
to compute the secret key for users.
Definition 9: Enhanced_SecretKeyGen Algorithm
Enhanced_SecretKeyGen contains two steps:
1) The user U commits the attribute a ∈ Ũ to authority

AAj by Commit (params, a) = {com, decom} and uses the set
member proof technique PK

(
a : a ∈ ÃAj

)
with commitment

com in Definition 7 to prove that the attribute a is monitored
by AAj without revealing anything regarding the attributes
to AAj.

2) U proves in zero knowledge 6U to AAj that U knows
the secrets with which the secret key components can be
computed. If 6U is correct, then AAj generates the secret
key according to the elements from U and proves in zero
knowledge 6AAj to U that the secret key is well formed.
Finally, Enhanced_SecretKeyGen outputs the real secret key
with the user’s secrets and elements from AAj.

B. SCHEME MODEL
As shown in Fig. 1, our PMDAC-ABSC scheme has
four types of entities: global certificate authority (CA),
users (including signcryptors and designcryptors), indepen-
dent attribute authorities (AAs) and cloud server.
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FIGURE 1. System architecture.

Global Certificate Authority (CA): CA generates the pub-
lic parameters for the system by performing GlobalSetup
algorithm. CA is also responsible for the users’ and authori-
ties’ registrations. During the registration, CA can verify the
identity of the legitimate user and authority.

Attribute Authority (AA): AA can initialize itself to setup
its public and secret keys using AuthoritySetup algorithm.
To compute the secret keys for users, the authority ver-
ifies the user’s identity and generates the secret keys by
running SecretKeyGen algorithm according to the user’s
attributes. SecretKeyGen algorithm can be further extended
to Enhanced_SecretKeyGen algorithm to protect the attribute
privacy.

From a high-level point of view, Enhanced_SecretKeyGen
forms a two-party computation (2PC) protocol [29] for the
functionality F between the user U and authority AAj.
F takes as public input the authority’s public key PK j,
the user’s public key PK uid and the attribute set ÃAj.
It also receives as secret input the user’s attribute set Ũ
and the authority’s secret key SK j. It outputs the result of
SecretKeyGen to the user.

1) CLOUD SERVER
Cloud server is responsible for storing sensitive data uploaded
by data owners. It can also provide corresponding access to
data users. Since our scheme supports public verification, the
cloud server can verify that the ciphertext is valid and is sign-
crypted by the data owner whose attributes satisfy the signing
predicates contained in the ciphertext. If the ciphertext is not
valid, the cloud server can reject it. The cloud server can
also perform PartialDecryption algorithm to help data user
decrypt the ciphertext with user’s transformed secret key.

2) DATA OWNER (SIGNCRYPTOR)
When the data owner signcrypts a message, he/she can select
signing and encryption predicates for each authority and
outsource the resulting ciphertext to the cloud server by run-
ning Signcryption algorithm. To successfully outsource the

ciphertext, the data owner’s signing attributes should satisfy
the signing predicates. We assume that the ciphertext implic-
itly contains the signing and encryption predicates. Only
legally registered users can endorse the data, and only users
satisfying the predicates can decrypt the data.

3) DATA USER (DESIGNCRYPTOR)
To access the sensitive data, the decryption attributes of the
data user should satisfy the encryption predicates specified by
the data owner during the signcryption phase. Since the data
users are always resource limited, we employ two techniques
to improve the efficiency of the data user. The first one is
public verification. The data user can use any trusted third
party to check the validity and integrity of the ciphertext,
and do not need to perform verification on his own device.
The second one is outsourced decryption without degrading
the attribute privacy. Since the most computation-consuming
job of decryption is offloaded on the cloud server, the effi-
ciency ofDecryption algorithm can be significantly improved
on the user side.

C. THREAT ASSUMPTION
Assume the global central authority CA is fully trusted. The
attribute authorities can honestly issue the secret key for the
user and will not collude with the user to access the sensi-
tive data. However, the attribute authorities can be corrupted
and disclose the information sent from the data user to the
adversary. The cloud server is honest but curious. It will
execute the protocol in general but will attempt to collect the
user’s private information and get illegal access privileges.
The users are malicious, and can collude with other users and
even the cloud server to sign or decrypt the unauthorized data.

D. SECURITY NOTIONS
1) SECURITY OF COLLUSION ATTACK
The PMDAC-ABSC scheme is secure against collusion
attack of users and cloud server if no polynomial time adver-
saries can sign the plaintext or decrypt the ciphertext by
cooperating with each other when they are individually unau-
thorized to sign or decrypt the data.

2) SECURITY MODELS OF PMDAC-ABSC SCHEME WITH
SecretKeyGen ALGORITHM
The confidentiality, unforgeability and signcryptor privacy of
our PMDAC-ABSC scheme are presented in Definition 10,
11 and 12 as follows by defining the security games between
a challenger and an adversary A.
Definition 10 (Message Confidentiality): Indistinguisha-

bility of ciphertext under selective encryption predicate and
adaptive chosen ciphertext attack (IND-sEP-CCA2).

We say that the scheme is (T , qsk , qSC , qDS , ε)-IND-
sEP-CCA2 secure if for any PPT adversary A running in
time at most T that makes at most qsk SecretKey queries,
qSC Signcryption queries and qDS DeSigncryption queries,
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the advantage AdvIND−sEP−CCA2A of A is at most ε in the
following game.
Init . A submits the set consists of corrupted authorities

with index I ′ and challenge encryption predicates Re,I∗ ={(
M∗e,j, ρ

∗
e,j

)}
j∈I∗

where I∗ is the set consisting of indexes of

the authorities. I∗ 6= I ′. Assume R∗e =
(
M∗e , ρ

∗
e
)
is specified

by the authority AA∗ ∈ I∗,AA∗ /∈ I ′. R∗e ∈ Re,I∗ . R∗e cannot
be satisfied by the attributes selected byA to query decryption
secret keys.
Setup. The challenger C runs GlobalSetup to generate

the public parameters and the public key of the user and
adversary.
Authority Setup. C runs AuthoritySetup to generate the

public and secret key pairs for the authorities.
Phase 1.
SecretKey query Osk

(
Ũ ,AAj

)
. A can adaptively query

the secret key for a user U with identity uid and a set of
attributes Ũ = Ũd ∪ Ũs to the authority AAj. Ũd does not
satisfy R∗e . C runs SecretKeyGen and returns the secret key to
the adversary.
Signcryption query OSC

(
M,

{
Rs,j,Re,j

}
j∈I

)
. A submits

a message M ∈ GT , signing and encryption predict set{
Rs,j,Re,j

}
j∈I . C selects a signing attribute set Ũs such that

Rs,j
(
ÃAj ∩ Ũs

)
= 1 for all j ∈ I and returns the ciphertext to

the adversary.
DeSigncryption query ODS

(
CT , Ũd

)
. A submits a cipher-

text CT and a decryption attribute set Ũd . C returns the
plaintext to A.
Challenge.A submits twomessagesM0,M1 with the same

length and signing predicates Rs,I∗ =

{(
M∗s,j, ρ

∗
s,j

)}
j∈I∗

to C. C selects a signing attribute set Ũs satisfying
Rs,j

(
ÃAj ∩ Ũs

)
= 1 for all j ∈ I∗. C randomly chooses a

bit �b ∈ {0, 1} and runs the Signcryption algorithm and returns
the ciphertext CT ∗ to A as the challenge ciphertext.
Phase 2. Phase 1 is repeated. In this phase, A cannot issue

ODS
(
CT ∗, Ũd

)
where Re,j

(
ÃAj ∩ Ũd

)
= 1 for all j ∈ I∗.

Guess. A outputs a guess bit �b
′ on �b. A wins the game

if �b
′
= �b.

The advantage of A is defined by AdvIND−sEP−CCA2A =∣∣∣Pr [�b
′
= �b

]
− 1

/
2
∣∣∣.

Definition 11 (Ciphertext Unforgeability): Existential
unforgeability under selective signing predicate and adaptive
chosen message attack (EUF-sSP-CMA).

We say that the proposed scheme is (T , qsk , qSC , qDS , ε)-
EUF-sSP-CMA secure if for any PPT adversary A running
in time at most T that makes at most qsk SecretKey queries,
qSC Signcryption queries and qDS DeSigncryption queries,
the advantage AdvEUF−sSP−CMAA of A is at most ε in the
following game.
Init . The adversary A submits a set of corrupted authori-

ties with index I ′ and challenge signing predicates Rs,I∗ ={(
M∗s,j, ρ

∗
s,j

)}
j∈I∗

. Assume R∗s =
(
M∗s , ρ

∗
s
)
is specified by

the authority AA∗, R∗s ∈ Rs,I∗ . R∗s cannot be satisfied by
the attributes selected by A to query signing secret keys.
AA∗ ∈ I∗,AA∗ /∈ I ′.
Setup,Authority Setup, Signcryption query and

DeSigncryption query are the same as Definition 10.
SecretKey query Osk

(
Ũ ,AAj

)
. Basically the same as Def-

inition 10 except that Ũs does not satisfy R∗s .
Forgery. A outputs the forgery ciphertext CT ∗ for Rs,I∗ ={(
M∗s,j, ρ

∗
s,j

)}
j∈I∗

and
{
Re,j

}
j∈I∗ .

A wins the game if CT ∗ is a valid ciphertext and A has
never issued OSC

(
M,

{
Rs,j,Re,j

}
j∈I∗

)
. The advantage of A

is defined as AdvEUF−sSP−CMAA = Pr [A wins].
Definition 12: Signcryptor Privacy.
The MACP-ABSC scheme satisfies signcryptor privacy if

for any adversary A,

Pr



�b
′
= �b :

PP← GlobalSetup
(
1k
){

PK j, SK j
}
I ← AuthoritySetup (PP)(

Ũ0
s , Ũ1

s ,M ,{
Rs,j,Re,j

}
j∈I

)
←A

(
PP,

{
PK j, SK j

}
I

)
∀j ∈ I ,Rs,j(ÃAj ∩ Ũ1

s ) = 1
Rs,j(ÃAj ∩ Ũ1

s ) = 1

�b
R
← {0, 1}

CT�b ← Signcryption

 M,PP
{SK �b

singer,j}j∈I ′{
Rs,j,Re,j

}
j∈I


�b ′← A

(
PP,CT�b,

{
PKj, SKj

})



<
1
2
.

3) SECURITY MODEL OF Enhanced_SecretKeyGen
We consider the security of Enhanced_SecretKeyGen algo-
rithm against two types of adversaries: the malicious
user and malicious authority. For the malicious user U ,
it is required that U cannot obtain more information
in Enhanced_SecretKeyGen than in SecretKeyGen algo-
rithm. For the malicious authority AAj, it is required
that Enhanced_SecretKeyGen reveals nothing regarding the
user’s attributes.
Definition 13: Enhanced_SecretKeyGen is secure against

the malicious user U if there exists a simulator Sim such
that for the security parameter 1k , there is no efficient dis-
tinguisherD can distinguish the real key generation protocol
from the ideal key generation protocol with more than a non-
negligible advantage.

Real Key Generation Protocol: The adversary U , as a
malicious user with the attribute set Ũ = Ũd∪Ũs , execute the
interactive Enhanced_SecretKeyGen algorithm with author-
ity AAj. Enhanced_SecretKeyGen outputs the secret key
for A.
Ideal Key Generation Protocol: A honest user Uh with

the same public key and attribute set Ũ as U , execute the
SecretKeyGen

(
PP,PK j, SK j,PKU , Ũ

)
withAAj and obtains

the secret key.
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Definition 14: Enhanced_SecretKeyGen is secure against
the malicious authority AAj if there is no PPT AAj can win the
following game with more than a non-negligible advantage.
Init . AAj submits

(
PKU0 , Ũ0

)
and

(
PKU1 , Ũ1

)
to the

challenger C.
Challenge. Give themalicious authorityAAj two black-box

oracles

O0

(
params,PK j,PKU0 , Ũ0,{

decomd,i
}
ad,i∈Ũ0,d ∩ÃAj

,
{
decoms,i

}
as,i∈ Ũ0,s ∩ÃAj

)
and

O1

(
params,PK j,PKU1 , Ũ1,{

decomd,i
}
ad,i∈Ũ1,d ∩ÃAj

,
{
decoms,i

}
as,i∈ Ũ1,s ∩ÃAj

)
.

C chooses a bit b ∈ {0, 1}, and executes Enhanced_SecretKey
Gen

(
Ub ↔ AAj

)
and Enhanced_SecretKeyGen (U1−b ↔

AAj
)
. C returns the outputs SK b,j and SK 1−b,j to AAj.

Guess. AAj outputs its guess b′ on b. AAj wins the
game if b′ = b. The advantage of A is defined to be
AdvAAj =

∣∣Pr [b′ = b
]
− 1

/
2
∣∣.

E. SECURITY REQUIREMENTS
Our PMDAC-ABSC scheme needs to satisfy the following
five security requirements.

• Message Confidentiality: Unauthorized users cannot
access the sensitive data if the decryption attributes of
the user do not satisfy the encryption predicates formu-
lated during the signcryption phase by the data owner.

• Ciphertext Unforgeability: Unauthorized users who do
not have the privilege to signcrypt the data cannot create
a valid ciphertext which can be successfully verified to
satisfy the signing predicates.

• Signcryptor Privacy: The data user should not know
the attributes used by the data owner to signcrypt the
sensitive data.

• Collusion Resistance: The colluders (users and cloud
server) cannot sign the plaintext (collusion resistance of
signing) or decrypt the ciphertext (collusion resistance
of decryption) by cooperating with each other when they
are individually unauthorized to sign or decrypt the data.

• Attribute Privacy: To guarantee user’s privacy, it is
required that the attribute authorities and the cloud
server should not know user’s attributes during the secret
key generation phase and designcryption phase.

IV. CONSTRUCTION OF PMDAC-ABSC SCHEME
In this section, we propose the construction of
PMDAC-ABSC scheme in detail. TABLE 1 summarizes the
notations used in our scheme.

A. HIGH-LEVEL OVERVIEW
Basically, the PMDAC-ABSC scheme contains four phases:
system initialization, secret key generation, data outsourcing
and data designcryption.

• System Initialization: In this phase, CA generates the
system public parameters. CA is also responsible for the
registrations of attribute authorities and users.

• Secret Key Generation: The legal user can request secret
key from attribute authorities in this phase. The secret
key can be divided into three parts: common secret key,
decryption secret key, and signing secret key.

• Data Outsourcing: After define the signing and encryp-
tion predicates, the data owner can signcrypt the
plaintext under the signing and encryption predi-
cates, and then upload the ciphertext to the cloud
server. To improve the efficiency, the data owner can first
encrypts the data by a symmetric encryption scheme and
then signcrypt the encryption key. Since our scheme is
public verifiable, the cloud server can check that whether
the ciphertext is valid and has been signed by the user
whose signing attributes satisfy the signing predicates.
If the ciphertext is not valid, the cloud server will not
store the data.

• Data Designcryption: When the data user queries the
sensitive data, the cloud server first runs a partial decryp-
tion algorithm and returns a partial ciphertext to user if
user’s identity is legal and the decryption attributes of
user satisfy the encryption predicates contained in the
ciphertext. The data user then performs a full decryption
on the partial ciphertext and obtains the data.

The work flow of our PMDAC-ABSC scheme is shown
in Fig. 2.

FIGURE 2. Work flow of our scheme.

Compared with some MA-ABE schemes [14]–[16] and
MA-ABS schemes [37], our scheme employs a global certifi-
cate authority CA which is responsible for assigning unique
identities and registering all users and authorities. CA is also
required to publish the public-key-certificate of each valid
user for identity verification. However, CA is not involved
in any attribute management and the creations of the secret
keys that are associate with attributes. Without CA, it is
difficult to tie together components of a user’s secret key
and use the key randomization method to prevent collusion
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TABLE 1. Notations.

attack [13], [17]. For example, in [12], the colluders can just
use their secret keys to decrypt the unauthorized ciphertext
encrypted with the subset of the colluding user’s combined
attribute set. In some MA-ABE schemes such as [14]–[16],
a random oracle H (GID) is used to tie the secret keys issued
by different authorities. Since our scheme realizes security in
the standard model, we employ CA to assign global unique
PK uid = gµ as the public key with which the secret keys gen-
erated by different attribute authorities can be tied together for
decryption. Thus the collusion resistance can be guaranteed.
Additionally, with the help of CA, we can improve the privacy
of our scheme by realizing the identity authentication and

preventing authorities from forging a virtual user to decrypt
the ciphertext. In secret key generation phase, the attribute
authority verifies user’s certification using the verification
key of CA and then generates the secret key for the user.
In designcryption phase, the cloud server can verify user’s
identifier and perform the partial decryption algorithm if the
user is valid.

B. SCHEME CONSTRUCTION
1) SYSTEM INITIALIZATION
During the initialization phase, the system generates the pub-
lic parameters and registers for the data user and authority.
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After registration, the authority initializes itself by running
AuthoritySetup (PP) algorithm.
GlobalSetup

(
1k
)
.

Output a bilinear group GG(1k ) → (e, p,G,GT ), where
the prime p is the order of group G. CA generates a key pair
{skCA, vkCA} for signing and verification.

Output public parameters PP = {g, h, g1, γ1, γ2 ,
{k0, k1, . . . , kl}}, where g, h, g1 are the random generators of

G. γ1, γ2, {k0, k1, . . . , kl}
R
← G. H1 : {0, 1}∗ → {0, 1}l ,

H2 : G → Z∗p and H3 : {0, 1}∗ → Z∗p are cryptographic
collision resistant hash functions.

CA verifies the identity description info submitted by the
user. If it is a valid user, CA selects a unique identity number
uid and sends PK uid = gµ to the user as the public key.
The public key certificate is set by CA as cert (uid) =
SignskCA (uid,PK uid ). µ is difficult for each user and author-
ity to compute or learn.

CA verifies the identity description info submitted by the
authority. If it is a valid authority, CA selects a unique identity
number aid ∈ [1,N ] for the authority.
AuthoritySetup (PP). Each authority AAj runs this algo-

rithm to initialize itself, where j ∈ [1,N ].
Choose αj, xj, yj, zj randomly from Zp.
Set 1j = e(g, g)αj ,Xj = gxj ,Y 1

j = gyj ,Y 2
j = g

yj
1 ,Z

1
j =

gzj ,Z2
j = hzj .

For each attribute aj,k ∈ ÃAj where k ∈
[
1, nj

]
, Randomly

pick ϕj,k
R
← Zp and compute Aj,aj,k = gϕj,k and Bj,aj,k =

hϕj,kg
1

zj+aj,k .
Output the public key PK j =

{
1j,Xj,Y 1

j ,Y
2
j ,Z

1
j ,Z

2
j ,{

Aj,aj,k ,Bj,aj,k
}
aj,k∈ÃAj

}
and secret key SK j =

{
αj, xj, yj, zj,{

ϕj,k
}
aj,k∈ÃAj

}
.

2) SECRET KEY GENERATION
After the registration, the newly joined user with iden-
tity uid needs to request a secret key from authority
AAj, AAj verifies the user’s cert (uid) with verification
key vkCA. If it is a valid user, AAj runs SecretKeyGen algo-
rithm described as follows to generate the secret key for
user.
SecretKeyGen

(
PP,PK j, SK j,PK uid , Ũ

)
. AAj samples

ωuid,j, θuid,j, δuid,j randomly from Zp. Then, the algorithm
runs the following as follows:
ComKeyGen

(
PP, ωuid,j, θuid,j, δuid,j

)
. Output for user the

common secret key

CK uid,j=

{
Wuid,j = gωuid,j ,2uid,j = g

θuid,j
1 ,

2′uid,j = hθuid,j ,Ruid,j = g
1

θuid,j
1 ,

R′uid,j = h
1

θuid,j ,Vuid,j = gδuid,j ,V ′uid,j = hδuid,j
}
.

DecKeyGen
(
PP,PK j, SK j,PK uid , Ũd

)
. Output for user

the decryption secret key

DK uid,j =

 K d
uid,j = gαjgxjωuid,jg

θuid,j
1 g

yj+uid
θuid,j
1 ,{

Fduid,j,aj,k = A
ωuid,j
j,aj,k (g

µ)ϕj,k
}
aj,k∈ÃAi∩Ũd

.
SignKeyGen

(
PP,PK j, SK j,PK uid , Ũs

)
. Output for user

the signing secret key

SGK uid,j =

{
K s
uid,j = gαjg

δuid,j
1 ,{
F suid,j,aj,k = A

δuid,j
j,aj,k

}
aj,k∈ÃAi∩Ũs

}
.

Finally, AAjoutputs the secret key SK uid,j for user as
SK uid,j =

{
CK uid,j,DK uid,j, SGK uid,j

}
.

3) DATA OUTSOURCING
The data owner with identity uid runs the Signcryption algo-
rithm as follows to signcrypt the sensitive data under the
defined signing and encryption predicates before outsourcing
the data to the cloud server. As in [13], the owner can also first
encrypts the data by a symmetric encryption scheme and then
signcrypt the encryption key with Signcryption algorithm.
Signcryption

(
M,PP,

{
SK uid,j,Rs,j,Re,j

}
j∈I

)
. The algo-

rithm takes as input M,PP,
{
SK uid,j,Rs,j,Re,j

}
j∈I , where

M ∈ GT , Rs,j,Re,j are signing and encryption predicates
respectively, and I is the set that consists of the indexes of
the authorities whose attributes are selected to encrypt M.
SK uid,j is the signcryptor’s secret key. For each authority

AAj where j ∈ I , Rs,j

(
ÃAsj ∩ Ũs

)
= 1. Here, Rs,j :=(

Ms,j, ρs,j
)
,Re,j :=

(
Me,j, ρe,j

)
where Ms,j (resp. Me,j) is an

`s,j × ns,j (resp. `e,j × ne,j) matrix. Let M i
s,j (resp. M

i
e,j) be

the ith row of the matrix Ms,j (resp. Me,j). We remove the
limitation that ρe,j should be an injective function. For j ∈ I ,
the algorithm runs as follows:

Since Rs,j
(
ÃAj ∩ Ũs

)
= 1, the algorithm computes a vec-

tor−→vj =
(
vj,1, vj,2, . . . , vj,`s,j

)
∈ Z`s,jp such that−→vj ·Ms,j = E1.

Then the algorithm chooses−→tj =
(
tj,1, tj,2, . . . , tj,`s,j

)
∈ Z`s,jp

such that −→tj ·Ms,j = E0. The existence of such a vector −→tj is
discussed in Definition 6.

Choose δ′uid,j
R
← Z∗p and re-randomize the secret

key as K s
uid,j = gαjg

δuid,j
1 g

δ′uid,j
1 ,Vuid,j = gδuid,jgδ

′
uid,j ,{

F suid,j,k = F suid,j,kA
δ′uid,j
j,aj,k = A

δ′′uid,j
j,aj,k

}
aj,k∈ÃAi∩Ũs

.

Pick sj, s′j
R
← Zp for each j ∈ I such that

∑
I s
′
j =

0 and set −→εj =
(
sj, εj,2, . . . , εj,ne,j

)
∈ Zne,jp ,

−→
ε′j =(

s′j, ε
′

j,2, . . . , ε
′
j,ne,j

)
∈ Zne,jp , λj,i = M i

e,j
−→εj , λ′j,i = M i

e,j
−→
ε′j .

Select
{
rj,1, rj,2, . . . , rj,`e,j

} R
← Zp.

The algorithm computes the following terms: C0 =

M
∏

j∈I 1
sj
j , Cj,1 = gsj , Cj,2 =

(
Y 1
j

)sj
, Cj,3 =

(
γ1γ

πj
2

)sj
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where πj = H2
(
Cj,1

)
.{

Cj,4,i = gxjλj,iA
−rj,i
j,ρe,j(i)

,

Cj,5,i = g
λ′j,i
1 A
−rj,i
j,ρe,j(i)

,Dj,i = grj,i
}
i∈[`e,j]

,{
S1,j,i = gvj,iδ

′′
uid,j+tj,i

}
i∈[`s,j]

.

H1

(∏
i∈[`s,j]

S1,j,i, tt,Rs,j,Re,j

)
=
(
bj,1, bj,2, . . . , bj,l

)
∈ {0, 1}l .

H3

(
Cj,1,Cj,2,Cj,3,

∏
i∈[`e,j]

Cj,4,i,∏
i∈[`e,j]

Cj,5,i,Rs,j,Re,j

)
= βj.

S2,j = K s
uid,j

(
k0
∏l

i=1
k
bj,i
i

)sj
·C
βj
j,3

(∏`s,j

i=1

(
F suid,j,ρs,j(i)

)vj,i (
Aj,ρs,j(i)

)tj,i) .
Output

CT =

C0,

{
Cj,1,Cj,2,Cj,3,

{
Cj,4,i,Cj,5,i,Dj,i

}
i∈[`e,j]

,{
S1,j,i

}
i∈[`s,j] , S2,j

}
j∈I

,tt

,
where tt is the current time.

4) DATA DESIGNCRYPTION
If the owner’s attributes satisfy the signing predicates implic-
itly contained in the ciphertext, then any party can suc-
cessfully verify the ciphertext (public verifiability). If the
receiver’s decryption attributes satisfy the encryption predi-
cates embedded in the ciphertext, then the decryption phase
can be launched to access the plaintext.
DeSigncryption

(
PP,CT ,PK uid ,

{
SK uid,j

}
j∈I

)
. Assume

that thrett is a predefined time threshold for designcryp-
tion and t̃t is the current time. If

∣∣̃tt − tt∣∣ > thrett or
Re,j

(
ÃAj ∩ Ũd

)
6= 1 for any j ∈ I , the algorithm returns ⊥.

Otherwise, the algorithm performs as follows.
Verify (PP,CT ).
For j ∈ I , sample

{
τ2, τ3, . . . , τns,j

} R
← Z∗p and com-

pute $j,i =
(
1, τ2, τ3, . . . , τns,j

)
· M i

s,j, where i ∈
[
`s,j
]
.

H1

(∏
i∈[`s,j] S1,j,i, tt,Rs,j,Re,j

)
=

(
bj,1, bj,2, . . . , bj,l

)
,

H2
(
Cj,1

)
= πj and H3

(
Cj,1,Cj,2,Cj,3,

∏
i∈[`e,j] Cj,4,i,∏

i∈[`e,j] Cj,5,i,Rs,j,Re,j

)
= βj.

Check the validity of the ciphertext using the following
equation

∏
I 1j, as shown at the bottom of this page.

If it is invalid, return ⊥, otherwise, proceed as follows.
Decryption

(
PP,CT ,PK uid ,

{
SK uid,j

}
j∈I

)
.

In some previous works, such as [13], [16], and[17],
the user sends the secret keys corresponding to the attributes
directly to the cloud server. If the server knows the
user’s attributes, it can calculate the constant numbers
{σi}i∈[`e,j] which can reconstruct the shared secret s as

∑`e,j
i=1

σiλi = s, and then perform the bilinear pairing opera-
tion on the pair of secret key and ciphertext component for
each row of the encryption predicate matrix. However, this
technique cannot be applied to our scheme, as the cloud
server cannot know the user’s attributes. In our construction,
we embed the constant numbers {σi}i∈[`e,j] into secret keys
as exponentials before sending them to the cloud. However,
according to Definition 5, for all ρe,j (i) /∈ ÃAj ∩ Ũd we
have σi = 0. If {σi}i∈[`e,j] are directly embedded, the secret
keys associated with ρe,j (i) ∈ ÃAj ∩ Ũd are distinguishable
from the keys associated with ρe,j (i) /∈ ÃAj ∩ Ũd ; thus,
the cloud server can infer the user’s attributes. Therefore,
to make the cloud server’s view on secret keys corresponding
to each ρe,j (i) computationally indistinguishable, we ran-
domize the secret keys with some random numbers chosen
from Z∗p.
The designcryptor randomly chooses secret values φ,

r
R
← Z∗p.
If for each j ∈ I , Re,j

(
ÃAj ∩ Ũd

)
= 1, compute −→σj =(

σj,1, σj,2, . . . , σj,`e,j
)
∈ Z`e,jp such that

∑`e,j
i=1 σj,iM

i
e,j =

E1,
where σj,i = 0 for all i where ρe,j (i) /∈ ÃAj ∩ Ũd .

For each i, randomly choose aj,i, bj,i, cj,i
R
← Z∗p.

Compute the transformed secret key as TSK uid,j ={
2
φ
uid,j,R

φ
uid,j,K

d
uid,j

φ
, {Wi,Pi,Fi}i∈[`e,j]

}
, where Wi =

W
φσj,i
uid,j ,Pi = PK

φσj,i
uid ,Fi = Fduid,j,ρe,j(i)

φσj,i for i that ρe,j (i) ∈
ÃAj ∩ Ũd and Wi = gaj,ir ,Pi = gbj,ir ,Fi = gcj,ir for i that
ρe,j (i) /∈ ÃAj ∩ Ũd .

The designcryptor sends
{
TSK uid,j,

{
aj,i, bj,i, cj,i

}
i∈[̀ e,j]

}
j∈I

to the cloud server. For the transformed secret key TSK uid,j,
it is infeasible for the cloud server to distinguish the compo-
nents {Wi,Pi,Fi}i∈[`e,j] associated with ρe,j (i) ∈ ÃAj ∩ Ũd
from the components associated with ρe,j (i) /∈ ÃAj∩ Ũd , due
to the randomly chosen numbers φ, r, aj,i, bj,i, cj,i.

Then Decryption can be divided into the following two
sub-algorithms.
PartialDecryption

(
PP,CT ,PK uid ,

{
SK uid,j

}
j∈I

)
. This

algorithm is performed by the cloud server. The cloud sends

CT p=

{
C0,

{{
C
aj,i
j,4,i,C

bj,i
j,5,i,D

cj,i
j,i

}
i∈[`e,j]

}
j∈I
,CT x

}
to the user,

∏
I
1j =

∏
I e
(
S2,j, g

)
∏

I

(
e
(
k0
∏l

i=1 k
bj,i
i ,Cj,1

)
e
((
γ1γ

πj
2

)βj
,Cj,1

)(∏`s,j
i=1 e

(
g
$j,i
1 Aj,ρs,j(i), S1,j,i

))) .
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where CT x = CT R

∏
I e
(
2
φ
uid,j,Cj,1

)
e
(
Rφuid,j,Cj,2

)
e
(
Rφuid,j,Cj,1

)uid
∏
I e
(
Kdφ
uid,j,Cj,1

)
and CT R=

∏
I
∏

i∈[`e,j]
(
e
(
Wi,Cj,4,i

)
e
(
Fi,Dj,i

)
e
(
Pi,Cj,5,i

))
.

FullDecryption
(
PP,CT p,PK uid ,

{
SK uid,j

}
j∈I

)
. This

algorithm is performed on the user side. After receiving CT p,
the data user computes CT R = e

(
gr ,

∏
j∈I
∏
ρe,j(i)/∈ÃAj∩Ũd

C
aj,i
j,4,iD

cj,i
j,i C

bj,i
j,5,i

)
. Then the message M can be recovered

M = C0

(
CT x
CTR

) 1
φ
.

C. CORRECTNESS
Assume the signcryptor’s identity is do. If

∣∣̃tt − tt∣∣ ≤ thrett
and Re,j

(
ÃAj ∩ Ũd

)
= 1 for each j ∈ I, then the ciphertext

can be verified and decrypted as explained subsequently.

S2,j=K s
do,j

(
k0

l∏
i=1

k
bj,i
i

)sj

·C
βj
j,3

 `s,j∏
i=1

(
F sdo,j,ρs,j(i)

)vj,i (
Aj,ρs,j(i)

)tj,i
= gαjg

δdo,j
1

(
k0

l∏
i=1

k
bj,i
i

)sj (
γ1γ

πj
2

)sjβj
·

(∏`s,j

i=1

(
Aj,ρs,j(i)

)(δdo,jvj,i+tj,i)) .
Since −→vj ·Ms,j = E1 and

−→tj ·Ms,j = E0, we have∑`s,j

i=1
$j,i

(
δdo,jvj,i + tj,i

)
=

∑`s,j

i=1

(
1, τ2, τ3, . . . , τns,j

)
·M i

s,j
(
δdo,jvj,i + tj,i

)
=
(
1, τ2, τ3, . . . , τns,j

)
δdo,j

∑`s,j

i=1
M i
s,jvj,i

+
(
1, τ2, τ3, . . . , τns,j

)∑`s,j

i=1
M i
s,jtj,i = δdo,j.

Hence,
This demonstrates the correctness of Verify algorithm.

If
∑`e,j

i=1 σj,iλj,i = sj,
∑`e,j

i=1 σj,iλ
′
j,i = s′j,

∑
I s
′
j = 0, then∏

j∈I

∏
i∈[`e,j]

(
e
(
Wi,Cj,4,i

)
e
(
Fi,Dj,i

)
e
(
Pi,Cj,5,i

))
= CT R

∏
j∈I

e (g, g)φωuid,jxjsje (g, g1)
φµs′j

= CT R
∏

j∈I
e (g, g)φωuid,jxjsj ,

where

CT R = e
(
gr ,

∏
j∈I

∏
ρe,j(i)/∈ÃAj∩Ũd

C
aj,i
j,4,iD

cj,i
j,i C

bj,i
j,5,i

)
.

Therefore,C0

(
CT x
CTR

) 1
φ
=

M
∏
j∈I 1

sj
j∏

j∈I e(g,g)
αjsj =M. This exhibits

the correctness of Decryption algorithm.

D. PUBLIC VERIFIABILITY
The Verify (PP,CT ) algorithm only takes as input the pub-
lic parameters and ciphertext. Therefore, any user or cloud
server who can access the ciphertext can check whether the
signcryptor’s attributes satisfy the signing predicate. Thus our
construction is public verifiability.

E. ATTRIBUTE PRIVACY PROTECTION IN SECRET KEY
GENERATION PHASE
To generate the secret key of the user U , the authority AAj
randomly chooses three numbers ωuid,j, θuid,j, δuid,j

R
← Zp to

tie SK uid,j to the user’s identity uid and uses them to gener-
ate the components Fduid,j,aj,k and F

s
uid,j,aj,k for the attributes

aj,k ∈ ÃAj ∩ Ũ . Then AAj can infer Aj,aj,k by computing(
Fduid,j,aj,k
(gµ)ϕj,k

) 1
ωuid,j

,
(
F suid,j,aj,k

) 1
δuid,j . To protect the privacy of

the attributes, we design Enhanced_SecretKeyGen to gener-
ate the secret key for the user to prevent the authority from
directly obtaining aj,k or recording ωuid,j, θuid,j, δuid,j.
Enhanced_SecretKeyGen

(
PP,PK j, SK j,PK uid , Ũ

)
.

Taking as input the public parameter PP,
{
PK j, SK j

}
of AAj,

PK uid of user U with attributes Ũ , the algorithm outputs the
secret key as follows.

1) U selects a1, a2, d1, d2, d3, a′1, a
′

2, a
′

3, a
′

4, a
′

5, a
′

6, d
′

1,

d ′2, d
′

3
R
← Zp. Let D1 = d1d2,D2 = d2d3,D′1 = d ′1d

′

2,

D′2 = d ′2d
′

3.
To commit the attribute ax , U computes 91

ax = gaxha
′

4 .
To implement the set member proof defined in

Definition 7, U computes
{
92d
ax = BD1

ax , 9
3d
ax = AD1

ax , 9
4d
ax =

e
(
93d
ax , h

)a′5e (92d
ax , g

)−a′5e (g, g)D′1}
ax∈Ũd

and
{
92s
ax = BD2

ax ,

93s
ax =A

D2
ax , 9

4s
ax =e

(
93s
ax , h

)a′5e (92s
ax , g

)−a′5e (g, g)D′2}
ax∈Ũs

.{
95
ax = ga

′

5ha
′

6

}
ax∈ÃAj∩Ũ

. Namely, in Definition 7, we set

C = 91
ax ,D = 9

5
ax ,Y = Ax , σ = ax , r = a′4, s = a′5,m =

a′6 For ax ∈ ÃAj ∩ Ũd , v = D1, t = D′1,V = 9
2d
ax , a = 9

4d
ax .

For ax ∈ ÃAj ∩ Ũs , v = D2, t = D′2,V = 9
2s
ax , a = 9

4s
ax .

Finally, U computes the following terms: 21 = Xd1j ,

22 = gD1 ,23 = ha1guid1 ,24 = 2
a2
3 ,25 =

(
Y 2
j

)a2
,

26 = g
1
a2
1 ,27 = gD2 ,28 = ha1gd31 , and 2′1 = X

d ′1
j ,2

′

2 =

gD
′

1 ,2′3 = ha
′

1g
a′3
1 ,2

′

4 = 2
a′2
3 ,2

′

5 =

(
Y 2
j

)a′2
,2′6 =

g
1
a′2
1 ,2

′

7 = gD
′

2 ,2′8 = ha
′

1g
d ′3
1 to construct the proof of

knowledge 6U =

Pok



(a1, a2, d1, d3,D1,D2, ax) : 21 = Xd1j ∧22 = gD1

∧23 = ha1guid1 ∧24 = 2
a2
3 ∧25 =

(
Y 2
j

)a2
∧26 = g

1
a2
1 ∧27 = gD2 ∧28 = ha1gd31 ∧
e
(
Z1
j , 9

2d
ax

)
e
(
Z2
j , 9

3d
ax

) =
e
(
g, 92d

ax

)−ax e (h, 93d
ax

)ax e (g, g)D1


ax∈ÃAj∩Ũd

e
(
Z1
j , 9

2s
ax

)
e
(
Z2
j , 9

3s
ax

) =
e
(
g, 92s

ax

)−ax e (h, 93s
ax

)ax e (g, g)D2


ax∈ÃAj∩Ũs



.
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∏
I e
(
S2,j, g

)
∏

I

(
e
(
k0
∏l

i=1 k
bj,i
i ,Cj,1

)
e
((
γ1γ

πj
2

)βj
,Cj,1

)(∏`s,j
i=1 e

(
g
$j,i
1 Aj,ρs,j(i), S1,j,i

)))

=

∏
I

e (gαj , g) e
(
g
δdo,j
1 , g

)
e
((∏`s,j

i=1

(
Aj,ρs,j(i)

)(δdo,jvj,i+tj,i)) , g)∏`s,j
i=1 e

(
Aj,ρs,j(i), g

δdo,jvj,i+tj,i
)
e (g1, g)δdo,j

=

∏
I
1j.

U sends 21,22,23,24,25,26,27,28,2
′

1,2
′

2,2
′

3,

2′4,2
′

5,2
′

6,2
′

7,2
′

8, and
{
91
ax , 9

2d
ax , 9

2s
ax , 9

3d
ax , 9

3s
ax , 9

4d
ax ,

94s
ax , 9

5
ax

}
ax∈ÃAj∩Ũ

to AAj.

2) AAj sends c
R
← Zp to U .

3) U computes a′′1 = a′1 − ca1, a′′2 = a′2 − ca2, a′′3 =
a′3 − cuid, a′′4 = a′6 − ca′4, a

′′

5 = a′5 − cax , a′′6 =
1
a′2
−

c 1
a2
, d ′′1 = d ′1 − cd1, d

′′

3 = d ′3 − cd3,D
′′

1 = D′1 − cD1,D′′2 =
D′2 − cD2. U sends a′′1, a

′′

2, a
′′

3, a
′′

4, a
′′

5, a
′′

6, d
′′

1 , d
′′

3 ,D
′′

1,D
′′

2
to AAj.

4) AAj checks whether 2′1 = X
d ′′1
j 2

c
1,2

′

2 = gD
′′

12c
2,2

′

3 =

ha
′′

1g
a′′3
1 2

c
3,2

′

4 = 2
a′′2
3 2

c
4,2

′

5 =

(
Y 2
j

)a′′2
2c

5,2
′

6 =

g
a′′6
1 2

c
6,2

′

7 = gD
′′

22c
7,2

′

8 = ha
′′

1g
d ′′3
1 2

c
8, 9

5
ax =

ga
′′

5ha
′′

4
(
91
ax

)c
, e
(
2′5,2

′

6

)
= e (25,26) = e

(
Y 2
j , g1

)
hold

and 94d
ax = e

(
g, 92d

ax

)−a′′5e (h, 93d
ax

)a′′5e (g, g)D′′1(e(Z1
j ,9

2d
ax

)
e
(
Z2
j ,9

3d
ax

)
)c

for ax ∈ ÃAj ∩ Ũd and 94s
ax = e

(
g, 92s

ax

)−a′′5e (h, 93s
ax

)a′′5
e (g, g)D

′′

2

(
e
(
Z1
j ,9

2s
ax

)
e
(
Z2
j ,9

3s
ax

)
)c

for ax ∈ ÃAj ∩ Ũs .

If any of the above equations does not hold, AAj aborts.
Otherwise, AAj selects cuid , euid ,muid , c′uid , e

′
uid ,m

′
uid , c

′′
uid ,

luid , xuid
R
← Zp. To commits cuid , euid ,muid , αj, xj and

construct proof of knowledge 6AAj of cuid , euid ,muid , αj, xj,

AAj computes ϒ1 = gcuid1 , ϒ2 = g
1

cuid
1 , ϒ3 =

hcuid , ϒ4 = h
1

cuid , ϒ5 = geuid , ϒ6 = gmuid , ϒ7 =

hmuid , ϒ ′1 = g
c′uid
1 , ϒ ′2 = g

c′′uid
1 , ϒ ′3 = hc

′
uid ,

ϒ ′4 = hc
′′
uid , ϒ ′5 = ge

′
uid , ϒ ′6 = gm

′
uid , ϒ ′7 = hm

′
uid

and K d∗
uid,j = gαj−µxj2euid

1 2
cuid
6 (2425)

1
cuid ,K d∗

uid,j
′
=

gluid−µxuid2
e′uid
1 2

c′uid
6 (2425)

c′′uid ,K s∗
uid,j = gαj2muid

8 ,K s∗
uid,j
′
=

gluid2muid
8
′. Then AAj sends ϒ1, ϒ2, ϒ3, ϒ4, ϒ5, ϒ6, ϒ7,

ϒ ′1, ϒ
′

2, ϒ
′

3, ϒ
′

4, ϒ
′

5, ϒ
′

6, ϒ
′

7,K
d∗
uid,j,K

d∗
uid,j
′
, K s∗

uid,j,K
s∗
uid,j
′,{

8d
ax = 9

3d
ax

euid
,8d

ax
′
= 93d

ax
e′uid
}
ax∈ÃAj∩Ũd

and
{
8s
ax =

93s
ax
muid

,8s
ax
′
= 93s

ax
m′uid

}
ax∈ÃAj∩Ũs

to U .

5) U picks c′
R
← Zp and sends it to AAj.

6) AAj computes c′′′uid = c′uid − c′cuid , e′′uid = e′uid −
c′euid , c∗uid = c′′uid −

c′
cuid
, l ′uid = luid − c′αj,m′′uid =

m′uid − c′muid , x ′′uid = xuid − c′xj. Then it sends
c′′′uid , e

′′
uid , c

∗
uid , l

′
uid ,m

′′
uid , x

′′
uid to U .

7) U checks ϒ ′1 = ϒc′
1 g

c′′′uid
1 , ϒ ′2 = ϒc′

2 g
c∗uid
1 , ϒ ′3 =

ϒc′
3 h

c′′′uid , ϒ ′4 = ϒc′
4 h

c∗uid , ϒ ′5 = ϒc′
5 g

e′′uid , ϒ ′6 = ϒc′
6 g

m′′uid ,

ϒ ′7 = ϒc′
7 h

m′′uid and K d∗
uid,j
′
= gl

′
uid−µx

′′
uid2

e′′uid
1 2

c′′′uid
6

(2425)
c∗uid K d∗

uid,j
c′
,K s∗

uid,j
′
= gl

′
uid2

m′′uid
8 K s∗

uid,j
c′ , e (ϒ1, ϒ2) =

e (g1, g1) , e (ϒ3, ϒ4) = e (h, h).
If all of the above equations hold, U computes the secret

key as: Wuid,j =
ϒ
d1
5
gµ = geuidd1−µ = gωuid,j ,2uid,j =

ϒ

1
a2
1 = g

cuid
a2
1 = g

θuid,j
1 ,2′uid,j = ϒ

1
a2
3 = h

cuid
a2 = hθuid,j ,

Ruid,j = ϒ
a2
2 = g

a2
cuid
1 = g

1
θuid,j
1 ,R′uid,j = ϒ

a2
4 = h

a2
cuid =

h
1

θuid,j ,Vuid,j=ϒ
d3
6 = gmuidd3=gδuid,j ,V ′uid,j=ϒ

d3
7 =h

muidd3 =

hδuid,j . K d
uid,j =

Kd∗
uid,jϒ

1
a2
1

ϒ
a1a2
4

= gαjgxj(euidd1−µ)g
θuid,j
1 g

yj+uid
θuid,j
1 =

gαjgxjωuid,jg
θuid,j
1 g

yj+uid
θuid,j
1 , K s

uid,j =
K s∗
uid,j

ϒ
a1
7

= gαjg
δuid,j
1 .

For attributes ax ∈ ÃAj ∩ Ũd , Fdax =
(
8d
ax

) 1
d2 = 93d

ax

euid
d2 =

Ad1euidax = A
ωuid,j+µ
ax , and for ax ∈ ÃAj∩Ũs , F sax =

(
8s
ax

) 1
d2 =

Ad3muidax = A
δuid,j
ax . Namely, we implicitly set ωuid,j = euidd1−

µ, θuid,j =
cuid
a2
, δuid,j = muidd3.

V. SECURITY ANALYSIS
In this section, we prove the security of our PMDAC-ABSC
scheme. In Theorem 1, 2, 3 and Theorem 4, we analyze the
security of PMDAC-ABSC scheme with basic SecretKeyGen
algorithm. Then in Theorem 5 and Theorem 6, we demon-
strate the security of Enhanced_SecretKeyGen algorithm.

Assume AA∗ is the j∗th authority. For all j ∈ [N ],
le,max , ne,max , ls,max , ns,max are the maximum values of{
`e,j, ne,j, `s,j, ns,j

}
j∈[N ]. umax is the maximum number

of
∣∣ÃAj∣∣. T e is the cost time for one exponentiation in group

G or GT, and T p is the cost time for one pairing operation.
Suppose that the Hash functions H1,H2,H3 are collision
resistant.

A. MESSAGE CONFIDENTIALITY
Based on the security model defined in Definition 10, the pro-
posed scheme guarantees the message confidentiality against
static corruption of authorities, which can be reduced to the
hardness of the q-PBDHE assumption.
Theorem 1: If an adversary A can break (T , qsk , qSC ,

qDS , ε)-IND-sEP-CCA2 security of our scheme, then there
is an algorithm B that can solve the q-PBDHE assump-
tion with an advantage ε′ = 1

2ε −
qDS
p in a time
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T ′ = T + O
((
1+ le,maxne,maxumax

)
(1+ qSC )N + qsk+

ne,max + le,maxn2e,max + qSCN
(
l + ls,max

))
T e+O ((1+qSC )

N + qDS)T p.
Proof: Assume A can (T , qsk , qSC , qDS , ε) break our

scheme, we will construct the algorithm B as follows:
B is given with the q-PBDHE challenge instance EY. The
challenger C runs GG(1k ) → (e, p,G,GT ) to generate
the bilinear group and chooses �b ∈ {0, 1}. If �b = 0,
C sends

(
EY, � = e (g, g)a

q+1s
)

to B; otherwise it sends(
EY, �

R
← GT

)
to B.

Init . The same as defined in Definition 10. Assume M∗e is
a `∗e × n

∗
e matrix and n∗e < q.

Setup. Let π,ψ,µ
R
← Zp, h = gπ , g1 =

ga,
{

�k�0, �k�1, . . . , �k�l
} R
← Zp,

{
ki = g�k�i

}
i∈[l]

. γ1 =

gψ
(
ga

q)−1
, γ2 =

(
ga

q) 1
π∗ , where π∗ = H2 (gs). B sends

PP = {g, h, g1, γ1, γ2, {k0, k1, . . . , kl}} and H1,H2,H3 toA.
Set gµ for A as the public key and assign the identity uid
to A.
Authority Setup.
1) For the authority AAj with j ∈ I ′, B chooses

αj, xj, yj, zj
R
← Zp and sets 1j = e(g, g)αj ,Xj = gxj ,Y 1

j =

gyj ,Y 2
j = g

yj
1 ,Z

1
j = gzj ,Z2

j = hzj , and Aj,aj,k =

gϕj,k ,Bj,aj,k = hϕj,kg
1

zj+aj,k for each aj,k ∈ ÃAj, where

ϕj,k
R
← Zp and k ∈

[
nj
]
. The public key of AAj is

PK j =

{
1j,Xj,Y 1

j ,Y
2
j ,Z

1
j ,Z

2
j ,
{
Aj,aj,k ,Bj,aj,k

}
aj,k∈ÃAj

}
and

secret key is SK j =

{
αj, xj, yj, zj,

{
ϕj,k

}
aj,k∈ÃAj

}
. B sends{

PK j, SK j
}
to A.

2) For the authorityAAj with j ∈ I ′I∗,B does the same as 1)
and generates the public key and secret key pair

{
PK j, SK j

}
for AAj. B sends PK j to A.

3) For the authority AA∗, B chooses α′, η, y, z
R
← Zp

and implicitly sets α = α′ + aq+1, x = ηa. Then 1∗ =
e(g, g)α = e

(
ga, ga

q)
e(g, g)α

′

. X∗ = gηa,Y ∗1 = gy,Y ∗2 =
gy1,Z

∗1
= gz,Z∗2 = hz. Let X be the set consisting

of the indexes i ∈
[
`∗e
]
with ρ∗e (i) = ax ∈ ÃA∗. For

the attribute ax where X 6= ∅, B chooses ϕx
R
← Zp

and computes A∗ax = gϕx
∏

i∈X
∏

k∈[n∗e] g
akM∗(i,k)e

bi , where

M∗(i,k)e is the (i, k)th element of M∗e . B
∗
ax =

(
A∗ax

)π g 1
z+ax .

If X = ∅, B chooses ϕx
R
← Zp and computes A∗ax =

gϕx ,B∗ax = hϕxg
1

z+ax . This assignment describes that A∗ax =

gϕx ,B∗ax = hϕxg
1

z+ax for each signing attribute as the signing
attributes are different from encryption attributes. B sends
PK∗ =

{
1∗,X∗,Y ∗1,Y ∗2,Z∗1,Z∗2,

{
A∗ax ,B

∗
ax

}
ax∈ÃA∗

}
to A.
4) For the authority AAj with j ∈ I∗ and AAj 6= AA∗, B

does the same as 2) except that for each ax ∈ ÃAj, Aj,ax =

gϕj,x
∏

i∈X g
aM∗(i,1)e

bi whereX is the set consisting of the indexes

i ∈
[
`e,j
]
with ρe,j (i) = ax and ϕj,x

R
← Zp. If X = ∅, Aj,ax =

gϕj,x . B sends PK j to A.
Phase 1.
SecretKey query Osk

(
Ũ ,AAj

)
. A adaptively queries the

secret key for a userU with identity uid and a set of attributes
Ũ = Ũd ∪ Ũs to the authority AAj. Ũd does not satisfy R∗e .
1) For the authority AAj 6= AA∗, B samples

ωuid,j, θuid,j, δuid,j
R
← Zp. Then B computes

CK uid,j =

{
Wuid,j = gωuid,j ,2uid,j = g

θuid,j
1 ,2′uid,j = hθuid,j ,

Ruid,j = g
1

θuid,j
1 ,R′uid,j = h

1
θuid,j ,Vuid,j = gδuid,j ,

V ′uid,j = hδuid,j
}
,

DK uid,j =

{
K d
uid,j = gαjgxjωuid,jg

θuid,j
1 g

yj+uid
θuid,j
1 ,

{
Fduid,j,aj,k = A

ωuid,j
j,aj,k

(
gµ
)ϕj,k}

aj,k∈ÃAj∩Ũd

}
and

SGKuid,j=
{
K s
uid,j=g

αjg
δuid,j
1 ,

{
F suid,j,aj,k =A

δuid,j
j,aj,k

}
aj,k∈ÃAj∩Ũs

}
.

Send SK uid,j =
{
CK uid,j,DK uid,j, SGK uid,j

}
to A.

2) For the authority AA∗, B chooses r, t, θ∗, δ∗′
R
← Zp

and a vector Ef =
(
f1, f2, . . . , fn∗e

)
∈ Zn

∗
e
p such that f1 = −1

and Ef M∗ie = 0 for all ρ∗e (i) ∈ Ũd ∩ ÃA∗. B computes
W ∗ = gr

∏n∗e
i=1 g

(
fiaq−i+1

)/
η
= gω

∗

, namely B implicitly

sets ω∗ = r +
(∑n∗e

i=1 fia
q−i+1

)/
η. Then B com-

putes 2∗ = gθ
∗

1 ,2
∗′
= hθ

∗

,R∗ = g
1
θ∗

1 ,R∗′ =

h
1
θ∗ ,V ∗ = gδ

∗′

g−a
q
,V ∗′ = V ∗π . By this, B implic-

itly defines δ∗ = δ∗′ − aq. The common secret key
is CK∗ =

{
W ∗,2∗,2∗′,R∗,R∗′,V ∗,V ∗′

}
. B computes

K d∗
= gα

′

grηa
∏n∗e

i=2 g
fiaq−i+2gaθ

∗

g
a(y+uid)
θ∗ . For the attribute

ax ∈ Ũd ∩ ÃA∗ for which there is no i such that ρ∗e (i) = ax ,
B computes Fd∗ax = A∗ax

ω∗ (gµ)ϕx = W ∗ϕx (gµ)ϕx ; otherwise,
B computes

Fd∗ax = W ∗ϕx
(
gµ
)ϕx ∏

i∈X

∏
k∈[n∗e]

·

(
g
rak
bi
∏n∗e

j=1,k 6=j
g
fja
q+k−j+1

ηbi

)M∗(i,k)e

.

The decryption secret key isDK∗=
{
K d∗,

{
Fd∗ax

}
ax∈Ũd∩ÃA∗

}
.

B computes K s∗
= gαgδ

∗

1 = gα
′

gaδ
∗′

. F s∗ax =

A∗ax
δ∗
= gϕxδ

∗′ (
ga

q)−ϕx . The signing secret key is

SGK∗ =

{
K s∗,

{
F s∗ax

}
ax∈Ũs ∩ÃA∗

}
. B sends SK∗ =

{CK∗,DK∗, SGK∗} to A.
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Signcryption query OSC
(
M,

{
Rs,j,Re,j

}
j∈I

)
. B selects a

signing attribute set Ũs such that Rs,j
(
ÃAj ∩ Ũs

)
= 1 for all

j ∈ I and computes the secret key CK j, SGK j and returns
the ciphertext CT ← Signcryption

(
M ,PP,

{
CK j, SGK j,

Rs,j,Re,j
}
j∈I

)
to A.

DeSigncryption query ODS
(
CT , Ũd

)
. If

∣∣tt − t̄t∣∣ >

thrett or for any j ∈ I , Re,j
(
ÃAj ∩ Ũd

)
= 0, then B returns

⊥. If Cj,1 = gsj = gs, B aborts. Otherwise, B carries out the
following steps.

If AA∗ is not involved in the generation of CT , or Ũd
does not satisfy R∗e , then B obtains the secret key from
Osk

(
Ũ ,AAj

)
, and returns the output of DeSigncryption(PP,

CT ,PK , SK ) to A. Otherwise, assume AAj = AA∗ is jth
authority, πj = H2

(
Cj,1

)
. If signature is invalid, B returns

⊥. Otherwise, if R∗e
(
Ũd
)
= 1, compute

e
(
gα
′

, gsj
)
e

Cj,3
Cψj,1

, ga


(
πj
π∗
−1
)−1

= e
(
gα
′

, gsj
)
e


(
γ1γ

πj
2

)sj
gsjψ

, ga


(
πj
π∗
−1
)−1

= e
(
gα
′

, gsj
)
e


(
gψ
(
ga

q)−1 (
ga

q) πj
π∗

)sj
gsjψ

, ga


(
πj
π∗
−1
)−1

= e
(
gα
′

, gsj
)
e
(
ga

q
, gasj

)
= 1∗

sj .

Thus B can returnM = C0∏
j∈I 1

sj
j

to A.

Challenge.A submits twomessagesM0,M1 with the same
length and signing predicate Rs,I∗ =

{(
M∗s,j, ρ

∗
s,j

)}
j∈I∗

to

B. Assume M∗s is a `∗s × n∗s matrix, and R∗s =
(
M∗s , ρ

∗
s
)
is

specified by the authority AA∗ with R∗s ∈ Rs,I∗ . B chooses
ˆ�b ∈ {0, 1}. B chooses sj, s′j

R
← Zp such that

∑
∗

I s
′
j = 0.

For j ∈ I∗, B selects a signing attribute set Ũs satisfying
Rs,j

(
ÃAj ∩ Ũs

)
= 1.

1) For the authority AAj with j ∈ I∗ and AAj 6= AA∗,
B selects a vector −→vj =

(
vj,1, vj,2, . . . ,vj,`s,j

)
∈ Z`s,jp such

that −→vj · Ms,j = E1, and
−→tj =

(
tj,1, tj,2, . . . ,tj,`s,j

)
∈

Z`s,jp such that −→tj · Ms,j = E0. B implicitly sets −→εj =(
sj − s

|I∗|−1 , εj,2, . . . ,εj,ne,j

)
∈ Zne,jp ,

−→
ε′j =

(
s′j −

s
|I∗|−1 ,

ε′j,2, . . . ,ε
′
j,ne,j

)
∈ Zne,jp , λj,i = Mi

e,j
−→εj , λ′j,i = Mi

e,j
−→
ε′j , and

ri = r ′i −
sbi
|I∗|−1 for all i ∈

[
`e,j
]
. Then B computes CT using

Signcryption algorithm. Note that:

Cj,4,i = gaλj,iA−rij,ρe,j(i)

= gasjM
(i,1)
e,j g

sbiϕj,ρe,j(i)

|I∗|−1 A
−r ′i
ρe,j(i)

∏ne,j

k=2
gaεkM

(i,k)
e,j

·

∏
l∈X\i

g
sabiM

(i,1)
e,j

bl (|I
∗|−1) .

Cj,5,i = g
λ′j,i
1 A−rij,ρe,j(i)

= gas
′
jM

(i,1)
e,j g

sbiϕj,ρe,j(i)

|I∗|−1 A
−r ′i
ρe,j(i)

∏ne,j

k=2
gaε
′
kM

(i,k)
e,j

·

∏
l∈X\i

g
sabiM

(i,1)
e,j

bl (|I
∗|−1) .

2) For the authority AA∗, let Ev =
(
v1, v2, . . . , v`∗s

)
∈ Z`

∗
s
p

such that Ev · M∗s = E1, Et =
(
t1, t2, . . . , t`∗s

)
∈ Z`

∗
s
p such that

Et · M∗s = E0. Re-randomize the signing secret key with δ∗′′

and implicitly set δ∗ = δ∗′ − aq + δ∗′′. C1 = gs, C2 = Cy
1 ,

C3 = gψs. Let Eε =
(
s, sa+ ε2, . . . , san

∗
e−1 + εn∗e

)
∈ Zn

∗
e
p ,

−→
ε′j =

(
s′ + s, sa+ ε′2, . . . , sa

n∗e−1 + ε′n∗e

)
∈ Zn

∗
e
p . Thus∑

∗

I
−→
ε′j
(0) =

∑
∗

I s
′
j = 0.

{
r ′1, r

′

2, . . . , r
′

`∗e

}
R
← Zp. B implic-

itly sets ri = r ′i + sbi for all i ∈
[
`∗e
]
and computes:

C4,i = gaλiA∗ρ∗e (i)
−ri = A∗ρ∗e (i)

−r ′i g−sbiϕρ∗e (i)

·

∏n∗e

k=2
gaεkM

∗(i,k)
e

∏
l∈X\i

∏
k∈[n∗e]

g
−sak biM

∗(l,k)
e

bl .

C5,i = A∗ρ∗e (i)
−ri ′g−sbiϕρ∗e (i)gas

′M∗(i,1)e

·

∏n∗e

k=2
gaε
′
kM
∗(i,k)
e

∏
l∈X\i

∏
k∈[n∗e]

g
−sak biM

∗(l,k)
e

bl .

Di = gri = gr
′
i gsbi .

S1,i = gviδ
∗
+ti = gvi(δ

∗′
−aq+δ∗′′)+ti ,

S2 = gα
′

ga(δ
∗′
+δ∗′′)

(
gs
)�k�0+

∑`
i=1 �k�ib∗i gψsβ

∗

(∏`∗s

i=1
S
ϕρ∗s (i)
1,i

)
.

Finally, B computes C0 = Mˆ�b
�e (g, g)α

′s∏
i∈I∗\AA∗

e(g, g)αis. B sends the challenge ciphertext CT ∗ to A.
Phase 2. Phase 1 is repeated. In this phase, A cannot issue

DeSigncryption query with the challenge ciphertext CT ∗ and
attribute set Ũd such that Re,j

(
ÃAj ∩ Ũd

)
= 1 for all j ∈ I∗.

Guess. A outputs his guess �̃b on ˆ�b. If �̃b = ˆ�b, B outputs
0 and guess that � = e (g, g)a

q+1s; otherwise, B outputs 1 to
indicate that � is a random element in GT .

If A issues DeSigncryption query with the ciphertext
satisfying Cj,1 = gsj = gs, then the simulation aborts. The
probability of this type of event is at most qDS

p . If �b = 0,

� = e (g, g)a
q+1s and B does not abort, then CT ∗ is a valid

ciphertext of M0. Thus, in this case, the advantage of A is
Pr
[

�̃b = ˆ�b | �b = 0
]
> 1

2 + ε −
qDS
p . If �is a random element

in GT , then A has no information about M ˆ�b , namely the

advantage in this case is Pr
[

�̃b 6= ˆ�b | �b = 1
]
=

1
2 . Therefore,

the advantage of B which can break the q-PBDHE assump-
tion is at least 1

2ε −
qDS
p . The runtime of B is at most T ′ =

T +O
((
1+ le,maxne,maxumax

)
(1+ qSC )N + qsk + ne,max+

le,maxn2e,max + qSCN
(
l + ls,max

))
T e + O ((1+ qSC )N+

qDS)T p.

34066 VOLUME 6, 2018



Q. Xu et al.: Secure Multi-Authority Data Access Control Scheme in Cloud Storage System Based on ABSC

B. CIPHERTEXT UNFORGEABILITY
The ciphertext unforgeability of our scheme is formulated
through existential unforgeability under selectively signing
predicates and adaptive chosen message attack model as
defined in Definition 11.
Theorem 2: If an adversary A can break (T , qsk , qSC ,

qDS , ε)-EUF-sSP-CMA security of our scheme, then there
is an algorithm B that can solve the q-PBDHE assump-
tion with an advantage ε′ = ε

8N (l+1)qSC
in a time T ′ =

T +O
((
1+ ls,maxns,maxumax

)
(1+ qSC )N + qsk + ns,max+

ls,maxn2s,max + (1+ qSCN )
(
l + ls,max

))
T e + O ((1+ qSC )

N + qDS)T p.
Proof: Assume A can (T , qsk , qSC , qDS , ε) break our

basic scheme, we will construct the algorithm B as fol-
lows: B is given with the q-PBDHE challenge instance EY.
The challenger C runs GG(1k ) → (e, p,G,GT ) to gener-
ate the bilinear group and chooses �b ∈ {0, 1}. If �b = 0,
C sends

(
EY, � = e (g, g)a

q+1s
)

to B; otherwise it sends(
EY, �

R
← GT

)
to B.

Init . The same as defined in Definition 11. Assume M∗s is
a `∗s × n

∗
s matrix and n∗s < q.

Setup. Sample π, ε1, ε2, µ
R
← Zp and set h = gπ , g1 =

ga.
{

�k�0, �k�1, . . . , �k�l
} R
← Zp. Assume $ = 4qSC and

$ (l + 1) < p. B chooses m
R
← {0, 1, . . . , l} , %0, %1, . . . ,

%l
R
← {0, 1, . . . ,$ − 1} , σ1, σ2, �k�0, �k�1, . . . , �k�l

R
← Z∗p.

Set k0 =
(
ga

q)%0−$m
gk0 and

{
ki =

(
ga

q)%i gki}
i∈[l]

.

γ1 = gσ1 , γ2 = gσ2 . B defines two functions
L1
(
Eb
)
= p − $m + %0 +

∑l
i=1 bi%i and L2

(
Eb
)
=

�k�0 +
∑l

i=1 bi �k�i for each Eb = (b1, b2, . . . , bl) ∈

{0, 1}l . Thus k0
∏l

i=1 k
bi
i =

(
ga

q)L1(Eb) gL2(Eb). Let

L
(
Eb
)
=

{
0, %0 +

∑l
i=1 bi%i = 0 mod $

1, otherwise
. Then L

(
Eb
)
=

1 implies L1
(
Eb
)
6= 0 mod p. B sends PP =

{g, h, g1, γ1, γ2, {k0, k1, . . . , kl}} and H1,H2,H3 to A. Set
gµ for A as the public key and assign the identity uid
to A.
Authority Setup.
1) For the authority AA∗, B chooses α′, x ′, y, z

R
← Zp

and implicitly sets α = α′ + aq+1, x = x ′ − a. Then
1∗ = e(g, g)α = e

(
ga, ga

q)
e(g, g)α

′

. X∗ = gx
′

g−a,Y ∗1 =
gy,Y ∗2 = gy1,Z

∗1
= gz,Z∗2 = hz. If there exists i ∈[

`∗s
]
with ρ∗s (i) = ax ∈ ÃA∗, B chooses ϕx

R
← Zp and

computes A∗ax = gϕx
∏

k∈[n∗s ] g
−akM∗(i,k)s , where M∗(i,k)s is

the (i, k)th element of M∗s . B
∗
ax =

(
A∗x
)π g 1

z+ax . Otherwise,

B chooses ϕx
R
← Zp and computes A∗ax = gϕx ,B∗ax =

hϕxg
1

z+ax . This assignment describes that A∗ax = gϕx ,B∗ax =

hϕxg
1

z+ax for each decryption attribute. B sends PK∗ ={
1∗,X∗,Y ∗1,Y ∗2,Z∗1,Z∗2,

{
A∗ax ,B

∗
ax

}
ax∈ÃA∗

}
to A.

2) Otheriwise, B performs the same as in Theorem 1.

SecretKey query Osk
(
Ũ ,AAj

)
. A adaptively queries the

secret key for a userU with identity uid and a set of attributes
Ũ = Ũd ∪ Ũs to the authority AAj. Ũs does not satisfy R∗s .
1) For the authority AAj 6= AA∗, B performs the same as

in Theorem 1.
2) For the authority AA∗, B chooses ω′, r, t, θ∗, δ∗′

R
← Zp

and a vector Ef =
(
f1, f2, . . . , fn∗s

)
∈ Zn

∗
s
p such that f1 = −1

and Ef M∗is = 0 for all ρ∗s (i) ∈ Ũs ∩ ÃA∗. B implicitly
sets δ∗ = δ∗′ +

∑n∗s
i=1 fia

q−i+1. Then B computes W ∗ =

gω
′

ga
q
,2∗ = gθ

∗

1 ,2
∗′
= hθ

∗

,R∗ = g
1
θ∗

1 ,R∗′ = h
1
θ∗ ,V ∗ =

gδ
∗′∏n∗s

i=1 g
fiaq−i+1 ,V ∗′ = V ∗π . The common secret key is

CK∗ =
{
W ∗,2∗,2∗′,R∗,R∗′,V ∗,V ∗′

}
.

B computes K d∗
= gα

′

(ga)−ω
′ (
ga

q)x ′
gθ
∗

1 g
y+uid
θ∗

1 . For
the attribute ax ∈ Ũd ∩ ÃA∗, Fd∗ax = A∗ax

ω∗ (gµ)ϕx =
(W ∗)ϕx (gµ)ϕx . The decryption secret key is DK∗ ={
K d∗,

{
Fd∗ax

}
ax∈Ũd∩ÃA∗

}
.

K s∗
= gαgδ

∗

1 = gα
′

(ga)δ
∗′
+
∑n∗s

i=2 fia
q−i+2

. For which there is
no i such that ρ∗s (i) = ax , F s∗ax = V ∗ϕx . Otherwise, F s∗ax =

V ∗ϕx
∏

k∈[n∗s ]

(
g−δ

∗′ak ∏n∗s
j=1,k 6=j g

−fjaq+k−j+1
)M∗(i,k)s

.

The signing secret key is SGK∗ =
{
K s∗,

{
F s∗ax

}
ax∈Ũs ∩ÃA∗

}
.

B sends SK∗ = {CK∗,DK∗, SGK∗} to A.
Signcryption query OSC

(
M,

{
Rs,j,Re,j

}
j∈I

)
. B selects a

signing attribute set Ũs such that Rs,j
(
ÃAj ∩ Ũs

)
= 1 for all

j ∈ I . If AA∗ /∈ I , B issues Osk and returns the ciphertext
CT ← Signcryption

(
M,PP,

{
CK j, SGK j,Rs,j,Re,j

}
j∈I

)
to

A. Otherwise, B first computes s′j
R
← Zp for each j ∈ I such

that
∑

I s
′
j = 0. Then B computes

C0,

{
Cj,1,Cj,2,Cj,3,

{
Cj,4,i,Cj,5,i,Dj,i

}
i∈[`e,j] ,{

S1,j,i
}
i∈[`s,j] , S2,j,Rs,j,Re,j

}
j∈I\j∗

.
For AA∗, s′j = s′, B performs as follows:

1) It first computes a vector Ev =
(
v1, v2, . . . , v`∗s

)
∈ Z`

∗
s
p

such that Ev ·M∗s = E1 and chooses Et =
(
t1, t2, . . . , t`∗s

)
∈ Z`

∗
s
p

such that Et ·M∗s = E0.

2) B randomly chooses δ
R
← Z∗p and computes{

S1,i = gviδ+ti
}
i∈[`∗s ]

.

3) Assume H1

(∏
i∈[`∗s ] S1,i, tt,R

∗
s ,R
∗
e

)
= (b1, b2, . . . ,

bl) = Eb ∈ {0, 1}l . If L
(
Eb
)
= 0, B aborts. Otherwise, B

implicitly sets s = sx − a

L1
(
Eb
) where sx

R
← Z∗p. Then C1 =

gs = gsx (ga)
−

1
L1(Eb) , C2 = Cy

1 , C3 = (gσ1gπσ2)s, where π =
H2 (C1).
4) B chooses

{
r1, r2, . . . , r`∗e

} R
← Zp, Eε =(

sx − a

L1
(
Eb
) , ε2, . . . , εn∗e

)
∈ Zn

∗
e
p ,
−→
ε′ =

(
s′, ε′2, . . . , ε

′
n∗e

)
∈
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Zn
∗
e
p , λi = M∗ie Eε, λ

′
i = M∗ie

−→
ε′ . Then for i ∈

[
`∗e
]
, B computes

C4,i = gxλiA∗ρ∗e (i)
−ri

= g
(x ′−a)

((
sx− a

L1(Eb)

)
M∗(i,1)e +

∑n∗e
j=1 εjM

∗(i,j)
e

)
g−ϕρ∗e (i)ri ,

C5,i = g
λ′i
1 A
∗

ρ∗e (i)
−ri = g

a
(
s′M∗(i,1)e +

∑n∗e
j=1 ε

′
jM
∗(i,j)
e

)
g−ϕρ∗e (i)ri ,

Di = gri .

5)B computesH3

(
C1,C2,C3,

∏
i∈[`∗e] C4,i,

∏
i∈[`∗e] C5,i,

R∗s ,R
∗
e
)
= β,

S2 = K s∗

(
k0

l∏
i=1

kbii

)s
Cβ3

 `∗s∏
i=1

(
F s∗ρ∗s (i)

)vi (
A∗ρ∗s (i)

)ti
= gα

′
+aq+1 (ga)δ Cβ3 (gaqL1(Eb)+L2(Eb))sx− a

L1(Eb)

·

 `∗s∏
i=1

(
A∗ρ∗s (i)

)viδ+ti
= gα

′ (
ga
)δ Cβ3

((
ga

q
)L1(Eb)

g
L2
(
Eb
))sx

g
−aL2(Eb)
L1(Eb)

·

 `∗s∏
i=1

(
A∗ρ∗s (i)

)viδ+ti .
Finally, B sends CT to A.
DeSigncryption query ODS

(
CT , Ũd

)
. If

∣∣tt − t̄t∣∣ >

thrett or for any j ∈ I , Re,j
(
ÃAj ∩ Ũd

)
= 0, then B returns

⊥. Otherwise, B issues the SecretKey query and returns the
output of DeSigncryption (PP,CT ,PK uid , SK uid ) to A.
Forgery. A submits a valid ciphertext CT ∗.

If DeSigncryption (PP,CT ∗,PK , SK ) → M and A has
never issued OSC

(
M ,

{
Rs,j,Re,j

}
j∈I∗

)
, B performs as

follows.
1) Assume the components ofCT ∗ corresponding toAA∗ is{
C1,C2,C3,

{
C4,i,C5,i,Di

}
i∈[`∗e]

,
{
S1,i

}
i∈[`∗s ]

, S2
}
.B com-

putes H1

(∏
i∈[`∗s ] S1,i, tt,R

∗
s ,R
∗
e

)
= (b1, b2, . . . , bl) = Eb ∈

{0, 1}l . If $m 6= %0 +
∑l

i=1 bi%i, B aborts. Otherwise,

L1
(
Eb
)
= 0 mod p.

2) If CT ∗ is a valid ciphertext, then H3 (C1,C2,C3,∏
i∈[`∗e] C4,i,

∏
i∈[`∗e] C5,i,R

∗
s ,R
∗
e

)
= β and π = H2 (C1).

Then

S2 = K s∗
(
k0
∏l

i=1
kbii

)s
Cβ3

(∏`∗s

i=1

(
F s∗ρ∗s (i)

)vi (
A∗ρ∗s (i)

)ti)
= gα

′

ga
q+1 (

ga
)δ CL2

(
Eb
)
+β(σ1+πσ2)

1

∏`∗s

i=1
S
ϕρ∗s (i)
1,i

·

∏`∗s

i=1

(∏
k∈[n∗s ]

g−a
kM∗(i,k)s

)viδ+ti
= gα

′

ga
q+1 (

ga
)δ CL2

(
Eb
)
+β(σ1+πσ2)

1

∏`∗s

i=1
S
ϕρ∗s (i)
1,i

(
ga
)−δ

= gα
′

ga
q+1
C
L2
(
Eb
)
+β(σ1+πσ2)

1

∏`∗s

i=1
S
ϕρ∗s (i)
1,i ,

where Ev·M∗s = E1,Et ·M
∗
s =
E0 and

∑
i∈[`∗s ]

∑
k∈[n∗s ]−a

kM∗(i,k)s
(viδ + ti) = −aδ.
Thus,B can calculate ga

q+1
=

S2

gα′C
L2(Eb)+β(σ1+πσ2)
1

∏`∗s
i=1 S

ϕ
ρ∗s (i)

1,i
and then break the q-PBDHE assumption by computing
e
(
ga

q+1
, gs
)
. Let E1 be the event that j∗ /∈ I in the

forgery phase, E2 be the event that L
(
Eb
)
= 0 in some

Signcryption query and E3 be the event that $m 6=

%0 +
∑l

i=1 bi%i in the forgery phase. Then we have
Pr [¬E1 ∧ ¬E2 ∧ ¬E3] = Pr [¬E1]Pr [¬E2 ∧ ¬E3] =
1
N

1
(l+1)$

(
1− 2qSC

$

)
. If $ = 4qSC , then Pr [¬E1 ∧ ¬E2∧

¬E3] = 1
8N (l+1)qSC

. Thus the advantage of B solv-
ing the q-PBDHE assumption is at least AdvB ≥

ε
8N (l+1)qSC

. The runtime of B is at most T ′ = T + O((
1+ ls,maxns,maxumax

)
(1+qSC )N + qsk + ns,max + ls,max

n2s,max + (1+ qSCN )
(
l + ls,max

))
T e + O ((1+ qSC )N+

qDS)T p.

C. SIGNCRYPTOR PRIVACY
Based on the security model defined in Definition 12, our
scheme guarantees signcryptor privacy and ensures that one
cannot guess the set of signing attributes of a signcryptor used
to sign a plaintext.
Theorem 3: Our scheme guarantees the signcryptor

privacy.
Proof: The challenger sends PP,PK ,

{
PK j, SK j

}
I to

the adversary A. Then A outputs two signing attribute
sets Ũ0

s , Ũ1
s satisfying ∀j ∈ I ,Rs,j

(
ÃAj ∩ Ũ0

s

)
= 1 =

Rs,j

(
ÃAj ∩ Ũ1

s

)
. The challenger selects �b

R
← {0, 1} and

computes CT �b with the secret key SK �b
do,j. Note that both the

challenger and A can compute SK �b
do,j for Ũ

�b
s . Specifically,

V �b
do,j = gδ

�b
do,j , K s�b

do,j = gαjg
δ �b
do,j
1 ,F s�b

do,j,aj,k = A
δ �b
do,j
j,aj,k , where

δ �b
do,j

R
← Z∗p.

If the challenger uses SK 0
do,j, then C0

j,1 = gs
0
j , C0

j,2 =(
Y 1
j

)s0j
, C0

j,3 =

(
γ1γ

πj
2

)s0j
where πj = H2

(
C0
j,1

)
.

{
C0
j,4,i = gxjλ

0
j,iA
−r0j,i
j,ρe,j(i)

,C0
j,5,i

= g
λ
′0
j,i

1 A
−r0j,i
j,ρe,j(i)

,D0
j,i = gr

0
j,i

}
i∈[`e,j]

,{
S01,j,i = gv

0
j,iδ

0′′
do,j+t

0
j,i

}
i∈[`s,j]

.

H1

(∏
i∈[`s,j]

S01,j,i, tt,Rs,j,Re,j

)
=
(
bj,1, bj,2, . . . , bj,l

)
∈ {0, 1}l .

H3

(
C0
j,1,C

0
j,2,C

0
j,3,

∏
i∈[`e,j]

C0
j,4,i,
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∏
i∈[`e,j]

C0
j,5,i,Rs,j,Re,j

)
=βj.

S02,j = gαjg
δ0
′′

do,j
1

(
k0
∏l

i=1
k
bj,i
i

)s0j
·C0

j,3
βj

(∏`s,j

i=1

(
Aj,ρs,j(i)

)v0j,iδ0′′do,j+t0j,i) ,
where δ0

′′

do,j = δ
0
do,j + δ

0′
do,j and δ

0′
do,j

R
← Z∗p.

If the challenger uses SK 1
do,j, and sets s0j = s1j , s

′0
j =

s
′1
j , r

0
j,i = r1j,i, δ

1′
do,j = δ

0′′
do,j − δ

1
do,j, then λ

0
j,i = λ

1
j,i, λ

′0
j,i = λ

′1
j,i,

δ0
′′

do,j = δ1
′′

do,j = δ′′do,j. Thus C
0
j,1 = C1

j,1,C
0
j,2 = C1

j,2,C
0
j,3 =

C1
j,3,C

0
j,4,i = C1

j,4,i,C
0
j,5,i = C1

j,5,i,D
0
j,i = D1

j,i. The chal-

lenger sets
−→
v1j ·Ms,j = E1 and sets t1j,i =

(
v0j,i − v

1
j,i

)
δ0
′′

do,j+ t
0
j,i.

Then
−→
t1j ·Ms,j = E0 and v0j,iδ

0′′
do,j + t

0
j,i = v1j,iδ

0′′
do,j + t

1
j,i. Hence

S01,j,i = S11,j,i, S
0
2,j = S12,j, and CT 0 = CT 1. Similarly, if the

challenger firstly uses SK 1
do,j to generate CT 1, then it can

generate CT 0 with SK 0
do,j and CT 1 = CT 0. Therefore, A

can only outputs a random guess �b
′ and the probability is at

most 1
2 .

D. COLLUSION RESISTANCE
In our scheme, the secret keys of each user are associ-
ated the random elements ωuid,j, θuid,j, δuid,j chosen by AAj,
and the gµ picked by CA where µ is difficult for each
user, authority and cloud server to compute or learn. There-
fore, the colluders cannot selectively replace or convert the
components of the secret key under the discrete logarithm
assumption.
Theorem 4: Our scheme is secure against the collusion

attack of unauthorized users and cloud server.
Proof: For the signcryptor, the Theorem 2 guarantees

that no colluders such as data user or cloud server can gener-
ate the signature by combining their information if they are
individually unauthorized to sign the plaintext. Otherwise,
the colluders can build an adversary and output a forgery to
win the game in Definition 11.

For the designcryptor, beside the Theorem 1, recall that
the message M is blinded by

∏
j∈I 1

sj
j =

∏
j∈I e(g, g)

αjsj .
To recover such a message, the colluders have to con-
struct e(g, g)αjsj , and thus have to cancel the redundant
element e (g, g)ωuid,jxjsj in executing e

(
K d
uid,j,Cj,1

)
for all

AAj, j ∈ I . Due to BDH assumption and colluders’
blindness of secret values ωuid,j, xj secretly chosen by
AAj, the only way to cancel e (g, g)ωuid,jxjsj is to com-
pute

∏le,j
i=1

(
e
(
Wi,Cj,4,i

)
e
(
Fi,Dj,i

)
e
(
Pi,Cj,5,i

))
, which will

additionally introduce e (g, g1)
µjs′j for each AAj. If the secret

keys belong to the same designcryptor, which means µj =
µ holds for all j ∈ I , then from

∑
I s
′
j = 0 we have∏

j∈I e (g, g1)
µs′j = 1. Otherwise,

∏
j∈I e (g, g1)

µjs′j cannot be
cancelled since µj and s′j are secretly chosen and kept secret
in the system.

Therefore, the colluding users and cloud server cannot
sign or decrypt the data, even though their combined attribute
set satisfies the access policy.

E. SECURE ANALYSIS OF Enhanced_SecretKeyGen
Enhanced_SecretKeyGen algorithm is secure against mali-
cious user means that by executing Enhanced_SecretKeyGen
with a honest authority, the malicious user cannot know
anything which he/she cannot know by executing the basic
SecretKeyGen algorithm.
Theorem 5: Enhanced_SecretKeyGen is secure against

malicious user U .
Proof: The simulator Sim simulates the communica-

tion between U and AAj and uses the outputs of U in
Enhanced_SecretKeyGen algorithm to construct the out-
puts of AAj in Enhanced_SecretKeyGen and SecretKeyGen,
respectively. When U outputs 21,22,23,24,25,26,27,

28 and
{
91
ax , 9

2d
ax , 9

2s
ax , 9

3d
ax , 9

3s
ax , 9

4d
ax , 9

4s
ax , 9

5
ax

}
ax∈ÃAj∩Ũ

,
Sim checks the proof and obtains a1, a2, d1, d3,D1,D2, ax

by rewind technology. Sim sends
{
93d
ax

1
D1 = Aax

}
ax∈ÃAj∩Ũd

and
{
93s
ax

1
D2 = Aax

}
ax∈ÃAj∩Ũs

to a honest user Uh. Uh then

executes SecretKeyGen with AAj and obtains the secret key

SK

=

{
Wuid,j,2uid,j,2′uid,j,Ruid,j,R

′
uid,j,Vuid,j,V

′
uid,j,K

d
uid,j,K

s
uid,j,{

Fdax ,F
s
ax

}
ax∈ÃAj∩Ũ

}

with which Sim can generate the outputs of AAj in
Enhanced_SecretKeyGen by computing ϒ1 = 2

a2
uid,j, ϒ2 =

R
1
a2
uid,j, ϒ3 = 2′uid,j

a2 , ϒ4 = R′uid,j
1
a2 , ϒ5 =

(
Wuid,jgµ

) 1
d1 ,

ϒ6 = V
1
d3
uid,j, ϒ7 = V ′uid,j

1
d3 ,K d∗

uid,j =
Kd
uid,jϒ

a1a2
4

ϒ

1
a2
1

,K s∗
uid,j =

K s
uid,jϒ

a1
7 ,8

d
ax = Fdax

D1
d1 ,8s

ax = F sax
D2
d3 . Since a1, a2, d1,

d2, d3 are randomly chosen from Zp, the outputs of AAj are
computationally indistinguishable. Hence, there is no effi-
cient distinguisher D can distinguish the real key generation
protocol from the ideal key generation protocol.
Enhanced_SecretKeyGen algorithm is secure against mali-

cious authority means that the malicious authority cannot
know anything about the user’s attributes when executing
Enhanced_SecretKeyGenalgorithm.
Theorem 6: Enhanced_SecretKeyGen is secure against

malicious authority AAj.
Proof:

Init . AAj submits
(
PKU0 , Ũ0

)
and

(
PKU1 , Ũ1

)
to the chal-

lenger C.
Challenge. Give the malicious authority AAj two black-

box oracles O0 and O1. C chooses a bit b ∈ {0, 1},
and executes Enhanced_SecretKeyGen

(
Ub ↔ AAj

)
and

Enhanced_SecretKeyGen
(
U1−b ↔ AAj

)
. C returns the out-

puts SK b,j and SK 1−b,j to AAj.
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Upon receiving the two secret keys from C, AAj can
interact with the two black-box oracles O0 and O1,
and then execute Enhanced_SecretKeyGen

(
O0 ↔ AAj

)
and

Enhanced_SecretKeyGen
(
O1 ↔ AAj

)
in which AAj acts as

the authority and uses the same secret values cb, eb,mb as
interacting with C in Challenge phase. Assume6O0 and6O1

are proofs of knowledge sent from AAj respectively in the
Enhanced_SecretKeyGen algorithm.

If AAj can distinguish the two oracles O0 and
O1 with the advantage AdvO, and the two proofs
6O0 and 6O1 are both correct, then AAj can execute
Enhanced_SecretKeyGen

(
AAj ↔ AAj

)
with itself by using(

PKU0 , Ũ0
)
and

(
PKU1 , Ũ1

)
as the users and 6O0 , 6O1 as

the proofs sent from the authority, and outputs SK ′0,j and
SK ′1,j for U0 and U1, respectively. Since

(
PKU0 , Ũ0

)
and(

PKU1 , Ũ1
)
have the identical distribution with the oracles,

the outputs SK ′0,j and SK ′1,j are the same as SK 0,j and
SK 1,j sent from the challenger. Hence, AAj can output its
guess on b according to SK ′0,j and SK

′

1,j, and the advantage
AdvAAj is the same as AdvO. Due to the hiding property of
commitment scheme and zero knowledge property of proof
of knowledge scheme, the two oracles are computationally
indistinguishable from AA′js view. Thus AdvO and AdvAAj
are negligible. Therefore, Enhanced_SecretKeyGen is secure
against malicious authority AAj.

VI. SCHEME ANALYSIS
A. SECURITY AND FUNCTIONALITY
In this subsection, we detail the comprehensive security
and functionality comparison among the proposed scheme
and some MACP-ABE based schemes [12]–[17] and ABSC
schemes [7]–[10] in Table 2 and Table 3. Therein, X rep-
resents the capability to achieve the corresponding index,
whereas 7 denotes the opposite. MBF represents monotone
Boolean function, and TG represents the threshold gate.

Table 2 and Table 3 show that our scheme supports many
useful properties, such as collusion resistance, privacy protec-
tion, expressiveness, computation outsourcing, anonymous
authentication, multi-authority and public verification. Our
scheme also realizes the security in the standard model.

B. PERFORMANCE
This subsection numerically analyzes the performance of
the proposed scheme against some existing CP-ABSC based
schemes [7]–[10] and MACP-ABE based schemes [12]–[17]
in terms of the size of secret key and ciphertext and com-
putation overhead (number of required exponentiations and
pairing computations) of Signcryption and DeSigncryption
algorithms. In the rest of this section, assume that Ud

max is the
maximum number of decryption attributes of a user. T eG and
T eGT

denote the running time required for one exponentiation

inG andGT , T p is the running time for one pairing operation.
|G| and |GT | denote the size of the element inG andGT. For
simplicity, we assume that the number of decryption (ver-
ifying) attributes required in DeSigncryption phase is also

TABLE 2. Security and functionality comparison of MACP-ABE based
schemes.

TABLE 3. Security and functionality comparison of ABSC based schemes.

le,max
(
ls,max

)
and ignore the cost time of Hash functions and

operations in Zp.
Table 4 details the storage comparison on MACP-ABE

based schemes. It is clear that the size of the decryption secret
key of our scheme is larger than other schemes because to
protect the attributes of the user, we employ the commit-
ment scheme and zero knowledge proof in key generation
phase and hence introduce

{
2′uid,j,R

′
uid,j,Vuid,j,V

′
uid,j

}
j∈[N ]

,

whereas the schemes in [13]–[17] do not consider the pri-
vacy of attributes. Compared with [12], we consider the
anonymity authentication that incurs 3N |G| in the common
secret key. Table 4 also illustrates that our scheme incurs
more storage overhead of ciphertext than others, except for
those in [15] and [16]. This occurs because the cipher-
text in our scheme consists of

{{
S1,j,i

}
i∈[`s,j] , S2,j

}
j∈[N ]

and{{
Cj,5,i

}
i∈[le,j]

}
j∈[N ]

, which are used for verification and col-

lusion attack resistance.
Table 5 shows the computation overhead comparison of

Signcryption (without signing) and Decryption algorithms.
Compared with [12], our scheme introduces 2Nle,maxT eG to
construct Cj,5,i for collusion resistance. For decryption, our
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TABLE 4. Storage comparison of MACP-ABE based schemes.

TABLE 5. Time comparison of Signcryption and Decryption.

construction requires one pairing operation on the user side,
which is more efficient than [12], [14], and [15]. Compared
with [13], [16], and [17], our scheme additionally incurs
T p +

(
3N + 3Nle,max

)
T eG computation overhead on the user

side to protect the privacy of attributes when offloading
PartialDecryption on cloud server resources.
Assume that Umax is the maximum total number of

attributes of a user. If we setN = 1, then the proposed scheme
is a traditional CP-ABSC scheme. In Table 6, we compare
the asymptotic complexity of our scheme with CP-ABSC
schemes [7]–[10]. As seen from Table 6, the size of the secret
key is linear to the size of the attribute universe, which is
not different between our scheme and others. To protect the
privacy of the attributes and to resist the collusion attack,
we also introduce 4 |G| and

(
4+ le,max

)
|G| storage over-

head in the secret key and ciphertext, respectively. However,
Table 6 indicates that our scheme incurs less computation
overhead of DeSigncryption on the user side than do the
other schemes. Our scheme only requires one pairing com-
putation, but the number of pairings in [7] and [8] is linear
to the sum of required decryption and signing attributes.

TABLE 6. Asymptotic complexity comparison of CP-ABSC based schemes.

Compared with [9], our construction requires 4+ ls,max pair-
ing operations in decryption and verification, whereas in [9],(
5+ ls,max

)
pairings are needed. Moreover, if the ciphertext

verification is performed by a trusted intermediate party,
the receiver in our scheme can decrypt the ciphertext within
one pairing operation. Our scheme also employs 3 + 3le,max
exponentiations to compute the transformed secret key and
protect the attribute privacy which is not considered in [9].
In [10], although the size of ciphertext is only 6 |G|, eight
pairings are required to recover the plaintext. Additionally,
the number of exponentiation in our scheme is 3 + 3le,max ,
whereas that for [10] is ls,max + 4le,max + 4l2e,max . Therefore,
our scheme performs well concerning privacy protection and
is efficient from a computation point of view.

We implement the whole architectures of MACP-ABE
based schemes [12]–[17], CP-ABSC based schemes [7]–[10]
and ours with Pairing-based Cryptography (PBC) library
version 0.5.14 on an Ubuntu system 14.04 with a 2.6 GHz
processor and 4G RAM. We employ 160-bit Type A elliptic
curve group constructed on y2 = x3+x, and the computation
cost for one pairing operation is 2.1 ms, and that of exponen-
tiation on G and GT are 0.7 and 0.2 ms, respectively. Each
value in Figures 3, 4, 5, 6, 7, and 8 is the mean of 10 simula-
tion trials.

Let NAA be the number of attributes of data user mon-
itored by each authority. For simplicity, assume

∣∣ÃAj∣∣ =∣∣ÃAj ∩ Ũd ∣∣ = `e,max = NAA. Then, the computation
overhead comparison of Signcryption (without signing) and
DeSigncryption (without verifying) algorithms between our
scheme and [12]–[17] can be conducted according to the
number of authorities N and the number of attributes per
authority NAA. In Fig. 3 and Fig. 5, we set N = 10, while
in Fig. 4 and Fig. 6, we assume NAA = 10.
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FIGURE 3. Signcryption (without signing).

FIGURE 4. Signcryption (without signing).

FIGURE 5. Designcryption (user side).

Fig. 3 and Fig. 4 show that our scheme and [16], [17]
nearly have the same efficiency in the encryption algo-
rithm and that all incur more computation overhead than
do the other schemes. The reason is that our scheme needs(
4N + 5Nle,max

)
T eG and more multiplication in G to com-

pute the ciphertext to achieve attribute privacy protection.
Fig. 5 and Fig. 6 illustrate that the performance of our
scheme is better than [12], [14], and [15] because the
most computation-consuming job of decryption is offloaded
on cloud server. Compared with [13], [16], and [17], our

FIGURE 6. Designcryption (user side).

FIGURE 7. Signcryption.

FIGURE 8. Designcryption.

scheme incurs
(
3N + 3Nle,max

)
T eG to compute a transformed

secret key and one pairing operation to compute CT R.
However, [13], [16], and [17] do not consider the privacy of
attributes.

Assume that N = 1 and `e,max = `s,max = NAA.
Fig. 7 and Fig. 8 describe the computation overhead compar-
ison of Signcryption and DeSigncryption algorithms among
the schemes [7]–[10]. It is clear that the performance of
Signcryption of our scheme is nearly the same as that
of [7] and [9] and is better than [8] and [10]. Since our
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scheme and Sreenivasa’s scheme [9] are publicly verifiable,
the Verify (PP,CT ) algorithm can be outsourced to a trusted
party, and the efficient of DeSigncryption on the user side
can be greatly improved. Moreover, our scheme needs only
one pairing operation on the user side. Overall, our scheme
performs well in decryption on the user side and supports
additional useful properties such as multiple authorities,
anonymous authentication and attribute privacy protection.

VII. CONCLUSION
In this paper, we proposed a PMDAC-ABSC scheme for
data sharing in the cloud storage system and the privacy
preserving extension to protect the attribute privacy. In our
construction, multiple authorities can work independently
and issue the secret key for users without knowing a user’s
attributes. The proposed scheme realizes the security in the
standard model and supports many practical properties, such
as fine-grained access control, confidentiality, unforgeabil-
ity, anonymous authentication and public verifiability. The
computation overhead of the decryption algorithm is also
alleviated by outsourcing the costly operations to the cloud
server without degrading the attribute privacy. The security
analysis, asymptotic complexity and performance compar-
isons indicate that our construction can balance the security
with overhead efficiency.

In future work, it would be interesting to realize a fully
secure MACP-ABSC based access control scheme instead of
a selectively secure scheme. Additionally, how to reduce the
storage overhead while achieving the same security level is
another challenge.
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