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ABSTRACT In the past few years, cloud computing develops very quickly. A large amount of data are
uploaded and stored in remote public cloud servers which cannot fully be trusted by users. Especially, more
and more enterprises would like to manage their data by the aid of the cloud servers. However, when the
data outsourced in the cloud are sensitive, the challenges of security and privacy becomes urgent for wide
deployment of the cloud systems. This paper proposes a secure data sharing scheme to ensure the privacy of
data owner and the security of the outsourced cloud data. The proposed scheme provides flexible utility of
data while solving the privacy and security challenges for data sharing. The security and efficiency analysis
demonstrate that the designed scheme is feasible and efficient. At last, we discuss its application in electronic
health record.

INDEX TERMS Attribute-based encryption, cloud computing, data sharing, searchable encryption.

I. INTRODUCTION
With the fast development and application of cloud com-
puting, more and more users are moving their data to cloud
servers. The technique of cloud computing relieves the con-
sumes of data management, data processing, and capital
expenditure on hardware, software, and personnel mainte-
nances, etc. Although the advantages of cloud computing,
some barriers affect and make the enterprises reluctant to
migrate the data to the cloud server. Public cloud is owned and
controlled by public cloud servers (PCS), which cannot be
trusted. PCS might steal or get the data information stored by
the users. Thus, many different security notions are proposed
to ensure the security in cloud such as remote data integrity,
remote data sharing, etc.

Data sharing is one of important applications in cloud com-
puting, especially for enterprise. Usually, an enterprise may
authorize some entities to share its remote data under the its
defined policy. However, the data have to satisfy the follow-
ing security in most applications: 1) the privacy information
of the data should be preserved, 2) non-authorized entities
are unable to get the information of the outsourced data and
share their remote data with other users. Thus, how to design a
data sharing scheme while achieving privacy-preserving and

data confidentiality in public cloud is an urgent challenge. For
example, it is common that a user has his own medical/health
data which includes electronic medical records, biomedical
image, audio or video media, etc. These medical/health data
needs strict security protection since it involves the patients’
privacy. In order to further study medicine and improve the
level of medical care, medical researchers need to share the
patients’ data and mine the valuable information. In order
to find the general data rule, these medical researchers will
deal with huge number of patients’ data which targets at par-
ticular individuals. Since the medical/health data is privacy,
the patients’ identity information must be protected while
their data are shared. At the same time, the medical/health
data only can be shared by the authorized entities. The non-
authorized entities cannot get any information of the medi-
cal/health data, i.e., data confidentiality must be ensured.

A. RELATED WORK
When more and more data are uploaded and stored in
public clouds, some new data management issues are
proposed. Data sharing is an indispensable service from
the cloud computing. In order to share data with others
in cloud storage, Chu et al. [1] described new public-key
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cryptosystems. The new systems can generate constant-size
ciphertexts which can realize the delegation of decryption
rights for any set of ciphertexts [1]. By using the pri-
vate cloud, Tong et al. [2] studies the privacy problem of
mobile healthcare systems. Pervez et al. [3] proposed self-
healing attribute-based privacy aware data sharing in cloud.
In order to realize dynamic membership management with
arbitrary states, Fan et al. [4] presented an attribute-based
encryption scheme. Boneh et al. [5] defined and constructed
public key encryption with keyword search. Cao et al. [6]
proposed a basic idea for the multi-keyword ranked search
over encrypted cloud data, then they give two significantly
improved multi-keyword ranked search schemes which sat-
isfy many kinds of stringent privacy requirements. Seo et al.
proposed a mediated certificateless encryption scheme with-
out pairing operations. They applied their mediated certifi-
cateless encryption scheme to construct an efficient sharing
sensitive information scheme in public clouds [7]. Some other
works [11]–[17] drew more attention on adding functionali-
ties of sharing, such as authentication and matching.

Along with the rapid increasing of medical/health data,
more and more hospitals upload their data to public clouds
and delegate the public cloud providers to manage their data.
Medical/health data security has attracted many researchers.
Until now, many research results have appeared. Li et al. [19]
proposed a novel patient-centric framework and a suite
of mechanisms for data access control to personal health
records stored in semi-trusted servers. Benaloh et al. [20]
build an efficient system that allows patients both to share
partial access rights with others, and to perform searches
over their records. Sun et al. propose a secure electronic
health record system, based on cryptographic constructions,
to enable secure sharing of sensitive patient data during
cooperation and preserve patient data privacy. Their system
further incorporates advanced mechanisms for fine-grained
access control, and on-demand revocation, as enhancements
to the basic access control offered by the delegation mecha-
nism, and the basic revocation mechanism, respectively [21].
Bahga and Madisetti [22] described the high-level design of
cloud health information systems technology scheme and
the approaches for semantic interoperability, data integra-
tion, and security. In 2014, Anthony et al. [23] studied the
access control and security audit for medical/health data in
order to data security. Canim et al. introduced a framework
that removes the need for multiple third parties by collo-
cating services to store and to process sensitive biomedical
data through the integration of cryptographic hardware. They
define a secure protocol to process genomic data and per-
form a series of experiments [24]. Lest [25] studied elec-
tronic records secrecy, anonymity and privacy-preservation.
Hass et al. [26] proposed the electronic health system which
can protect the patients’ privacy . Based on the group signa-
ture, Zhang and Liu [27] proposed anonymous digital certifi-
cationwhich can be used to electronic health network in cloud
computing. In 2013, Fernandez-Aleman et al. [28] gave the
systematic literature review on security and privacy in

electronic health records. Ahmed et al. argued that the
eHealth Exchange needs to be augmented to provide greater
patient awareness and control. They take an approach that
informs the patient when her health data is accessed by
a healthcare enterprise that is not already trusted by the
patient. Such awareness is ensured even when some sys-
tems in the health information sharing environment become
compromised [29]. Aiming at allowing for efficient stor-
ing and sharing personal health records and also eliminat-
ing patients’ worries about personal health records privacy,
Xhafa et al. [30] designed a secure cloud-based electronic
health record system, which guaranteed security and pri-
vacy of medical data stored in the cloud, relying on cryp-
tographic primitive but not the full trust over cloud servers.
Wang et al. [31] designed and developed a patient-centric,
cloud-based personal health record system based on open-
source Indivo project. In addition, there were some litera-
tures [9], [10], [32]–[36] that presented solutions for prob-
lems in cloud services, such as data identity management,
secure data analysis including privacy machine learning and
classification and deduplication etc.

B. CONTRIBUTIONS
This paper focuses on data sharing scheme which achieves
anonymity and data confidentiality. With the outsourced data,
it is difficult to design an efficient way to share the data while
keeping the data owners identity privacy. In order to solve
the above problem, we investigate an anonymous data sharing
scheme. Our contribution is two-fold:

• First, we give the formal model of data sharing achieving
anonymity and data confidentiality in public clouds.
Through analyzing the real system and security require-
ments, we gave the formal system model and security
model.

• Second, we realize the data sharing scheme which can
achieve privacy-preservation and data confidentiality in
public clouds. By using symmetric encryption, search-
able encryption and attribute-based encryption tech-
niques, we design an efficient schemewhich satisfies the
security properties.

C. PAPER ORGANIZATION
The rest of the paper is organized below. Section II formalizes
the data sharing systemmodel and security model. Section III
presents our data sharing scheme which satisfies the security
properties. Section IV evaluates the security and performance
of our scheme. Section V discusses the proposed scheme’s
application in E-health record. Finally, Section VI concludes
the paper.

II. MODELING DATA SHARING SCHEME
The data sharing scheme systemmodel and its security model
are given in this section. The data sharing scheme comprises
of three different entities, Cloud Server, Data owner and Data
sharer, as illustrated in Figure 1. They can be identified as
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FIGURE 1. The system model of data sharing.

follows:

1) Data Owner: Data owner is an entity whose massive
data will be uploaded to the cloud servers for storage
and processing. It is either the patients or the hospital.

2) Data Sharer: Data sharer is an entity who will share
the data owners’ remote data. It maybe the medi-
cal/health researcher, the medical/health research orga-
nization or the relatives of the data owner.

3) Cloud Server : Cloud server is an entity who ismanaged
by cloud service provider. It has enormous storage
space and computation resource which are used to
process the data owners’ data.

The technique of cloud computing relieves the consumes of
datamanagement, data processing, and capital expenditure on
hardware, software, and personnel maintenances, etc. Since
the data owners no longer possess their data locally, it is
important to ensure their remote data is integer.When the data
owners authorize some entities to share their remote data, it is
important to efficiently share the authorized remote data by
the data sharers.

In the data sharing protocol, the access structure [37]–[39]
and access tree [40], [41] are necessary. We give their defini-
tion or description below:
Definition 1 (Access Structure): Denote a set of parties as
{P1,P2, · · · ,Pn}. We define a collection A ⊆ 2{P1,P2,··· ,Pn}

which consists of all the subsets of {P1,P2, · · · ,Pn}. If the
following condition is satisfied, i.e., ∀B,C : if B ∈ A and
B ⊆ C then C ∈ A, we call A is monotone. When
A ⊆ 2{P1,P2,··· ,Pn}\{8} and A is monotone, A is called the
monotone access structure, where 8 is the empty set. If the

set D ∈ A, we called D is the authorized set; otherwise, it is
called the unauthorized set.

Access tree T. We denote an access structure as a tree
T. In the tree T, every non-leaf node represents a threshold
gate which is described by its children and a threshold value.
Denote the number of children of a node x as numx and the
threshold value as kx which satisfy 0 < kx ≤ numx . When
kx = 1, the threshold gate is anOR gate andwhen kx = numx ,
it is an AND gate. Each leaf node x of the tree is described by
an attribute and a threshold value kx = 1. Denote the parent
of the node x as parent(x). If x is a leaf node, we denote the
attribute associated with the leaf node x as the function att(x).
In T, the children of a node are numbered from 1 to num. The
function index(x) returns such a number associated with the
node x.

Satisfying an access tree. If the access tree T has the
root r , it is denoted as Tr . Let Tx denote the subtree of T
with the root x. When the set of attributes γ satisfies Tx , it is
denoted as Tx(γ ) = 1. The value Tx(γ ) can be calculated
recursively below. If x is a non-leaf node, evaluate Tx ′ (γ ) for
all children x ′ of node x. Tx(γ ) returns 1 if and only if at least
kx children return 1. If x is a leaf node, then Tx(γ ) returns 1 if
and only if att(x) ∈ γ .
Next, we model a data sharing scheme which can achieve

anonymity and data confidentiality. Then, we present the
formal security definitions according to the security require-
ments.
Definition 2 (Data Sharing Scheme): A data sharing

scheme comprises seven polynomial time algorithms: Setup,
Sym-Enc, AB-Enc, S-Enc, GenList, GenRetr, and Retr.
These seven algorithms are detailed below:

1) (params,mpk,msk) ← Setup(1k ) is the parame-
ter generation algorithm. Let k denote the security
parameter. Upon receiving k , the algorithm can output
the system public parameters params. At the same
time, it also outputs the master public/secret key pair
(mpk, msk).

2) E1 ← Sym-Enc(F) is a symmetric encryption
algorithm that is run by the data owner. Firstly,
the data owner classifies these data F into n categories
(F1, · · · ,Fn) based on the data properties. Secondly,
the data owner selects the different symmetric encryp-
tion keys (k1, k2, · · · , kn) to encrypt the different clas-
sified data (F1, · · · ,Fn).

3) E2 ← AB-Enc(ki, 1 ≤ i ≤ n) is a probabilistic
polynomial time algorithm. By using the algorithm,
the data owner encrypts {ki, 1 ≤ i ≤ n}.

4) E3 ← S-Enc(Fi’s keywords) is a probabilistic poly-
nomial time algorithm that is run by the data owner
to encrypt the keywords of the data Fi by using the
searchable encryption algorithm. Based on the clas-
sified data (F1, · · · ,Fn), the data owner selects the
keywords of the different classified data. Then, the data
owner encrypts the keywords.

5) L ← GenList(Fname,Fkey,Ownername,Owneralias) is
an algorithm that is run by the data owner. The data
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owner’s name is denoted as Ownername and the data
owner’s alias is denoted as Owneralias. The stored
file’s name and keywords are denoted as Fname and
Fkey, respectively. At last, they are organized into the
list L.

6) V ← GenRetr(params,E1,E2,E3,L, keywords) is
run by the PCS in order to share the remote data. It takes
as inputs the public parameter params, the ciphers
E1,E2,E3, the list L and the queried keywords
keywords. It returns V as the response.

7) {F̂} ← Retr(mpk, skID,V ) is run by the data sharer in
order to share the remote data. It takes as inputs mpk ,
the sharer’s secret key skID, and the PCS’s response V .
The sharer can retrieve the data F̂ .

To guarantee the proposed scheme’s security, a remote
data sharing scheme should satisfy the security requirements
below:

1) The unauthorized entity cannot retrieve the remote
data.

2) The public key searchable encryption algorithm is
semantically secure against an adaptive chosen key-
word attack.

3) The sharer cannot get the data owner’s real name.

To capture the above security requirements, we define the
security of a data sharing scheme as follows.

In order to define the security of the phase AB − Enc,
we give the game below. The game is run between the chal-
lenger C and the adversary A.

1) Setup: C generates the public parameters Apub and the
secret parameters Apriv. C sends Apub to A and keeps
Apriv secret for A.

2) Phase 1: For the different attribute sets s1, s2, · · · , sq1 ,
A adaptively queries their secret keys to C.

3) Challenge: A submits two messages M0 and M1 who
have the same length, i.e., |M0| = |M1|. On the other
hand,A also gives a challenge access structureA∗ such
that none of the sets s1, · · · , sq1 satisfies the access
structure A∗. C flips a random coin b and encrypts Mb
under the access structure A∗. C sends the ciphertext
CT ∗ to A.

4) Phase 2: Phase 1 is replayed with the restriction that
none of set of attributes sq1+1, · · · , sq2 satisfies the
access structure A∗.

5) Guess: The adversary outputs a guess b′ of b.

In this game, A’s advantage is defined as

AdvA =

∣∣∣∣Pr[b = b′]−
1
2

∣∣∣∣.
Definition 3 (AB-Enc Security): A ciphertext-policy

attribute-based encryption scheme is secure if all probabilistic
polynomial time adversaries have at most a negligible advan-
tage in the above game.

In order to define the security of the phaseS−Enc, we give
the game below. In the game, we denote the challenger as C
and the adversary A.

1) C generates the public parameters Apub and the secret
parameters Apriv. C sends Apub to A and keeps Apriv
secret for A.

2) Phase 1: For the different keywordsW1,W2, · · · ,Wq1 ,
A adaptively asks C for the trapdoor TWi which corre-
sponds to the keyword Wi where i = 1, 2, · · · , q1.

3) A picks two challenged keywords Ŵ0, Ŵ1 and sends
them to C where Ŵi 6∈ {W1,W2, · · · ,Wq1}, i = 0, 1. C
picks a random b ∈ {0, 1} and sends S-Enc(Apub, Ŵb)
to A.

4) Phase 2: Phase 1 is replayed with the restriction Ŵi 6∈

{Wq1+1, · · · ,Wq2} and i = 0, 1.
5) Finally, A outputs a guess b′ ∈ {0, 1} and wins the

game if b = b′.
In the process of breaking S-Enc, A’s advantage is defined
below

AdvA =

∣∣∣∣Pr[b = b′]−
1
2

∣∣∣∣
Definition 4 (S-Enc Security): For any probabilistic poly-

nomial time adversaryA, if AdvA is a negligible function, we
call the phase S-Enc is semantically secure.
Definition 5 (Anonymity): For the data sharer, it is difficult

to identify the data owner.
In this paper, the privacy denotes the data owner identifi-

cation. Privacy-preserving denotes to realize the data owner
anonymity.

III. OUR PROPOSED DATA SHARING SCHEME
This section gives an efficient data sharing scheme which
satisfies data owner anonymity and data confidentiality. Our
proposed scheme is built from bilinear pairings. Bilinear
pairings come from the Weil pairings or Tate pairings of the
elliptic curve on the finite field. We also briefly review them
below.

A. BILINEAR PAIRINGS
In order to simplify the expressions, we denote G1 and G2 as
two cyclic multiplicative groups. G1 and G2’s orders are the
same prime order q. We define the bilinear map as e : G1 ×
G1 → G2 [44]. By using the modified Weil [8] or Tate pair-
ings [42] on elliptic curves, we can construct such a bilinear
map e. Our scheme is constructed on the gap Diffie-Hellman
group, i.e., the computational Diffie-Hellman (CDH) prob-
lem is hard while the decisional Diffie-Hellman (DDH) prob-
lem is easy [43]. CDH and DDH problems are given below.
Definition 6 (Gap Diffie-Hellman (GDH) Group): Let g

be a generator of ∈ G1. Given g, ga, gb, gc ∈ G1 where
a, b, c ∈ Z∗q are unknown, there exists an efficient algorithm
to determine whether ab = c mod q holds by verifying
e(ga, gb) = e(g, g)c in polynomial time (DDH problem),
while there does no exist efficient algorithm to compute gab ∈
G1 with non-negligible probability within polynomial time
(CDH problem). A group G1 is a (t, ε)-GDH group if DDH
problem can be efficiently solved while no algorithm (t, ε)-
breaks CDH problem.
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FIGURE 2. Data sharing scheme architecture.

Definition 7 (BilinearDiffie-HellmanAssumption (BDH)):
Given (g, ga, gb, gc) for unknown a, b, c ∈ Z∗q , it is difficult
to compute W = e(g, g)abc ∈ G2.

B. DATA SHARING SCHEME CONSTRUCTION
This scheme comprises seven procedures, i.e., Setup, Sym-
Enc, AB-Enc, S-Enc, GenList, GenRetr and Retr. They
can be given as Figure 2. We express the figure below: 1.
Data owner classifies its data and gets the keywords for the
different type data. The ciphertext and list (E1,E2,E3,List)
are uploaded to PCS. 2. The data sharers send data sharing
query to PCS. 3. PCS sends the queried data to the data
sharers. 4. Data sharers decrypt the received data and get the
plaintext.

Suppose that the data owner Oi will upload the data Fi to
PCS. Firstly, Oi picks its alias Ali. In the data Fi, Oi’s real
name will be replaced by the alias Ali. Secondly, based on the
data property,Oi classifiesFi into {Fi1,Fi2, · · · ,Fini}. For the
classified data Fij, Oi extracts its keywords Wij. At the same
time, we define two cryptographic hash functions below:

H1 : {0, 1}∗→ G1,H2 : G2→ {0, 1}dlog2 qe

• Setup: Oi picks a secure symmetric encryption algo-
rithm E . It also picks two random numbers α, β ∈ Z∗q
and computes g1 = gβ , g2 = e(g, g)α . The public
key is pk = (G1, g, g1, g2). The master secret key is
mk = (β, gα).

• Sym-Enc: Oi picks kij ∈ Zq for 1 ≤ j ≤ ni. For
every Fij, by using symmetric encryption algorithm E ,
Oi computes Cij = Ekij (Fij) and gets the ciphertext
SCi = (Cij)1≤j≤ni . At the same time, for every Fij,
it extracts the keyword Wij, 1 ≤ j ≤ ni.

• AB-Enc: Oi performs the procedures below:

TABLE 1. List of the file, keywords and owner.

1) AB-KeyGen: For a user who has the set of
attributes A, Oi first randomly picks r ∈ Zq, and
rj ∈ Zq for every attribute aj ∈ A. Then, Oi gives
the user sk = (D = g

α+r
β , {Dj = grH1(aj)rj ,D′j =

grj}∀aj∈A), where an attribute aj is represented as a
string.

2) AB-Encrypt: Denote the access tree asT. For each
node Nj in tree T, Oi selects a polynomial fj whose
degree is dj = nj − 1, where nj is a threshold such
as node Nj is TRUE if it has nj child nodes whose
Boolean values are TRUE. For the root node N1,
selects a random s ∈ Zq and let f1(0) = s. For
any non-root node Nj in the tree, choose a polyno-
mial fj(·) which satisfies fj(0) = fparent(Nj)(j). The
ciphertext ACi is computed below:

Bij = kijgs2 = kije(g, g)αs, 1 ≤ j ≤ ni
C̄ = gs1 = gsβ

{El = gfl (0), E ′l = H1(ai)fl (0)}l∈L

where attribute ai ∈ S is associated with a leaf
node Nj ∈ L, S is the set of attributes, and L is the
set of leaf nodes.

• S-Enc: For the keyword Wij, Oi computes its trapdoor
Tij = H1(Wij)β . Denote Ti = {Tij, 1 ≤ j ≤ ni}.

• GenList: Oi creates the following list Listi below:
1) The first column gives the different classified file

name;
2) The second column gives the file keyword trap-

door;
3) The third column gives the file owner’s real name;
4) The fourth column gives the file owner’s alias.

When the above procedures are finished, Oi uploads
(SCi,ACi,Listi) to PCS.Upon receiving (SCi,ACi,Listi),
PCS combines all the listi into one list list . At the same
time, PCS stores (SCi,ACi) by itself.

• GenRetr: Upon receiving the challenge (A,B) which
contains the queried file keywords, PCS performs the
following procedures:
1) In the list list of file, keywords and owner, for

1 ≤ i ≤ n, 1 ≤ j ≤ ni, PCS checks whether
H2(e(A,Tij)) = B holds. In the phase, PCS gets the
keyword trapdoor set (Tij, (i, j) ∈ (I , J )), i.e., (I , J )
denotes all the subscripts of the valid keyword
trapdoor.

2) Based on the searched keywords trapdoor
(Tij, (i, j) ∈ (I , J )) and the list list, PCS determines
the corresponding file information (FNij, (i, j) ∈
(I , J )).
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3) PCS sends the following data V to the data sharer

V = (Cij,Bij, C̄, {El, E ′l }l∈L, (i, j) ∈ (I , J )))

• Retr: Let the retrieved file keyword be W . The
data sharer picks a random r ∈ Zq and com-
putes H2((e(H1(W ), gr1)). Denote A = gr ,B =

H2((e(H1(W ), gr1)). Then, the data sharer sends (A,B)
to PCS as the query. Upon receiving the response V ,
the following procedures are performed by the data
sharer who has a set S of attributes A. Specifically, for
any node Nj in T:
1) If Nj is a leaf node which associates with attribute

ai ∈ A
⋂

S, let the Boolean value of node Nj be
TRUE, and compute

Vj =
e(Di,Ej)
e(D′i,E

′
j )

=
e(grH1(ai)ri , gfj(0))

e(gri ,H1(ai)fj(0))
= e(g, g)rfj(0)

2) If Nj is a non-leaf node, let Sj be its arbitrary nj-
sized set of child nodes Nk whose Vk 6=⊥. If the
satisfied set does not exist, set Vj =⊥; otherwise,
we set Nj’s Boolean function value as TRUE, and
compute

Vj =
∏
k∈Sj

V
1k,Sj (0)

k

=

∏
k∈Sj

e(g, g)rfk (0)1k,Sj (0)

= e(g, g)rfj(0)

where

1k,Sj (x) =
∏

u∈Sj,u 6=k

x − u
k − u

3) N1’s output is

V1 = e(g, g)rf1(0) = e(g, g)rs

4) The data sharer computes

BijV1
e(C̄,D)

=
kije(g, g)αse(g, g)rs

e(gβs, g
α+r
β )

= kij

By using the symmetric decryption algorithm
and the symmetric key kij, the ciphertext Cij is
decrypted into the plaintext Fij for (i, j) ∈ (I , J ).
Finally, the data sharer retrieves the plaintext
{Fij, (i, j) ∈ (I , J )}.

IV. SECURITY ANALYSIS AND PERFORMANCE ANALYSIS
This section analyzes our proposed scheme’s security and
performance.We give the provable security analysis. Besides,
we give the theoretical analysis and the prototype implemen-
tation for the performance analysis.

A. SECURITY ANALYSIS
The security of our proposed data sharing scheme is guaran-
teed by the following security results.
Theorem 1: Denote the adversary as A. A interacts with

the oracles of hash functions and the phase AB-E. The total
number of the interaction can be bounded by the integer q̂.

Then, in the AB-E security game, A’s advantage is O( q̂
2

q ).
Proof: The intuition of the proof process is given below.

In order to design a secure AB-E phase, we have to solve
the main challenge of defying against attacks from colluding
users. In the access control tree T, we have randomized
users private keys. At the same time, we have embedded
the secret sharing into the ciphertext by replacing the private
keys. In order to decrypt the symmetric key kij, the attacker
must recover e(g, g)sα . In order to do this, the attacker has
to pair C̄ from the ciphertext with the D component from
some user’s private key. The desired value e(g, g)sα is gotten
although it is blinded by some value e(g, g)rs. It can be
blinded out if and only if the user has the correct key compo-
nents which satisfy the secret sharing scheme. Based on the
randomization of the blinding value, collusion attacks can be
resisted.

Due to the page limits, the detailed proof process can refer
to [45].
Theorem 2: Suppose that bilinear Diffie-Hellman (BDH)

problem is difficult, our proposed data sharing scheme satis-
fies the S-Enc security against a chosen keyword attack in the
random oracle model.

Proof: Let g be a generator of G1. If the attackerAwins
in the S-Enc game, we can construct an algorithm C which
can break the BDH problem. C simulates the challenger and
interacts with A. Given (g, u1 = ga, u2 = gb, u3 = gc), C’s
goal is to calculate v = e(g, g)abc.
KeyGen. C picks a random element ḡ2 ∈ G2 and sends

(g, u1, ḡ2) to A.
H1-queries. To respond to H1 queries, C maintains a list

of tuples (Wj, hj, aj, cj) called the H1 list. H1 list is ini-
tially empty. Upon the query Wi ∈ {0, 1}∗, C responds
below:

1) If (Wi, hi, ai, ci) ∈ H1-list, C responds with H1(Wi) =
hi.

2) Otherwise, C generates a random coin ci ∈ {0, 1}
according to the bivariate distribution Pr[ci = 0] =

1
qT+1

. C picks a random ai ∈ Zq and calculates hi =
u2gai if ci = 0; hi = gai if ci = 1.

3) C adds the tuple (Wi, hi, ai, ci) to the H1-list and
responds hi to A.

H2-queries. It is a real hash function query and response.
Let the query-response pair be (t,V ). They are added into the
H2-list.
Trapdoor queries. Upon receiving the trapdoor query for

the keyword Wi, C responds below:
1) Through running theH1 oracle, C gets hi which satisfies

H1(Wi) = hi, where (Wi, hi, ai, ci) ∈ H1-list. If ci = 0,
then C reports failure and terminates.
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2) Otherwise, define hi = gai and Ti = uai1 . Observe that
Ti = H1(Wi)a and therefore Ti is the correct trapdoor
for Wi. C sends Ti to A.

Challenge. A picks a pair of keywords (W0,W1) and sub-
mits them to C, C performs the procedures below:

1) From the H1 oracle, C obtains h0, h1 ∈ Zq which
satisfy H1(W0) = h0 and H1(W1) = h1. If both c0 = 1
and c1 = 1 then C reports failure and terminates.

2) Otherwise, at least there exists one cb = 0 where b ∈
{0, 1}. C picks a random J ∈ {0, 1}dlog2 qe and responds
C = (u3, J ).

More trapdoor queries.A continues to issue trapdoor queries
for keyword Wi where Wi 6= W0,W1. C responds to these
queries as in the phase Trapdoor queries.

Output. Finally, A outputs its guess b′ ∈ {0, 1} indicating
the response C is the result of S-Enc(Wb′ ). C picks a random
pair (t,V ) ∈ H2-list and calculates t

e(u1,u3)ab
as its guess for

e(g, g)abc.
Thus, if the attacker A can break the S-Enc security, then

an algorithm C can be constructed to break the BDH problem.
Based on the difficulty of BDH problem, our proposed data
sharing scheme satisfies the security of S-Enc.
Theorem 3: According to the trust on the PCS, our

proposed data sharing scheme satisfies the data owner
anonymity, i.e., it is difficult to identify the data owner’s real
identity for the data sharer.

Proof: When the data sharer sends the queried keywords
to PCS, PCS responds

V = (Cij,Bij, C̄, {El, E ′l }l∈L, (i, j) ∈ (I , J )))

In the above response, (Bij, C̄, {El, E ′l }l∈L, (i, j) ∈ (I , J )))
have nothing to do with the data owner’s real identity.
(Cij, (i, j) ∈ (I , J ))) is the ciphertext of the files by using the
data owner’s alias. Thus, they also have nothing to do with
the data owner’s real identity. Based on the trust on the PCS,
the data owner’s real identity also cannot be leaked from the
PCS. Thus, our proposed data sharing scheme satisfies the
data owner anonymity.

data confidentiality. Since our scheme satisfies the
AB-E security, the unauthorized client cannot decrypt the
(Bij, C̄, {El, E ′l }l∈L, (i, j) ∈ (I , J ))). Thus, the symmetric
key kij cannot be gotten. The corresponding plaintext Fij
cannot also be gotten from Cij since the symmetric key kij is
unknown. Our proposed scheme satisfies the data confiden-
tiality.

B. PERFORMANCE ANALYSIS
Computation and communication are two important elements
for the performance analysis of our scheme. They are ana-
lyzed below:
Computation: Before the data has been uploaded, the data

owner has to perform the phases Sym-Enc, AB-Enc and
S-Enc. Compared to AB-Enc and S-Enc, Sym-Enc is more
efficient. In AB-Enc, the encryption algorithm will require
2 exponentiations on G1 for each leaf in the ciphertext’s

FIGURE 3. Time cost of data owner.

access tree. Foe each tree leaf, the ciphertext size will include
two elements of G1. The key generation algorithm requires
2 exponentiations for every attribute given to the user, and the
private key consists of two group elements for every attribute.
In S-Enc, in order to create the trapdoor for the keyword,
data owner will perform one pairings and one exponentia-
tion. In Retr, the data sharer will cost the computation. The
decryption algorithm requires two pairings for every leaf of
the access tree and (at most) one exponentiation for each node
along a path from such a leaf to the root. On the other hand, in
order to send (A,B) to PCS, the data sharer will compute one
pairings and two exponentiations. In GenRetr, PCS will per-
form

∑n
i=1 ni pairings. We implement our scheme and show

its computation performance below. Based on the modern
computation technology, our proposed data sharing scheme
is practical.
Implememtation: In order to implement our scheme and

evaluate its computation cost, we simulated our concrete
scheme by using C programming languagewith GMPLibrary
(GMP-5.1.1) [46],Miracl Library [47] and PBCLibrary (pbc-
0.5.13) [48]. Our scheme is implemented in the environment:
PCSworks on DELL PowerEdge R420 Server whose settings
are listed below:
• CPU: Intel R© XeonR© processor E5-2400 and
E5-2400 v2 product families

• Physical Memory: 8GB DDR3 1600MHz
• OS: Ubuntu 13.04 Linux 3.8.0-19-generic SMP i686

The client works on an PC Laptop which has the following
settings:
• CPU: CPU I PDC E6700 3.2GHz
• Physical Memory: DDR3 2G 1600MHz
• OS: Windows 7

In the implementation, we pick an elliptic curve with
160-bit group order whose security level is almost the same
with 1024-bit RSA. Figure 3 depicts the time cost of data
owner in the phase of Sym-Enc, AB-Enc, S-Enc, GenList.
Suppose that the file Fi is classified into {Fi1,Fi2, · · · ,Fini}.
X-label denotes the file type number ni and Y-label denotes

27824 VOLUME 6, 2018



H. Wang: Anonymous Data Sharing Scheme in Public Cloud and Its Application in E-Health Record

FIGURE 4. Time cost of PCS.

FIGURE 5. Time cost of sharer.

the time cost (second). The two curves (almost two lines)
denote two different attribute number: a=10 and a=15.
Figure 4 depicts the time cost of PCS. X-label denotes the
file type number ni and Y-label denotes the time cost (second)
of PCS in the phase GenRetr. Figure 5 depicts the time
cost of sharer in Retr. Suppose that the sharer will retrieve
the remote data on the node Nj which has n̂ leaf nodes.
X-label denotes the number n̂ and Y-label denotes the time
cost (second) of the sharer in order to retrieve the remote
data. These implementation figures show that our concrete
data sharing scheme is fast and efficient.
Communication: National Bureau of Standards and ANSI

X9 have determined the shortest key length requirements:
RSA and DSA is 1024 bits, ECC is 160 bits [49]. Suppose
that the data owner plans to upload 10T bits to PCS. These
data is classified into 106 files where every file size is 10M
bits. Let Sym-Enc expansion rate is α. In AB-Enc, the created
ciphertext size is 160 ∗ 106 + 160 ∗ 2 + 160 ∗ 4 ∗ |L|.
In S-Enc, the created ciphertext size is 160 ∗ 2 ∗ 106. Thus,
the uploaded data size approximately is 10 ∗ 1012(1 + α) +
160 ∗ 106 + 160 ∗ 2 + 160 ∗ 4 ∗ |L| + 160 ∗ 2 ∗ 106

bits. On the whole, the expansion rate approximately is

10∗1012α+160∗106+160∗2+160∗4∗|L|+160∗2∗106
10∗1012

≈ α. By using the
similar analysis, in GenRetr, the responded data expansion
rate is also approximately α. From the above analysis, our
proposed data sharing scheme has low expansion rate. It is
practical.

V. APPLICATION IN E-HEALTH RECORD
By using E-health, patient data are shared with different
healthcare professionals. For E-health, many factors block the
use of e-Health tools fromwidespread acceptance. Especially,
patient records’ privacy is the most important security issue.
Most specifically, the E-health records need more strong pri-
vacy preservation. This main concern has to handle the con-
fidentiality of the data and the anonymity of the patient. The
same security problems also exist when the E-health records
are uploaded to the public clouds. By using the phases Sym-
Enc, AB-Enc, S-Enc, GenList of our scheme, the E-health
records are encrypted and stored in the public clouds. When
the authorized entity wants to access the remote E-health
records which satisfy the specified conditions, it sends the
corresponding challenge to PCS. By using the phaseGenRetr,
PCS sends the computed data V to the authorised entity. Upon
receiving V, the authorized entity can retrieve the authorized
data by using the phase Retr of our scheme. Thus, by using
our proposed scheme, E-health records can be securely shared
in the public clouds.

VI. CONCLUSION
In this paper, we proposed a data sharing scheme which
can achieve the anonymity and data confidentiality in public
clouds. We formalize the definition and the security model.
Then, we designed a concrete data sharing scheme and gave
the security proof. Security analysis showed our scheme is
provably secure in the proposed security model. Performance
analysis showed that our scheme is applicable.
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