
Abstract-High-end smartphones have recently started
to feature NFC capability. Since these smartphones are
capable of performing an array of sensing tasks, in
addition to having powerful processing and memory
specifications, the possibility exists to use them as a
platform for smart sensing. NFC communication can aid
in making sensing applications more user-friendly by
allowing quick data transfers between peer devices. In
addition, NFC can be used to store data on RFID tags or
to communicate with low power external sensors that
may feature a passive NFC interface. In this way, low
power or passive sensors can effectively outsource their
processing and long-range communication needs to a
smartphone. This paper discusses the implementation of a
biometric verification system on an Android smartphone
as a proof-of-concept.

Index Terms—NFC, biometrics, smart sensing, mobile
computing, smartphones, Android

I. INTRODUCTION

After the invention of RFID technology, sensing
applications utilising RFID soon followed. Sensors were
provided with the ability to communicate wirelessly, with
very low to zero effect on power consumption [1]. However,
when the data generated by these sensors needed to be
processed, a computer was required, which meant that a link
was necessary between a computer and the sensor.
Traditionally, a specialised RFID reader would be used to
gather data from the sensor, after which the reader would be
physically or wirelessly connected to a PC in reasonably
close proximity [2]. Another approach would be to fit the
sensor with a processor or microcontroller, to enable local
processing of data, but this meant that the sensor would
consume much more power. These approaches are becoming
increasingly outdated and a quicker, more mobile approach is
required in many applications.

Near Field Communication or NFC, a successor to RFID,
was standardised by the NFC Forum, which was founded in
2004 [3]. The main NFC standard is defined in ISO 18092 or
the equivalent ECMA-340 standard and is compatible with
RFID tags that comply with the ISO 14443 standard. NFC
devices are also specifically compatible with the well-known
RFID tag brands MIFARE and FeliCa, by Philips and Sony,
respectively [4].

NFC provides the following advantages over legacy RFID:

 NFC provides a new peer-to-peer transmission
function in addition to the standard RFID tag
reading and writing functions. This means that NFC
“reader/writer” devices can also communicate with
each other [5].

 NFC can be used to initialise faster connections such
as Bluetooth and Wi-Fi seamlessly. This is known
as “Connection Handover” [6].

 NFC is incorporated into mobile phones, which are
ubiquitous. This means simple, low-power RFID
sensors can connect to mobile phones to gain
internet access indirectly via GPRS or HSPA. These
low-power sensors can also take advantage of the
processing power of NFC-enabled smartphones [7].

 NFC reader/writer devices can also emulate RFID
tags. This function is used for electronic keys and
ticketing, as well as mobile payments. Data is
stored on a secure element on the phone [5], [8].

NFC has recently moved into the smartphone arena, where
it is envisioned to have a plethora of applications, among
which are the following:

 Mobile payments or m-payments. Google Wallet is
the first major deployment of m-payments using
NFC based payment systems with wide retail
functionality [9].

 Electronic ticketing [5].

 Location-based services [10].

 Smart posters and large displays. Posters with
embedded RFID tags can be touched with phones
to get additional information on certain subjects
[11]. Large displays can also be touched with the
phone if a large screen is required temporarily to
display content that cannot be viewed on the
phone itself [12].

 Sensing and digital control applications [7], [13].

 Shopping (as a replacement for barcodes) [5].

 Health and medical applications.

 General data transfer.

 Identification. Electronic passports or e-passports
and electronic ID documents or eIDs are already
being issued in many countries [14], [15]. In
South Africa, a pilot project will commence in
late 2012 to systematically replace ordinary ID
documents with smart-IDs [16].
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This paper focuses on the applicability of NFC in various
sensing scenarios. Having NFC present in high-end
smartphones provides two possibilities for smart sensing.
Firstly, the original RFID sensing scenario, mentioned
previously, is still valid but additionally smartphones have
3rd generation HSPA connectivity for faster transmission of
large amounts of data to a computer. Alternatively,
transmission of data for processing may not be necessary at
all, because smartphones themselves are quite powerful. And
secondly, smartphones themselves are fitted with a wide
range of sensors, which means the phone can be used alone
for sensing applications. In this scenario, NFC is simply an
enabling technology in the sense that NFC can be very user-
friendly, but NFC can also help to give context to the sensing
application by providing location information (possibly
combined with GPS). An example of such a context function
for NFC would be when NFC was used for ticketing and the
phone then expects certain types of noise in sensor readings
that will be performed on a train or bus. This could help in
interpreting sensing data more accurately.

Low-power, cheap sensors can have access to a very
powerful processor as well as fast internet access, using the
smartphones. The exact application scenario will always
determine whether or not a standalone sensor will be
required or whether a smartphone alone is sufficient. Some
applications may also still require a back-end PC if a large
display is required, for example (or the large display function
of NFC could be used). A smartphone with NFC would still
be advantageous in all these scenarios, and the advantage of
its utilisation is that these phones do not need to be bought
specifically for these applications, because they are utilised
for many other applications.

II. RESEARCH CONTRIBUTION AND SIMILAR WORK

A mobile biometrics application can benefit from using
NFC for the passing of data in the form of biometric
templates or identification information, such as business,
cards between phones at close physical proximity. It is
proposed as the enabling communications technology mainly
because it is considered the most human-centric or user-
friendly wireless technology and the quickest for the passing
of small amounts of data at close range [17], [18]. NFC can
also be used to store biometric templates on RFID tags.

In other research papers, NFC has been utilised, together
with identification information stored electronically in a
secure element on a mobile phone, to replace paper-based ID
documents. This method enhances the privacy of persons by
allowing only certain identification information to be
requested and transmitted electronically, instead of having to
present an ID document with exhaustive information about a
person that may be irrelevant to certain circumstances [17].
The feasibility of mobile biometrics on phones and PDAs in
terms of processing time has been studied in detail, especially
for multimodal biometrics (combinations of different
biometric methods), which provides a solution to the
somewhat low quality of biometric measurements made by
mobile devices [19], [20], [21]. The study of biometric
methods on mobile devices has also lead to novel unimodal
approaches for gesture and gait recognition using

acceleration sensors present in mobile phones [22], [23],
[24].

The contribution of this paper is to analyse the usability of
a peer-to-peer biometric verification system, in conjunction
with NFC, and to measure the processing differences
between native and non-native code on smartphones. The
most applicable mobile biometric techniques for the mobile
arena are image based methods, such as face recognition and
hand geometry recognition, as well as speaker or voice
recognition, by using the built-in camera and microphone
respectively. Gait and hand gesture recognition can also be
implemented accurately using the accelerometer and
gyroscopic sensors.

III. SYSTEM IMPLEMENTATION

A biometric verification system was implemented on a
Google Nexus S smartphone. Open-source libraries for
feature extraction and classification were ported to the
Android platform. For comparative purposes, the system was
also identically implemented on a desktop PC. Speaker
recognition was implemented in Java and a simple face
recognition application was implemented in native C++
code. This was done to analyse the difference in performance
between native and non-native code on the Android platform.
The Google Nexus S runs Android 4, has a 1 GHz processor
and 512 MB of RAM. The phone also possesses two 5
megapixel cameras, a microphone with software noise
cancellation, a three-axis gyroscope and an accelerometer
[25]. The PC applications were implemented on a desktop
computer with a quad core (4 x 2.66 GHz) processor and 3
GB of RAM.

Fig. 1. Screenshots of Android 4 and the biometric verification

App that was designed for this research project. These

screenshots were taken on a Google Nexus S smartphone

Porting of Java libraries to Android is relatively simple
because the Dalvik virtual machine that Android uses is
mostly compatible with the standard JVM. Android does not
provide implementations of the AWT and Swing graphics
libraries and code involving these GUI libraries must be
removed in the porting process. Incompatibilities were also
encountered in audio I/O functions, which is to be expected.
The porting process of C++ libraries is much more involved.
Android provides an open-source implementation of the
standard C library known as bionic, together with various
C++ libraries. The included C and C++ libraries provide
much more limited functionality than on a desktop PC. For
the porting process Android provides a method to create a



standalone GCC/G++ toolchain, which can then be used to
cross-compile open-source code using a standard
UNIX/Linux build system such as CMAKE. If source code is
not shipped with a build system, the Android GCC or G++
compiler may simply be invoked directly or an Android
makefile may be used. Many standard C and C++ libraries are
not provided with Android and code that use these libraries
need to be modified or removed in the porting process. Some
deficiencies that were encountered include limitations in the
“Portable Thread” library (pthread) and some functions in the
“stdlib” header, among others. In many cases, open source
software is dependent on other open source libraries. In these
cases the required libraries need to be ported as well.

A. Non-native code (Java libraries)

For the implementation of speaker recognition in Java, the
MARF (Modular Audio Recognition Framework) library
was initially used. The MARF library is specifically aimed at
speaker and voice recognition and includes preprocessing,
feature extraction and basic classification algorithms. A basic
speaker recognition system was implemented using MARF.
Fig. 2 shows the results of the preprocessing and feature
extraction stages when training a classifier in MARF with a
single audio sample.

For later implementations, specialised feature extraction
libraries such as jAudio was used with the general machine
learning and data mining library WEKA, which provides
general classifiers such as Naive Bayes, neural networks and
supports vector machines. For face recognition in Java, some
options include FAINT, which provides a pure Java
implementation of the PCA (principal component analysis)
algorithm, and a Java interface to OpenCV. Specialised
feature extraction and image processing libraries can also be
utilised directly with WEKA.

B. Native code (C/C++ libraries)

For an initial face recognition implementation in C++
native code, OpenCV (the open computer vision library) was
used. The library provides a large number of algorithms for
image processing, as well as support vector machines and
artificial neural networks, among other classifiers. The initial
implementation consisted of the popular PCA or Eigenface
algorithm for feature extraction, together with a simple
distance-based classifier. Fig. 3 shows examples of the
“average face” and the first 4 eigenfaces calculated for a
database of faces.

Other libraries that were utilised, or are still in the process
of being ported and implemented include

 libxtract, sPro and marsyas – feature extraction
libraries mainly for audio.

 the shogun toolkit – a large scale machine learning
toolkit with various classification algorithms.

IV. INITIAL RESULTS

Table I gives the timing results when compared between the
PC and the smartphone implementations. On average, the
phone performed about 26 times slower than a PC. The
accuracy obtained for some of the best algorithm
combinations were quite reasonable, with the false reject rate
(FRR) being in the vicinity of 20%. The accuracy can be
increased by combining biometric methods (multimodal

Fig. 2. A plot of a speech signal is shown as it goes through

the stages from raw form, through bandpass FFT

preprocessing, and then FFT-based feature extraction. These

plots were made using GNU Octave

biometrics). From the table it is clear that the processing
times on the smartphone were good enough for the
implementation of a user-friendly biometrics system on a
smartphone.

Fig. 3. From the left, the average face and the first 4
eigenfaces calculated from a face database



TABLE I. A COMPARISON OF THE TIME MEASURED FOR THE

IDENTIFICATION OF A SINGLE AUDIO/IMAGE SAMPLE ON A NEXUS S
SMARTPHONE WITH A PC

Average identification
time (per sample)

PC
Implementation

Smartphone
Implementation

Java Speaker
Recognition

1.73 seconds 51.94 seconds

C++ Face Recognition 6.98 ms 146.55 ms

V. CONCLUSION

The use of biometrics provides many benefits over other
security mechanisms such as having to remember one or
multiple PIN (personal identification number) codes. Easy-
to-remember PIN codes are easily guessed, while hard-to-
guess PIN codes are easily forgotten by the legitimate user.
PIN code security relies on what a person knows or
remembers and key-based security relies on what a person
possesses, while biometric security relies on who a person is
[26], [27]. This will be a very important security
consideration in the future because of the use of smartphones
for banking, credit card payments and other confidential
activities, in addition to using NFC capabilities to enable the
use of a phone for mobile payments, electronic keys to
unlock car and building doors, electronic tickets with
monetary value and many more. Many people also store
sensitive information on their smartphones which could lead
to damage if compromised [21].

In summary, smartphones are envisioned to replace all
loose items that people currently carry around, such as keys,
ID books, credit cards, and paper, and the security of data on
mobile phones is already becoming a great concern.
Biometrics provides a possible alternative for securing
important mobile data.
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