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ABSTRACT Privacy protection of surveillance videos is an important issue because of the pervasiveness of
surveillance cameras. Region of interest (RoI) privacy protection prefers encrypting limited privacy-sensitive
areas to encrypting the entire video because of the resource-tightened Internet of Things devices. However,
many cryptographic technologies now applied in privacy protection, e.g., AES and RSA, are not efficient to
meet the real-time requirement for surveillance videos. A lightweight encryption approach is then devised
based on layered cellular automata (LCA). Using our approach, the extracted RoIs are fed into the initial
state of an 8-layer cellular automata, which is driven by the randomly selected rules for the LCA’s state
transitions. As a result, all RoIs are encrypted independently and synchronously. The encrypted RoIs are
stored at the camera side and can be used by authenticated users through an on-demand manner. The
surveillance video without RoIs can be watched in real-time by any user online. Theoretical analyses and
experimental results show that our approach is both efficient and effective.

INDEX TERMS Surveillance video, RoI encryption, layered cellular automata, reversible rule, shift
transformation.

I. INTRODUCTION
With the rapid development of network and communica-
tion technology, the application of surveillance systems have
significantly increased in the last two decades. Surveillance
cameras are deployed not only in public places such as air-
port, bus station, but also in private places such as home,
office, to name a few. By surveillance videos, the authen-
ticated users can identify most of objects they want to
observe or track with. For example, the users can see the
live or stored surveillance videos on hand-held devices to
know what is happening or has happened in their house.
However, as it’s possible to obtain the photos of humans’
faces, the plate numbers of the cars among the monitoring
area, the privacy information is then jeopardized through
the surveillance cameras in public areas. The private places
like homes are vulnerable to the surveillance videos too.
Generally, encryption is an effective method to protect pri-
vacy as well as security. Surveillance video encryption algo-
rithms can be categorized as two kinds: 1) encrypt the entire
video [1]–[3], and 2) encrypt the region of interest (RoI)
which contains sensitive information [4]–[12]. Note that
encrypt each frame of a video is not only computationally

expensive but also hard to meet real-time requirement for the
video’s transmission. Only encrypt the RoIs and then keep
the non-privacy region visually intact not only protect the
privacy of the objects, but also increase the efficiency of the
encryption.

To hide privacy from sensitive areas, different cryp-
tographic and RoI extraction techniques are presented.
Chaos cryptographic techniques are applied to encrypt RoIs
in [6] and [7]. Scrambling techniques in transform-domain
and codestream-domain are proposed in [10], [13], and [14].
Pseudo-random permutation-based RoI encryption
approaches for H.264 videos are proposed in [4] and [14].
Traditional encryption algorithms, e.g., AES and DES, are
also used in [9] and [15] for the same purpose. However,
most of the known cryptographic techniques are not suit-
able to encrypt video because of their large computational
costs [16]. In addition, chaotic system is not well suited for
hardware implementation due to high numerical precision
requirements [17]. As a result, hardly is it integrated with an
IoT device at the surveillance cameras’ side. Therefore, the
lightweight and hardware friendly encryption approach is
preferred.
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Although video are made from frames, where each frame
is an image with a compressed format, some inherent features
such as redundancy, bulk data capacity and high correlation
between pixels make the typical image cryptosystems unsuit-
able for videos. In recent years, various image encryption
methods which utilizes the chaos theory [18], [19], the quan-
tum technique [20], the DNA sequence [21]–[23] and the
wavelet transform have been proposed. Nevertheless, apply-
ing CA to encrypt image is preferred because of its intrinsic
features such as parallelism, locality and homogeneity.

Some researchers applied one dimensional (1D) CA to
devise image encryption schemes [24]–[28], because the evo-
lution of 1D CA is both efficient and easy to be implemented.
Since a two dimensional (2D) pixel matrix can represent an
image more efficiently, a 2D CA is more suitable for image
encryption [29]–[31]. Nevertheless, each value in a pixel
matrix has to convert into a binary sequence. Note that the
binary representation of an image is a composition of some
binary matrices, which implicates an image can be viewed as
a combination of some independent 2D CAs. Therefore, that
layered CA (LCA) consists of a series of 2D CAs is suitable
for image encryption.

A LCA is a highly parallel system, not only has the inher-
ent advantages of traditional CA but also has more com-
plex and flexible neighborhood structures. LCA is firstly
introduced in [32] and [33] by which to generate pseudo
random sequence. Then LCA has been applied to design
block cipher along with reversible CA in [34]. It has been
found that the proposed block cipher is better than AES
with respect to the requirements of confusion and diffusion.
Recently, a new public key encryption algorithm and a dig-
ital signature scheme based on LCA have been proposed
in [35] and the experiments show that such a public key
encryption algorithm is more efficient than that of RSA-1024.
A LCA-based reverse iterative image encryption scheme has
been proposed in [36], where the plain image is set as the state
of a LCA and then the LCA is backwardly shifted to generate
the cipher image. As a result, to decrypt the cipher image need
to forwardly shift the LCA with a preceding state. Hence,
a block of the same size as the plain image should be kept
as well as the corresponding cipher image. If such a scheme
is used to encrypt the privacy sensitive RoIs, the transmitted
surveillance data are doubled. Therefore, such a scheme is
not suitable for the privacy protection in surveillance videos
because of resource tightened IoT devices at the surveillance
video side.

In this paper, we propose a lightweight LCA-based method
to encrypt the privacy sensitive RoIs for surveillance videos
with H.264 format, which is a popular video format currently.
The proposed method is devised for the compressed videos
and thus allows extending the existing surveillance systems
without modifying the camera’s hardware. Since the paper
focuses on the RoI privacy protection with lightweight cryp-
tographic techniques, how to extract the RoIs from video
frames is not highlighted. In the paper, the RoIs are extracted
by the method in [8].

The surveillance video is composed of a sequence of group
of pictures (GOP) which consists of I frame, P frames and B
frames, where I frame has spatial redundancy in still images.
Generally, the other frames are all incremental information
between the adjacent frames. In our method, each RoI derived
from I frames will be organized as binary blocks and then
set as the initial states for a LCA proposed in the paper.
Thereafter, the LCA uses its reversible rules and simple
transformations model for state transitions. The final state
data of the LCA is extracted and saved as the encrypted RoI.
All RoIs are encrypted independently. Specifically, the main
contributions of this paper are as follows.
• The RoIs are encrypted and stored at the camera side
for an on-demand service required by the authenticated
users, which makes the proposed method both effective
and efficient.

• A LCA-based approach is devised to encrypt RoIs
for privacy protection in surveillance videos. The sim-
ple rule evolution and shift transformation make the
RoI encryption efficiently, and therefore it satisfies the
lightweight requirements of surveillance videos.

• A randomized key is generated to ensure that the same
RoI blocks from different video frames will show differ-
ent encryption results, and thus the algorithm is able to
resist the known plaintext attacks. Experimental results
show that our approach has desirable security effects,
which ensure that the attackers cannot the derive private
information from the encrypted RoIs without the key.

The remainder of this paper is organized as follows.
In Section II, we introduce the preliminaries of our approach,
including the concepts of cellular automata, elementary cel-
lular automata and layered cellular automata. In Section III,
the framework of the proposed RoI privacy protectionmethod
is specified. In Section IV, we present the lightweight
LCA-based RoI encryption, followed by the experimental
results in Section V. We give a detailed security analysis in
Section VI. The related works are reviewed in Section VII.
Finally, we concluded our work in Section VIII.

II. PRELIMINARIES
A CA is a dynamic information processing system whose
space, time and state are all discrete. The CA consists of
several cells arranged in a regular grid. Each cell has its own
state and all cells update their states synchronously according
to a presetting local rule. The new state of a cell depends not
only on its own state in history, but also the states of its neigh-
bors’. For a finite CA, the periodic boundary conditions are
usually applied, where the boundary cells are concatenated as
a cascading system and thus the CA can be treated as a finite
state machine.

For an 1D CA, its local transition rule f is defined as
follows:

st+1i = f (sti−r , · · · , s
t
i−1, s

t
i , s

t
i+1, · · · , s

t
i+r )

where sti denotes the state of ith cell at time t and r is
neighborhood radius with the center as sti . If there are two
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cell states only, totally f has 22r+1 different inputs followed
by 22

2r+1
different local transition rules.

Elementary CA (ECA) is the simplest CA that each cell
only has two possible states and three neighbors. There are
28 = 256 elementary rules in total and each of them is
indexed by an integer lies in [0, 255]. All possible input states
of f are arranged in the order as 111, 110, · · · , 001, 000,
where the resulting output states formed a binary sequence
and the corresponding rule number is represented by the
chosen decimal numbers. The example elementary rules are
showed in Table 1.

TABLE 1. Elementary rule 15, 30 and 90.

Reversible cellular automata (RCA) is a special case of
CA whose transition rule is reversible and each state has
only one successor and one predecessor. RCA is especially
suitable for cryptosystem because the reversibility property of
CA ensures that any encrypted message can be decrypted by
the same algorithm performed in the reverse direction. It has
been proved that whether a rule of an 1D CA is reversible
is determined, whereas for a two or more dimension CA the
same reversibility is undecidable.

A layered cellular automata (LCA) is a cascading sys-
tem of 2D CAs with the same size, where each layer is a
composition of 1D CAs. The structure of LCAs makes a
more complex but flexible expression ability. In this paper,
an 8-layer CA is devised by us to encrypt the RoIs of the gray
surveillance video frames because the 8-layer CA can match
up with the binary pixel matrix of a video frame completely.
The relationship between the pixel matrix and a layered CA
is shown in Fig. 1.

FIGURE 1. Relationship between pixel matrix and 8-layer CA.

III. THE FRAMEWORK OF OUR APPROACH
Our approach is a hierarchical privacy protection method
for surveillance videos now can apply to the video format
H.264. By our approach, the non-authenticated users can
only see the real-time surveillance video without RoIs, while
the authenticated users can watch the complete surveillance
video through an on-demand manner.

The framework of the proposed RoI encryption approach
is shown in Fig. 2 (a). The RoIs containing privacy sensitive
information such as faces and license plates are extracted
from the I frames (JPEG format) through the RoI detection
and segmentation methods in [8]. It’s possible that there are
more than one RoI in a video frame. The length and width
of each RoI is the multiples of 16, so that each RoI can be
divided into the sub-blocks of the size 16× 16.
LCA-based lightweight encryption algorithm is performed

on every RoI to make the privacy sensitive information unrec-
ognizable, and then all RoIs from a frame are encrypted
independently. Hence, if there are some bits spoiled dur-
ing the encoding and/or transmission, it will only affect the
decryption within their blocks, which limits the errors prop-
agation. All RoI blocks in a video frame are encrypted by
the same random keys, which can reduce the consumption
of the key’s exchange and storage. Note that the RoIs from
different video frames are required to use different encryption
keys.

After the RoIs are extracted, the pixel values with all 0
(or 1) are filled back to replace the extracted RoI regions
in the I frames. In what follow, the new surveillance video
based on the new I frames is then re-encoded and transmitted,
which can be watched real-time on a computer or a hand-
held device with network service. Whereas the encrypted
RoIs are stored at the camera side without compression and
be used for the on-demand service later, i.e., the stored RoI
will be transmitted, decrypted and then integrated with the
new I frames to recover the original surveillance video if and
only if the authenticated users require to do so. Note that
the encrypted RoI data lost almost all spatial correlations,
compression cannot decrease the data size remarkably.

The RoIs encryption and the new video’s encoding are
carried out independently, which make the proposed method
can not only protect privacy information, but also meet the
real-time requirement. In addition, since the RoIs in the
original I frames are replaced with regions that pixel val-
ues are all 0 or 1, the surveillance video data compression
ratio is increased because the correlations of these data are
increased. The cost of our approach is the affordable delay for
the authenticated users to retrieve the complete surveillance
video.

As shown in Fig. 2 (b), the non-authenticated users still
can see the non-privacy region that remains intact and the
privacy region is replaced with a white region, whereas the
authenticated users can see the entire surveillance video.

IV. LIGHTWEIGHT ROI ENCRYPTION ALGORITHM
The encryption algorithm uses the binary sequences from
each RoI block as the initialization of an 8-layer CA. Since
each layer of the LCA can be treated as a composition of
a series of 1D CAs, we then randomly select the reversible
ECA rules to train the LCA and then obtain the LCA’s
final state, which can be mapped into a pixel matrix of the
encrypted image. In order to obtain better confusion and
diffusion effects, we also apply half shift transformation in
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FIGURE 2. The framework of the proposed LCA-based RoI encryption approach.

each layer as well as in adjacent layers. Besides, a random
shift transformation on each 1D CA is applied, too.

A. KEY GENERATION
We first choose four pairs of reversible ECA rules, {15, 85},
{51, 51}, {170, 240}, and {204, 204}, as the transition rules,
and then such rules are indexed by a mapping function as
following:

F : {00, 01, 10, 11} → {15/85, 51/51, 170/240, 204/204}

whereF is an injective function. Furthermore, in each pair of
rules, the one is used for encryption and the other is used for
decryption.

A pseudo random binary sequence PR is generated from a
seed number, which is secretly shared between the encryption

and the decryption sides. The PR is divided into blocks of two
bits, where each block represents a particular rule for a 1D
CA in the LCA. Therefore, the length of the sequence PR is
determined by the number of 1D CA in the LCA, where the
number is decided by the height of its RoI block. Specifically,
the size of a RoI block is 16 × 16, each layer of the layered
CA has 16 rows and then the length of the sequence PR is
8× 2× 16 = 256.

The binary sequence PR with the iteration number N will
be used as the encryption and decryption key.

B. ENCRYPTION
The RoI blocks are encrypted as follows.
Step 1: Initialization. Arrange the binary sequence from the

original RoI block into an 8-layer CA, and then let each layer
contain 16× 16 bits.
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Step 2: Rule evolution. Each layer is treated as a composi-
tion of the rows of the 1D CAs with the same size. Thereafter,
cells from different 1DCAs change their states independently
according to different ECA rules which selected by the blocks
in the sequence PR.
Step 3: Intra-layer shift. A half shift transformation is

performed in each layer. For every row in a layer, only half
cells change their states to the states of the cells at their
adjacent row. Specifically, the cells at posterior columns will
change their states and the other cells will keep static.

If there are k(k ∈ N+) columns in each layer, the state of
ith row in the l th layer at time t is (stl,i,1, · · · , s

t
l,i,j, · · · , s

t
l,i,k ).

It will be shifted to the new state (st+1l,i,1, · · · , s
t+1
l,i,j , · · · , s

t+1
l,i,k )

after an intra-layer half shift transformation, where

st+1l,i,j =


stl,i,j, 1 ≤ j ≤ d

k
2
e;

stl,i+1,j, d
k
2
e + 1 ≤ j ≤ k.

Note that such a transformation makes the half cells in
each layer change their states, and it indirectly influences the
cells not shifted because such transformation can change their
neighbors’ states. Therefore, if a cell in a row changes its
state, it will affect the cells not only in the same row but also
in the other rows.
Step 4: Inter-layer shift. It is a half shift transformation

between adjacent layers. In addition, this is a periodic trans-
formation, where half cells in one layer will shift to its upper
layer and the cells in the first layer will shift to the last
layer.

Specifically, when the inter-layer half shift transformation
has happened, the new states of the ith row in the l th layer is
(st+1l,i,1, · · · , s

t+1
l,i,j , · · · , s

t+1
l,i,k ) at time t + 1, where

st+1l,i,j =


stl+1,i,j, 1 ≤ j ≤ d

k
2
e;

stl,i,j, d
k
2
e + 1 ≤ j ≤ k.

Step 5: Intra-row random shift. Each 1D CA in a layer
performs a periodic intra-row shift transformation. All cells in
a 1DCA shift to their left according to a random shift number.

Let ab denote the transition rule of an 1D CA
appointed by the binary sequence in the key, where
a, b ∈ {0, 1}, then the shift number of the CA is
defined as a × 21 + b × 20 = 2a + b. Therefore,
each 1D CA in the layered CA has four possible shift
numbers.

Repeat Step 2 to Step 5 until the predefined iteration
number reached.

Finally, the encrypted RoI block is built by converting the
final state of the 8-layer CA into a pixel matrix. Fig. 3 shows
the aforementioned encryption process. Algorithm 1 is used
for RoIs encryption.

Table 2 lists the rule indexes and the resulting shift num-
bers. Fig. 4 shows a shift transformation on a layer according
to the shift numbers shown in Table 2.

FIGURE 3. The LCA-based surveillance video encryption algorithm.

Algorithm 1 Encryption Algorithm
Input: RoI block RB, random sequence PR, iteration

number N ;
Output: Cipher block CB
1: RB← Cell(RB);
2: for k = 1 to N do
3: RB← Rule(RB,PR); // Rule evolution
4: RB← IntralayerST (RB); // The intra-layer shift
5: RB← InterlayerST (RB); // The inter-layer shift
6: RB← IntrarowST (RB,PR);
7: // The intra-row random shift
8: end for
9: CB← Mat(RB);
10: return CB

TABLE 2. Shift numbers with its corresponding rule indices.

C. DECRYPTION
The decryption key is the same as the encryption key. The
evolution rules represented by the sequence are the reverse
rules of the ones used in the encryption.

The binary sequence of an encrypted RoI block is set as the
initial state of an 8-layer CA. Forward shifting uses the rules
selected by the decryption key. Thereafter, the inverse trans-
formations of the three different transformations mentioned
above are performed, too.
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FIGURE 4. An example of random shift.

The difference between the intra-layer half shift transfor-
mation and its inverse procedure is the LCA’s shift direction.
For example, after the inverse transformation, the new state
of the cell at ith row jth column in l th layer on time t + 1 is:

st+1l,i,j =


stl,i,j, 1 ≤ j ≤ d

k
2
e;

stl,i−1,j, d
k
2
e + 1 ≤ j ≤ k.

Similarly, when the inverse inter-layer half shift transfor-
mation happens, the cell’s new state on time t + 1 is:

st+1l,i,j =


stl−1,i,j, 1 ≤ j ≤ d

k
2
e;

stl,i,j, d
k
2
e + 1 ≤ j ≤ k.

The inverse procedure of intra-row shift transformation is
that each cell shifts to its right according to a shift num-
ber, where the number is the same as the one used in the
encryption.

The final state of the LCA is converted into the pixel matrix
by which to recover the RoI blocks. Algorithm 2 is used for
decryption.

Algorithm 2 Decryption Algorithm
Input: Cipher block CB, random sequence PR, iteration

number N ;
Output: RoI block RB
1: CB← Cell(CB);
2: for k = 1 to N do
3: CB← InIntrarowST (CB,PR);
4: // The inverse procedure of intra-row random shift
5: CB← InInterlayerST (CB);
6: // The inverse procedure of inter-layer shift
7: CB← InIntralayerST (CB);
8: // The inverse procedure of intra-layer shift
9: CB← Rule(CB,PR); // Rule evolution
10: end for
11: RB← Mat(CB);
12: return RB

FIGURE 5. Experimental results.

V. EXPERIMENTAL RESULTS
The experiments based on the surveillance videos of H.264,
as showed in Fig. 5 (a) and (b), where the RoIs contain privacy
sensitive information, such as human face and vehicle plate
number. In our experiments, the RoIs are extracted by the
method in [8].

The proposed approach is applied on these extracted RoIs,
the encrypted RoIs are showed in Fig. 5(c) and (d), the non-
privacy regions are then integrated with the replacement
regions (white region) for privacy protection are showed
in Fig. 5 (e) and (f) and the recovered complete video frames
for the authenticated users are showed in Fig. 5 (g) and (h).

VOLUME 6, 2018 18079



X. Zhang et al.: Lightweight Encryption Method for Privacy Protection in Surveillance Videos

TABLE 3. Entropy comparisons of our approach and some of the known schemes.

In addition, the blocks of any two RoIs in a frame
are encrypted by the same key, whereas the RoI blocks
from different frames are encrypted by different keys. Even
if the encryption key of the RoI blocks in a frame is
leaked, the encrypted RoI blocks in others frames cannot be
decrypted. Therefore, it can not only protect the privacy in
a surveillance video, but also reduce the costs of the key’s
distribution.

VI. SECURITY AND PERFORMANCE ANALYSIS
Encryption algorithm used for privacy protection in surveil-
lance video should be secure enough to prevent attackers
deriving the privacy information from the encrypted videos.
In our work, regions contain private information in frames are
encrypted by our LCA-based approach and the non-privacy
regions are going to remain intact.

Several statistical tests and measurements are used to
analyze the security of our approach.

A. INFORMATION ENTROPY
Information entropy is an important measurement for the gray
levels distribution in an image. The entropy of an image I is
defined as follows:

H (I ) = −
L∑
i

p(xi)log2p(xi),

where L is the number of gray levels, xi is the ith gray value
in the image I , p(xi) is the occurrence probability of xi, and∑

i p(xi) = 1.
The higher the entropy is, the more the gray levels close to

uniform distribution are. For an image satisfies uniform dis-
tribution, there are 256 gray levels with the same occurrence
possibility, therefore the optimal entropy value is 8 and the
entropy of an encrypted image should be approach to such a
value. Table 3 shows a comparison of the entropies of three
gray images and their corresponding cipher images encrypted
by our LCA-based method and some other methods
in [24], [30], [31], and [37]. In Table 3, the entropies of the
images encrypted by our method are very close to the optimal
value 8, which demonstrates that our method is better than
that of the other methods.

B. HISTOGRAM
An image histogram directly presents the statistical charac-
teristics of the image pixel values. Generally, the pixel values
of the encrypted images have to satisfy a uniform random
distribution.

Fig. 6 shows the histograms of three plain images and their
corresponding cipher images encrypted by our approach. Fur-
thermore, Fig. 7 shows the encrypted images whose plain
images pixel values are all binary numbers 1 or 0, and the
histograms of the two encrypted images. Entropies of the
cipher images shown in Fig. 7 (b) and (c) are 7.988 and 7.987,
respectively. It’s obvious that all histograms of the cipher
images are close to strict uniform distribution, which far away
from the plain images with irregular distributions. Therefore,
it is computationally infeasible to derive any information
about the plain images from its corresponding cipher images
without the key.

C. CORRELATION OF ADJACENT PIXELS
Correlation test of the adjacent pixels is an important sta-
tistical method to evaluate the diffusion and confusion of
an encryption algorithm. Encrypted images should have an
almost zero correlation between the adjacent pixels, whereas
the plain images should present a strong correlation.

To perform a correlation test on an image, we randomly
choose 1,000 pairs of adjacent pixels in vertical, diagonal and
horizontal directions from a plain image and its cipher image,
respectively. We then calculate the correlation coefficient,
where the correlation coefficient is defined as follows:

rxy =
cov(x, y)√
D(x) ·

√
D(y)

,

D(x) =
1
n

n∑
i=1

(xi − E(x))2,

E(x) =
1
n

n∑
i=1

xi,

cov(x, y) =
1
n

n∑
i=1

(xi − E(x))(yi − E(y)).

Table 4 shows the correlation coefficients of the three plain
images and their corresponding cipher images. We can see
that all the coefficients of the plain images are close to 1, and
coefficients the values of the cipher images are close to 0.
It shows that our approach reduces the correlation between
the adjacent pixels effectively. Fig. 8 shows the correlation
distribution of the pixels selected from the three directions
of image ‘rice’ where the adjacent pixels in the plain images
are distributed diagonally because of their similar gray levels.
Nevertheless, in the cipher image it satisfies random distri-
bution, which shows that our approach satisfies the require-
ments of confusion and diffusion, too.
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FIGURE 6. Histograms of images of the rice, the cameraman and the lift. (a) rice. (b) cameraman. (c) lift. (d) The histogram of the
rice. (e) The histogram of the cameraman. (f) The histogram of the lift. (g) The rice’s cipher. (h) The cameraman’s cipher. (i) The lift’s
cipher. (j) The histogram of the rice’s cipher. (k) The histogram of the cameraman’s cipher. (l) The histogram of the lift’s cipher.

VOLUME 6, 2018 18081



X. Zhang et al.: Lightweight Encryption Method for Privacy Protection in Surveillance Videos

FIGURE 7. Histograms of images with all ones or zeros pixel value, where (a) and (d) are plain images, (b) and (e) are cipher images of (a) and (d), and
(c) and (f) are histograms of (b) and (e).

TABLE 4. Correlation coefficients of the horizontal, the vertical and the diagonal directions.

D. DIFFERENTIAL ANALYSIS
A differential analysis refers to the influence of slight change
in plain image with respect to the cipher image. If a single
pixel’s change can have a significant influence in the cipher
image, that the encryption algorithm is secure against the
differential attack is concluded.

Two indexes are used to measure such a influence in the
paper, viz., the number of pixels change rate (NPCR) and the
unified average changing intensity (UACI), where:

NPCR =

∑
i,j D(i, j)

M × N
× 100%,

UACI =
1

M × N

∑
i,j

|C1(i, j)− C2(i, j)|
255

× 100%,

D(i, j) =

{
0, C1(i, j) = C2(i, j);
1, otherwise.

According to [30], the optimal values of NPCR and UACI
are 99.61% and 33.46% respectively. Fig. 9 shows the results
of NPCR and UACI with different iterations where quite a
few iterations can make NPCR and UACI approach close to
their optimal values. Fig. 9 shows that a pixel change in plain
image can promptly cause a significant changes in the cipher
image, too.

E. KEY SENSITIVITY
According to Shannon’s theory, encryption result should be
sensitive to any changes in a key. In our algorithm, the key is
made up of a pseudo random binary sequence and an iteration
number.

To test the key’s sensitivity, the following experiments are
performed on a 64×64 bits gray image ‘rice’, viz., Fig. 10(a).
We first encrypted the image with K0(PR,N = 5) to get

18082 VOLUME 6, 2018



X. Zhang et al.: Lightweight Encryption Method for Privacy Protection in Surveillance Videos

FIGURE 8. Correlation between horizontally, vertically and diagonally adjacent pixels: (a), (c) and (e) are in the plain
image; (b), (d) and (f) are in the cipher image.

a reference cipher image C0, where PR is a 16 × 64 bits
binary sequence, and then we encrypt the plain image with
two modified keys K1(PR1,N = 5) and K2(PR,N = 7),
where the difference between PR and PR1 is only one bit.
The corresponding cipher images are denoted by C1 and C2
respectively, as shown in Fig. 10. In order to present a quanti-
tative illustration, correlation coefficients betweenC0 andC1,
C0 andC2 are calculated. The values are−0.0196 and 0.0021,
respectively, which show that our LCA-based approach is key
sensitive.

Fig. 11 shows the decryptions of cipher image C0 with
three different keys K0, K1 and K2, the data show that our
approach is key sensitive.

F. BRUTE-FORCE ATTACK
Brute-force attack or exhaustive attack is a basic technique
of trying every possible key in turn until the correct key
is identified. Theoretically, the size of the key space deter-
mines the practical feasibility of performing a brute-force
attack [34].
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FIGURE 9. NPCR and UACI values at different encryption iterations.

FIGURE 10. Key sensitivity with respect to encryption. (a) Plain image
rice. (b) Cipher image C0. (c) Cipher image C1. (d) Cipher image C2.

In our method, the key used to encrypt the RoIs in a frame
is composed of a pseudo random binary sequence PR and an
iteration number N . Let S denote the set of all possible keys,
|S| is the cardinality of S. The length of the binary sequence
is decided by the size of the encrypted RoI block, which is
set as 16 × 16. Since each bit pair in the binary sequence
specifies a transition rule for a 1D CA in the LCA, the same
sequence denotes different rule sequences when different
mapping function F is applied. Therefore, the cardinality of
S satisfies |S| > 22 × 4! × 216×16 > 2262, which is larger

FIGURE 11. Key sensitivity with respect to decryption. (a) Cipher
image C0. (b) Decrypted by K0. (c) Decrypted by K1. (d) Decrypted by K2.

than that of AES and DES, where the same |S| of AES and
DES are 2128 (or 2192, 2256) and 256, respectively.
Note that a frame may has more than one RoIs. In order

to reduce the cost of the key’s distribution, all RoI blocks
in a frame will be encrypted with the same key. Because
our approach satisfies the requirements of confusion and
diffusion, even if two blocks which have minor differences
are encrypted by the same key, the results are far different.
Furthermore, a RoI extracted from a framemay be the same as
the one from the other frames, those frames will be encrypted
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by different keys and hence even the same RoI will show
different encryption results. As a result, it’s computationally
infeasible to launch a key brute-force attack to our approach.

G. PERFORMANCE ANALYSIS
Since CA are natively parallel, CA-based encryption scheme
is very efficient in both hardware and software imple-
mentations. In the lightweight LCA-based iterative image
encryption method proposed in [36], each cell performs rule
evolution, transposition and XOR operations for N iterations,
the computational complexity is O(N ). The results of the
performance analysis showed that it is more efficient when
compared with some 1D and 2D based encryption methods.

In our LCA-based method, fewer operations are performed
for each cell in all RoI blocks than the one in [36]. Only one
rule evolution and three shift transformations are involved in
each iteration. ForN iterations, the computational complexity
of our method is O(N ), too. Since the RoIs in each frame
are organized into blocks and be encrypted independently
and synchronously, which contribute to the efficiency of our
approach. Furthermore, the results of the above analysis show
that even less iteration rounds enable the encrypted blocks to
have a good statistical characteristic.

VII. RELATED WORK
Encrypting the RoIs are more practical than to encrypt the
entire surveillance video. By far, several types of tech-
niques to encrypt the RoIs in surveillance videos have been
proposed.

A permutation-based privacy protection method for
surveillance videos was proposed in [4]. It applies permuta-
tion in pixel domain to hide private information and tolerates
lossy compression and transcoding. The encrypted bitstream
is format-compliant with H.264 standard, so it’s convenient
for transmission and implementation. However, it increases
the transport bit rate dependent on the size of the encrypted
regions.

Two efficient scrambling techniques applied in transform-
domain and codestream-domain for MPEG-4 surveillance
videos was proposed in [10], which can be adapted for
H.264 videos. In the transform-domain scrambling technique,
the sign of selected transform coefficients is pseudo ran-
domly flipped during encoding, which influence the coding
efficiency because the length of the coefficients codewords
remains identical whenever the coefficient sign is flipped.
In the second technique, some bits of the codestream are
inverted. Similarly, several scrambling-based privacy protec-
tion methods are proposed [13], [14], [38], [39], too. The
main advantage of scrambling-based privacy protection tech-
niques is that they are reversible. However, the scrambling-
based methods requires high processing power and heavy
modification of a compression encoder [40].

An object-based unequal encryption method for H.264
compressed surveillance videos was proposed in [9]. Based
on the H.264 bit sensitivity analysis, the bits with the high-
est sensitivity are encrypted by AES. Note that AES is not

suitable for surveillance videos encryption due to its high
computational cost.

A chaos-based approach to encrypt privacy sensitive RoIs
in video frames has proposed in [6]. This approach supports
various levels of abstraction of data hiding according to the
authority of the observer. Similarly, a chaos-based encryption
method are also proposed in [7]. Some pseudo-random num-
bers are generated by a chaotic system with an initial seed,
and then these numbers are used to encrypt the RoIs to hide
the sensitive information. However, chaotic system is not well
suited for hardware implementation due to high numerical
precision requirements. Hence, it cannot be integrated with
a resource-tightened surveillance camera in IoTs.

Since most of the existing RoI encryption methods are
focused on the confidentiality of the surveillance videos,
the integrity of the RoIs are ignored. To fill such a gap,
a lossless RoI privacy protection for surveillance video was
proposed in [8]. With this method, the sign of the residual
coefficient and intra-frame predictionmodes are encrypted by
the pseudo-random sequences, which is similar to the method
in [13] that can be integrated into the existing surveillance
systems.

A moving object detection based RoI encryption method
for H.264 videos has been proposed in [12]. The encryption
is performed by XOR operation between the luminance coef-
ficients and their key sequence, which does not satisfy the
secure requirement though it is easy to be implemented.

VIII. CONCLUSION
Traditional cryptosystems are not suitable for surveillance
video encryption due to the high computational costs. A RoI
encryption approach based on LCA is proposed. The RoIs
are extracted from I frames and then being encrypted by
our approach and then stored in an IoT device at the cam-
era’s side, the new frames without RoIs are re-encoded and
then can be viewed on line by any user. The authenticated
users can retrieve the original surveillance video with an
on-demand manner. Since LCA is a highly parallel system,
LCA-based encryption with the simple rules and transfor-
mations is inherently efficient and easy to be implemented.
Additionally, each RoI is divided into a series of binary blocks
and all the blocks are encrypted synchronously, the proposed
method satisfies the real-time requirements of surveillance
videos. The experimental results show that our approach sat-
isfies both confusion and diffusion encryption requirements
and is able to resist brute-force attacks as well as statistical
attacks.
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