



Online Shopping with Fraud detection
ABSTRACT

This paper proposes an empirical method of Anomaly detection by analyzing the spending habit of vendee. Proposed system models the sequence of operations in credit card transaction processing using a Hidden Markov Model (HMM) and shows how it can be used for the detection of frauds. In the existing credit card fraud detection business processing system, fraudulent transaction will be detected after transaction is done. It is difficult to find out fraudulent and regarding loses will be barred by issuing authorities. Hidden Markov Model is the statistical tools for engineer and scientists to solve various problems. It is shown that credit card fraud can be detected using Hidden Markov Model during transactions. Hidden Markov Model helps to obtain a high fraud coverage combined with a low false alarm rate. Does not require fraud signatures and yet is able to detect frauds by considering a cardholder’s spending habit. Card transaction processing sequence by the stochastic process of an HMM. The details of items purchased in Individual transactions are usually not known to an FDS running at the bank that issues credit cards to the cardholders. Hence HMM is an ideal choice for addressing this problem. The objective of the system is to detect the Anomaly during the transaction only and confirm the fraud by asking some security code. Hidden Markov Model helps to obtain a high fraud coverage combined with a low false alarm rate.
Existing System

In day to day life credit cards are used for purchasing goods and services with the help of virtual card for online transaction or physical card for offline transaction. In physical-card based purchase, the cardholder presents his card physically to a merchant for making a payment. To carryout fraudulent transactions in this kind of purchase, an attacker has to steal the credit card. If the cardholder does not realize the loss of card, it can lead to a substantial financial loss to the credit card company. In online payment mode, attackers need only little information for doing fraudulent transaction (secure code, card number, expiration date etc.).In this purchase method, mainly transactions will be done through Internet or telephone. To commit fraud in these types of purchases, a fraudster simply needs to know the card details. Most of the time, the genuine cardholder is not aware that someone else has seen or stolen his card information. The only way to detect this kind of fraud is to analyze the spending patterns on every card and to figure out any inconsistency with respect to the “usual” spending patterns. Fraud detection based on the analysis of existing purchase data of cardholder is a promising way to reduce the rate of successful credit card frauds. Since humans tend to exhibit specific behaviorist profiles, every cardholder can be represented by a set of patterns containing information about the typical purchase category, the time since the last purchase, the amount of money spent, etc. Deviation from such patterns is considered as fraud. 

Disadvantage:

In online payment mode, attackers need only little information for doing fraudulent transaction (secure code, card number, expiration date etc.).
Proposed System:

A Hidden Markov Model is a finite set of states; each state is linked with a probability distribution. Transitions among these states are governed by a set of probabilities called transition probabilities. In a particular state a possible outcome or observation can be generated which is associated symbol of observation of probability distribution. It is only the outcome, not the state that is visible to an external observer and therefore states are ``hidden'' to the outside; hence the name Hidden Markov Model. Hence, Hidden Markov Model is a perfect solution for addressing detection of fraud transaction through credit card. One more important benefit of the HMM-based approach is an extreme decrease in the number of False Positives transactions recognized as malicious by a fraud detection system even though they are really genuine. 

In this prediction process, HMM consider mainly three price value ranges such as.1) Low (l),2) Medium (m) and,3) High (h).First, it will be required to find out transaction amount belongs to a particular category either it will be in low, medium, or high ranges.Initially the HMM is trained with the normal behavior of a card holder then spending patterns of user can be determined with the help of K-means clustering algorithm. If an incoming transaction is not accepted by the HMM with sufficient probability then it can be detected as fraud for further confirmation security question module will be activated that contains some personal questions that are only known to authorized customer and if the transaction is fraudulent then verification code is asked for further confirmation. Hidden Markov model works on Markov chain property in which probability of each subsequent state depends on the previous state, which consists of observation probabilities, transition probabilities and initial probabilities. A hidden Markov model can be considered a generalization of a mixture model where the hidden variables (or latent variables), which control the mixture component to be selected for each observation, are related through a Marko process rather than independent of each other.   
Advantages:
Important benefit of the HMM-based approach is an extreme decrease in the number of False Positives transactions recognized as malicious by a fraud detection system even though they are really genuine.
Problem Statement
In proposed system, by using Hidden Markov Model (HMM) which does not require fraud signatures and yet is able to detect frauds by considering a cardholder’s spending habit. Card transaction processing sequence by the stochastic process of an HMM. The details of items purchased in Individual transactions are usually not known to an FDS running at the bank that issues credit cards to the cardholders. Hence HMM is an ideal choice for addressing this problem. To complete the transaction Vendee should answer the security questions. Fraud is confirmed by asking some security code which is sent by email transaction proceed only when verification code is correct otherwise transaction cancelled. Fraud is detected using the probability difference that is in between old observation sequence and new observation sequence.
Scope:

HMM is basically a model consisting of sequence of states that works on Markov chain property . Name Hidden here indicates that observer does not know in which state it is but having a probabilistic insight on where it should be. Input to HMM is observation sequence and output is probability of a sequence. A hidden Markov model can be considered a generalization of a mixture model where the hidden variables (or latent variables), which control the mixture component to be selected for each observation, are related through a Markov process rather than independent of each other.
Architecture:
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MODULES”
1. Vendor .
2. Hidden Markov Model .
3.  K-Means Clustering.
4. Anomaly Detection. 
Modules Description

1. Vendor   
Vendee will select the product from list and add it to cart.initialy cardholder will select the product and add it to the cart. In this purchase method, mainly transactions will be done through Internet or telephone.
2. Hidden Markov Model 
A Hidden Markov Model  is a finite set of states; each state is linked with a probability distribution. Transitions among these states are governed by a set of probabilities called transition probabilities. In a particular state a possible outcome or observation can be generated which is associated symbol of observation of probability distribution. It is only the outcome, not the state that is visible to an external observer and therefore states are ``hidden'' to the outside; hence the name Hidden Markov Model. Hence, Hidden Markov Model is a perfect solution for addressing detection of fraud transaction through credit card. One more important benefit of the HMM-based approach is an extreme decrease in the number of False Positives transactions recognized as malicious by a fraud detection system even though they are really genuine.
3.  K-Means Clustering   
By using K-MEANS clustering algorithm which divides the spending profile of a user into low medium and high cluster and accordingly generates observation symbols that are further given to HMM for training as well as detection purpose K-means clustering algorithm first divides the transaction amount into different clusters. 
4. Anomaly Detection 
comparing previous observation sequence with existing and calculates the probability difference if it is >0 then fraud is detected and mail sent to Vendee for confirmation, else the transaction is completed.
Fraud detection confirmed by asking verification code if user will enter the correct verification code then transaction is completed else fraud is confirmed.
System Configuration:-

H/W System Configuration:-

        Processor               -    Pentium –III
Speed                                -    1.1 Ghz

RAM                                 -    256  MB (min)

Hard Disk                          -   20 GB

Floppy Drive                     -    1.44 MB

Key Board                         -    Standard Windows Keyboard

Mouse                                -    Two or Three Button Mouse

Monitor                              -    SVGA
S/W System Configuration:-

· Operating System            :Windows95/98/2000/XP 

· Application  Server          :   Tomcat5.0/6.X                               



· Front End                          :   HTML, Java, Jsp

·  Scripts                                :   JavaScript.
· Server side Script             :   Java Server Pages.

· Database                            :   Mysql
· Database Connectivity      :   JDBC.
CONCLUSION
We proposed system which is an application of HMM in Anomaly Detection. The different steps in credit card transaction processing are represented as the underlying stochastic process of an HMM. The ranges of transaction amount can be used as the observation symbols, whereas the types of item have been considered to be states of the HMM. Also proposed system suggests a method for finding the spending profile of cardholders, as well as application of this knowledge in deciding the value of observation symbols and initial estimate of the model parameters. It has also been explained how them can detect whether an incoming transaction is fraudulent or not. The system is also scalable for handling large volumes of transactions. The proposed method can be enhanced to achieve more accuracy and better algorithms for clustering.  





















































































