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A Modified Hierarchical Attribute-Based Encryption Access Control
Method for Mobile Cloud Computing

Yuanpeng Xie, Hong Wen, Bin Wu, Yixin Jiang and Jiaxiao Meng

Abstract—Cloud computing is an Internet-based computing pattern through which shared resources are provided to devices on-
demand. Its an emerging but promising paradigm to integrating mobile devices into cloud computing, and the integration performs
in the cloud based hierarchical multi-user data-shared environment. With integrating into cloud computing, security issues such as
data confidentiality and user authority may arise in the mobile cloud computing system, and it is concerned as the main constraints
to the developments of mobile cloud computing. In order to provide safe and secure operation, a hierarchical access control method
using modified hierarchical attribute-based encryption (M-HABE) and a modified three-layer structure is proposed in this paper.
In a specific mobile cloud computing model, enormous data which may be from all kinds of mobile devices, such as smart phones,
functioned phones and PDAs and so on can be controlled and monitored by the system, and the data can be sensitive to unauthorized
third party and constraint to legal users as well. The novel scheme mainly focuses on the data processing, storing and accessing,
which is designed to ensure the users with legal authorities to get corresponding classified data and to restrict illegal users and
unauthorized legal users get access to the data, which makes it extremely suitable for the mobile cloud computing paradigms.

Index Terms—Mobile cloud computing, M-HABE, access control.

I. INTRODUCTION

ith explosive growth of mobile devices including smart
thones, PDAs, and tablet computers and the applica-
tions installed in them, the mobile-Internet will maintain the
development growth trend as 4G communication network is
extensively promoted to our lives. What users of the mobile
devices and applications need is that mobile-Internet can
provide them with the service which is user-friendly, high-
speed, and steady. In addition, the security issues of mobile
terminals and the Internet access are attached importance to.
And as a combination of cloud computing, mobile devices and
wireless networks, mobile cloud computing is an emerging
but very promising paradigm which brings rich computational
resources to mobile users, network operators, as well as cloud
computing providers [1] [2] [3]. The flaws of data storing
and data computing in mobile-Internet applications can be
overcome by mobile cloud computing while the new paradigm
can also accomplish cloud based multi-user data sharing, end
geographical service limitation, and process real-time tasks
efficiently at the same time.
There is no accurate definition of mobile cloud comput-
ing, several concepts were proposed, and two most popular
schemes can be described as follows:

1) Mobile cloud computing is a kind of scheme which could
run an application such as a weather monitor application
on remote cloud servers as displayed in Figure 1, while
the mobile devices just act like normal PCs except that
the mobile devices connect to cloud servers via 3G or
4G while PCs through Internet. And this concept is
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considered as the most popular definition of mobile cloud
computing [4].

2) Taking advantages of leisure resources such as CPU,
memory, and storing disks, another model of mobile
cloud computing exploits the mobile devices themselves
as resources providers of cloud [5]. And the scheme
supports user mobility, and recognizes the potential of
mobile clouds to do collective sensing as well.

In this paper, we mainly use the first paradigm mentioned
above, but the second one inspires us to assume that what
if the mobile devices do not provide computing resources or
storing resources but sensing data instead?

In fact, most mobile devices are capable to capture some
data from the environment nowadays, for example, almost
every smart phone are equipped with sensors of proximity,
accelerometer, gyroscope, compass, barometer, camera, GPS,
microphone [6], etc. Combining the concept of WSN, mobile
devices can be regarded as mobile sensors that are able to
provide other mobile devices who are users of the mobile cloud
services with some sensing information including environment
monitoring data, health monitoring data, and so on.

We take a weather monitor application as an example in
this paper.

Assuming that a company develops a weather monitor
application which aims to share real-time weather information
such as temperature, humidity, pictures, and precise location
information and so on to other users of the application. And the
application utilizes the user-cloud-user model instead of peer-
to-peer model so that the users can get classified and demanded
information. Another feature of the application is that the users
are divided into different hierarchies, depending on which
users can get different sensing data, and users with higher
privilege level can, of course, get access to more specific and
more frequently updated information.

In order to meet what the application requires, security
issues of the whole system should not be ignored, among all
security issues the most important two security issues in such
model can be divided into two parts: authority of application
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Fig. 1. A mobile cloud computing model

users and the confidentiality of sensing data. Those issues can
be solved by providing methods of access control [7]. Attribute
Based Encryption (ABE) is a recent cryptographic primitive
which has been used for access control [8]-[11]. Access
control issue deals with providing access to authorized users
and preventing unauthorized users to access data. Attaching a
list of authorized users to each data is the simplest solution
to achieve access control. However, this solution is difficult
in the scenario with a large number of users, such as the
application mentioned above within the environment of cloud.
Public cryptographic scheme is another solution, in which
a public/secret key pair is given to each user and encrypt
each message with public key of the authorized user, so that
only the specific users are able to decrypt it. In the proposed
scenario, users with different privilege levels have different
rights to access the part of sensing data coming from the
mobile devices. Therefore, one same data has to be encrypted
into ciphertext once, which ought to be able to be decrypted
multiple times by different authorized users.

Based on such application demands, the concept of attribute
based encryption is introduced [11]. Senders encrypt message
with certain attributes of the authorized receivers. The ABE
based access control method uses several tags to mark the
attributes that a specific authorized user needs to possess.
The users with certain tag sets can get access to the spe-
cific encrypted data and decrypt it. Lots of paper [12]-[15]
introduced the scheme about the attribute based encryption
access control method in the cloud computing. In the mobile
loud computing environment, there are tremendous data which
needs to be processed and marked with attributions for the
convenient attributing access before storing. At the same time,
the hierarchical structure of the application users need an
authentication center entity to control their attributes.

In this paper, a hierarchical access control method using
a modified hierarchical attribute-based encryption (M-HABE)
and a modified three-layer structure [16] is proposed. Differing
from the existing paradigms such as the HABE algorithm and
the original three-layer structure, the novel scheme mainly
focuses on the data processing, storing and accessing, which
is designed to ensure the application users with legal access
authorities to get corresponding sensing data and to restrict
illegal users and unauthorized legal users get access to the
data, the proposed promising paradigm makes it extremely
suitable for the mobile cloud computing based paradigm. What
should be emphasized is that the most important highlight of
all in the proposed paper can be described as that the modified
three-layer structure is designed for solving the security issues
illustrated above.

The rest of the paper can be organized as follows. Section
2 points out the security issues in mobile cloud computing
paradigm, which can be divided into 2 portions including se-
curity issues of cloud computing and security issues of mobile
cloud computing. The proposed modified hierarchical attribute
based encryption access control method is described in section
3. Section 4 demonstrates how the proposed access control
method based on M-HABE applies in a weather application
scenario specifically. Conclusions are given in section 5.

II. MOBILE CLOUD COMPUTING SECURITY ISSUES

More and more users are starting to use mobile cloud com-
puting services such as iCloud and OneDrive services because
of the poor storage and computation capability of current
mobile devices. However, these kind of mobile cloud services
are considered to be vulnerable in security and users may lose
their stored files or messages such as pictures, documents,
contacts, and calendars, whats worse, those information may
be stolen by third parties. In September, 2014, Apple admitted
that iCloud was compromised by hackers and many pictures
of celebrities leaked out [17].

Such leakage event alarmed us that the security issues of
mobile cloud should be taken seriously. For solving such
security challenges, data authority and data confidentiality
should be paid more attention.

Authority of data users: Different authority-level system to
get access to sensing data for application users should be
established since the paradigm is applied in the hierarchical
multi-user shared environment, which also means that the
users with higher authority level should get all the data that the
users with lower privilege level could get access to, while the
lower privilege users cant get the data beyond his/her authority.

Confidentiality of data: Although the cloud services utilized
in the scenario are provided by private cloud which is supposed
to be secure, it is still necessary to ensure the sensing data
protected from malicious third parties that do not belong to the
mobile cloud system. Therefore it is important for the system
to bring in a secure and efficient encryption scheme.

In this section, we mainly discuss the general cloud com-
puting security issues and mobile cloud computing issues.
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A. Security Issues for Cloud Computing

As long as the data is transmitted to cloud, it is utilizing
cloud services like TaaS or DaaS, security challenges of which
must be overcome since then. There are plenty of research
results about cloud security, in conclusion, a secure cloud
should at least satisfy 4 basic urges of consumers [12], say
availability, confidentiality, data integrity, control.

1) Availability

Cloud providers should offer services that consumers could
get and use at any places and any time. There are mainly
two methods to enhance availability in cloud, which are
virtualization and redundancy. Currently, cloud technology is
mainly based virtual machine [13], since cloud providers can
provide separated virtualized memory, virtualized storage, and
virtualized CPU cycles, so that users can always get them.

Large cloud provider enterprises build data centers in mul-
tiple regions all over the world to protect files they store from
failing in one particular region and spreading to other regions.
For example, Google set three replications for each object
stored in it [14], all these redundancy strategies are enhancing
the availability for consumers to get whatever they want at any
time and any place.

Besides these concerns on availability, don’t trust HTTP
protocol too much as it is a stateless protocol for attackers,
which may cause unauthorized access to the management
interface of cloud infrastructures [13].

2) Confidentiality

Confidentiality has been a huge barrier for cloud providers
to popularize cloud to consumers since it comes out. It is
understandable that consumers cannot trust the cloud services,
after all, nobody knows what will happen to the files, espe-
cially important and confidential ones, once they are placed in
cloud vendors’ hosts.

There basically exist two common approaches in current
cloud infrastructures, say physical isolation and encryption.
Physical isolation specifically means virtual physical isolation
as cloud services are transmitted via public networks. In this
context, virtual physical isolation [15], [18] are using VPN
and firewalls to secure database [12]. Encrypting vital and
confidential data before placing it in cloud infrastructures is
another method to enhance confidentiality of cloud. But do
not count on that approach too much because novel methods
of breaking cryptographic algorithms are discovered [13].

3) Data integrity

Data integrity ensures consumers that their storing data is
not modified by others or collapsing owing to system failure.
An easy method is making plenty of copies of consumers’
files, which is a good but highly-cost way. Besides the method,
a “cloud security capture application” [19] could be in use to
show consumers when and where their data was modified or
transmitted.

4) Control

It is a sophisticated work to control a cloud system, a
controlling work mainly includes deciding what resource could
be utilized in what occasions.

In order to own a secure control system, cloud vendors
may need a specialized operating system. Virtualization based

TABLE I
SECURITY ISSUES FOR CLOUD COMPUTING
Security Descriptions
Challenges

Availability Cloud providers are supposed to guarantee to
consumers that they can get and use their

data at any places and any time.

Confidentiality Consumers’ data should be kept secret in

cloud systems.

Data Integrity The data stored in cloud systems need a
mechanism to ensure their data not lost or

modified by unauthorized users.

Control A secure control system distributes
appropriate resources to be utilized in

different occasions.

cloud services make it difficult to overcome defects in se-
curity control because of the insufficient control mechanisms
that virtualized networks offer. And poor key management
procedures of virtualized based cloud services make it worse
[13]. Because virtual machines don’t have a fixed hardware
infrastructure and cloud-based content is often geographically
distributed, it is a very tough task to ensure a secure control
in cloud.
We conclude the discussion in Table I.

B. Security Issues for Mobile Cloud Computing

Mobile cloud computing model in this paper means that
mobile device users run applications on remote cloud servers
instead of mobile devices themselves, the paradigm performs
almost the same as normal cloud computing with computers
except that mobile cloud model connects mobile devices
and cloud servers through 3G or 4G while cloud computing
paradigm via Internet, therefore, mobile cloud computing
inherits the security threats of traditional cloud computing.
Whats more, the security issues that are specific to mobile
devices such as battery exhaustion attacks [20] mobile bonnets
and targeted attacks [21] should be concerned as well [1] .

IIT. MODIFIED HIERARCHICAL ATTRIBUTE-BASED
ENCRYPTION (M-HABE)

We take a weather application on mobile devices as a
scenario.

As the mobile cloud computing defines [1] [22], there would
be so much sensing data from the mobile devices inbursting
into the cloud infrastructures to process and store the data.
The sensing data belonging to a mobile cloud computing
model can contain information of different hierarchies such
as temperature and humanity numbers, the weather changing
trend, information update frequency and so on. It is important
that the users with lower privilege cannot get access to
some information that the higher privilege user can get to,
while the higher authority user can get access to all the
data that is obtainable for users in lower hierarchical position
since different users of the mobile cloud computing system
constitute a hierarchical authority system. At the same, all the
information should be encrypted appropriately since the data
is not supposed to be available for a third party which doesnt
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TABLE 11
LIST OF THE ACCESS STRUCTURE IN A MOBILE CLOUD COMPUTING
MODEL
Information Access Structure
Type
Temperature All users
Value
Weather Users of level 2, users in the cooperative
Horizontal company{ x X meteorology company, ... }
Comparison
Update Users of level 3, users with titles {professor,
Frequency doctor, major journalist, . .. }
Weather Users of level 4, users with designated work
Vertical numbers {290381, 209378, 98302, ...},
Comparison users doing jobs of {meteorology researcher,
journalist, ...}
Location Users of level 5, users in specific locations
Accuracy

belong to the system. So a secure and hierarchical access
control method should be proposed to apply in the mobile
cloud computing system. An example of the access control
list in such circumstance is shown in Table II.

As the list suggests, the access structure should meet the
following requirements:

a) One encrypted data can be received by several users.

b) Not only precise level descriptions, but users attributes are
there in the access structure. For example, weather vertical
comparison information can be attainable for users of level
4, some users with working numbers {290381, 209378,
98302, ...}, and users doing jobs such as meteorology
researcher, journalist and so on, among which the users
with specific numbers and users doing specific jobs are
described as the attributes while the other one is described
as an accurate privilege level.

¢) The structure of encryption keys should performs just as the
hierarchical structure of the mobile cloud computing users.
For instance, the way the authentication center within the
mobile cloud computing application company distributes
the keys to users should just be as how the users privileges
show.

In order to accomplish these requirements, a proposed
access control method should contain the following features:

a) One ciphertext can be decrypted by several keys.

b) Both precise level description and user attribute should be
supported in the access structure of the method.

c¢) The keys in the authentication center ought to have the
same hierarchical structure just as the structure of users
privilege levels.

A modified hierarchical attribute-based encryption (M-
HABE) access control method applied in mobile cloud com-
puting is proposed in this paper, which changes a proposed
scheme called hierarchical attribute-based encryption HABE
[8], M-HABE combines the hierarchical identity-based en-
cryption [9] and the ciphertext-policy attribute-based encryp-
tion (CP-ABE) [10] to meet the conditions described above.

A. Related Work

1) Hierarchical identity-based encryption

The concept of Identity Based Encryption (IBE) was pro-
posed by Shamir [11] first in 1984, differing from traditional
symmetrical encryption system, IBE took arbitrary character
strings that can represent the identities of users, such as ID
numbers, e-mail addresses, as public keys to encrypt data. One
advantage of IBE is that the sender didnt have to search the
public keys information on certificate authority (CA) online,
which solved the problem of poor CA performance. The
shortage of IBE system was that all users keys were generated
by the private key generation (PKG), which would become the
bottleneck in the system.

Horwitz [23] proposed the idea of hierarchical IBE (HIBE)
in 2002, a user in the higher hierarchical position of the
system could create private keys for lower position users with
his/her private keys. Which mean that only the first level
users private keys need be created by PKG, while lower-level
users private keys could be generated and managed by their
ancestors. This improved system relieved PKG of great burden
and enhanced the system efficiency by authenticating identities
and transporting keys within locality area instead of global
area.

The public key of a user is described by a set of IDs
composed of the public key of father node and the users own
ID in the method of G-HIBE [9], the most important feature of
the proposal is that the users public key could reflect precise
position of the user in the hierarchical structure.

2) Ciphertext-policy attribute-based encryption

Attribute based encryption (ABE) [24] is regarded as the
IBE method with an access structure bringing into the ci-
phertext or private key, the access structure determines what
ciphertext can be obtained by which users.

Two major branches of ABE system are key-policy ABE
(KP-ABE) [24] and ciphertext-policy ABE (CP-ABE) [10], the
later one is utilized in many paradigms including this proposed
paper. The access structure mentioned above in CP-ABE is
placed in ciphertext, which means that the data sender can be
so initiative that he/she can determine the receiver. Users are
described by a set of attributes in CP-ABE, only when the
attribute set satisfies the access structure can the user obtains
the ciphertext.

The core of the proposed scheme is called modified hi-
erarchical attribute-based encryption (M-HABE), which is
different from the HABE scheme.

HABE was proposed based on G-HIBE [9] and CP-ABE
[10] by Wang [8] in 2010, it was designed mainly for the usage
within an enterprise. We modified the proposal to adapt the
scenarios of mobile cloud computing system, which could be
illustrated as figure 2, with the aim of making it accommodate
to the system based on mobile cloud computing.

As the Figure 2 shows, the proposal consists of an au-
thentication center (AuC), Sub-AuCs, and application users.
The AuC is responsible for generating and publishing system
parameter and the system master key; Sub-AuCs can be
divided into first-level Sub-AuC(Sub-AuC;) and other Sub-
AuCs, among which the AuC just need to be in charge of
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Fig. 2. M-HABE model

TABLE III
LIST OF MAJOR KEYS IN HABE
Key Name Meaning
MKy Root key, owned by AuC
MK, Master key, owned by Sub-AuC
PK. Public key, owned by Sub-AuC;
PK; Public key, owned by Sub-AuCs
MK; Master key, owned by Sub-AuCs
PKy Public key, owned by users
SKy Secret key, owned by users
SKiu Secret identity key, owned by users
SKi u,a Secret attribute key, owned by users
PKy Public key, owned by attributes

users and create their private keys, while other Sub-AuCs take
charge of users attributes and create their secret identity keys
and secret attribute keys for users.

Each data user shown in the figure possesses a unique ID
which is a character string designed to describe the features
of internal parties within the system, and so do AuC, Sub-
AuCs, and users attributes, especially, the ID of each user
contains an integer for describing the privilege level of the
user. Additionally, data users also own a set of attributes while
other internal parties do not.

B. Key Description

Public key encryption is utilized in the proposed system,

the related keys are summarized in Table III.

a) Root key M Ky possessed by AuC is used to create M K,
for Sub-AuC;.

b) Each Sub-AuC owns a public key PK; and a master key
MK;, among which PK; is composed as (PK;_1,ID;)
where PK,;_; is the public key of the Sub-AuC’s father
node, and M K is also created by the father node. PK, is
the public key of Sub-AuC;, which can be demonstrated as
ID, meaning that it is composed by its own [ Ds. Unlike
HABE proposed by Wang [8], Sub-AuC; in this paper only
needs to take charge of users, and create their secret keys
S K, for them. And other Sub-AuCs have a set of attributes

to manage, while they also create users’ secret identity keys
SK;, and data users’ secret attribute keys SK; ,, o at the
same time.

¢) Each data consumer is described by one precise I.D denot-
ed as ID,, and a set of data users’ attributes represented
as {a}. Besides these, each user also owns a user public
key PK, denoted as {PK,,ID,} and a consumer secret
key SK,, a set of user secret identity key {SK,,} and a
set of consumer secret attribute key {SK; ,, o }.

d) Each attribute a is described by a precise I D denoted as
ID,. And even an attribute owns a public key in the form
of (PK;_1,1D;) where PK; is the public key of Sub-AuC
that takes charge of the attribute.

C. M-HABE Definition

The M-HABE is composed by the following algorithm-

s:

Setup: Given a security parameter K that is huge enough,
AUC will generate a system parameter params and a root
master key M K.

CreateMK: Using system parameter params and their own
master keys, AUC or Sub-AuCs can create master keys for
lower-level Sub-AuCs.

CreateSK: With its own master key M K, and system param-
eter params, Sub-AuC; creates secret key SK, for each
consumer if it is sure that the public key of the user is PK,,,
or there would be no secret key for the user.

CreateUser: Sub-AuCs will create users’ secret identity keys
SK; ., and secret attribute keys SK; ,, o for them if the Aub-
AuC makes sure that the attribute a is in charge of it and
the user u satisfies a. And if not there would be no secret
identity keys or secret attribute keys.

Encrypt: With R denoting a set of users’ I Ds, A representing
the attribute-based access structure, the pubic keys of all the
users that are in R, and the public keys of all the attributes
that are in A, the data provider, which is also a data user of
the cloud computing in this case, can encrypt the sensing
data D into ciphertext C.

RDcrypt: Given the ciphertext C, a data user possessing the
precise ID that is in R can decrypt the ciphertext C' into
plaintext D with params and the user’s secret key SK,,.

ADcrypt: Given the ciphertext C, a data user possessing an
attribute set {a} that satisfies A, which means that the
consumer owns at least an attribute key SK; , 4, can also
decrypt the ciphertext C' into plaintext D with system
parameter params, the user’s secret identity key SK; ,,
and the secret attribute key SK; 4 4.

D. M-HABE Construction

Assuming that /G is a BDH parameter generator, the M-
HABE scheme based on bilinear map [9] is constructed by
following algorithms:

Step 1. Setup(K)—(params, MKy): The AUC
firstly chooses the root master key mkoeZ},
and then outputs the system parameter

params={q, G1,Ga,é,n, Py,Qo, H1, Hy), among which
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(q,G1, G4, €é) is the output of IG, n is a positive integer,
Py is a random generator of Gy, Hy : {0,1}*—G; and
H, : G3—{0,1}™ are two random oracles. In this step, the
system parameter is able to be obtained publicly while the
master key M K is kept secret.

Step 2. CreateM K (params, MK;, PK;11)—=(MK;1):

Assuming that Sub-AuC; is the father node of
Sub-AuC,;;. And the master key of Sub-AuC;i;
which is created by Sub-AuC; is in form of
MK 11=(mkit1, SK;11, Q-tuple;11, Hp), among

which

e mk;1 is a random element belonging to Z7.

o SK; 1=SK;+mk;P;11 € G1, where mk; is part of
MK;, P,11=H1(PK,4+1)€G;. Especially, SKj is the
generator of (; if the father node is AUC, which
means that ¢=0.

o Q-tuple;1=(Q-tuple;, Qit1), where
Qiy1=mk; 1 PHeG.
e H,:{0,1}*—Z; is a random oracle.
Step 3. CreateSK (params, MK,)—(SK,):
System parameter params and master key
MK, are used by AuC to create managers
secret  key SK,=(Q-tuple., SK.+mk,P,), where
P,=H,(PK,)eG,.
Step 4. CretaeUser(params, MK;, PK,,, PK,)—
(SK; u,SK;ua): Suppose a user u asks for the

attribute key about attribute a, what the Sub-AuC
does firstly is to check if the attribute a is in its
charge, and outputs SK;,=(Q-tuple,_1, mk;mk,Fp),
SK;y,a=SK;+mk;mk, P, if it is, where
mk,=Ha(PK,,)€Z;, Po=Hi(PK,)€G1, or the
algorithm will output ’null’.

Step 5. Encrypt(params, R, A, PK,, PK,, D)—CT:
Given a set of ID R={ID,,,...,ID,, } and a DNF
access control structure A=V, (CC;)= VL, (AT a45),
where N is the number of conjunctive clause in A, n;
is the number of attribute in the i-th conjunctive clause
CC;, and a;; is the j-th attribute in C'C;. Assume that
all the attributes in C'C; are managed by the ¢;-th level
Sub-AuC denoted as Sub-AuC;;, whose public key is
(IDjt,,...,IDy,), where IDy, for 1 < k < ¢;, is the
ID of Sub-AuCj,’s ancestor, and ID;; is the ID of AuC,
which is ID,. The following steps demonstrate how to
encrypt sensing data D by senders:

e Compute P.=H;(PK,)€G;.

e For 1 <14 <m, compute P,,=H;(PK,,)eG;.

e For 1 < J < ti, compute
Pij:Hl(IDil, . ,IDij)EGl.

e For 1 < i < Nand 1 < j < n; compute
Paij:Hl(IDila .. ~7IDit17]Da7;j)€Gl~

e Choose a random number reZ ;‘ , assume that n 4 is the
lowest common multiple (LCM) of ny,...,ny, and

compute formula (1)-(7):

Uo=rFo; (D

6
Upy,=rPy,,....,. M, =rP,,; 2)
Ura=rPia, ..., Urt,=rPui,; 3
niy
Ur=r> Pu,...; @)
j=1
Un2=7PN2;,...,Unty = TPNty; )
ny
Un=r> Pay,; ©6)
j=1
V:D@Hg(é(Qo, rnAP*)) 7)
e Let Cp = [U(),Uvul7 .. ~7Uum7U127~ . '7U1t17U1a RN
Una,...,Unty,Un,V], and the ciphertext CT =
[Ra A7 CD]
Step 6. RDcrypt(params,1D,,,SK,,CT)—D: The user

u; can get access to the ciphertext and decrypts it into
the plaintext D if the ID of w; is in R, the verification is
shown in Eq.(8):

b(naMo, SK,+mk, P,
V@H2<e(n,4 0, SK,.+mk 1))

é(nAQ*ﬂMﬂi)

é(rnaPy, mkoPo+mk, P,,) >
é(naQux,mPy;)

é(rnaPy, mkoPy)é(rnaPy, mk.Py,) >

(
< é(naQ,rPy,)
(
(

é(mko Py, rnaPy)é(namk. Py, rPy,)
e(naQx,rPy,;)

é(mkoPo,rnaP)é(naQy, rPy,)
é(naQ,rPy,)

= V®H(6(Qo,rnaP,,))

®)
Step 7. ADcrypt(params, SK; v, SK; u.qa, CT)—D: Given
the ciphertext C, a user possessing an attribute set {a} that
satisfies A, which means that the user owns at least an
attribute key SKj; 4, can also decrypts the ciphertext C
into plaintext D with params, the user’s secret identity key
SK; ., and the secret attribute key SKj 4 q, the verification

is shown in Eq.(9):

Ve H,

ng

~ nA
e | Uop, n. Z SK(iti"u’a“)

Sy— )

ti
na ~
mkymkit, , niUi) H2€(MijvnAQi(j—1))
=
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é(Up,naSK;1)
tq
n N
n““Ui) | | e(Uij,naQij-1))

7 j=2
mklt mk, Zpa” )

j=1

X

>

UOa na kaz(k 1)sz +
k=2

=V&H,

é(MO,nATPL‘l)é <SKiti,ua LA Uz)
(SKzt Uy 7 ) H é U’Lj7nAQ/L.(j - 1))
j=2

He Qz(k 1) nAUzk

= VOH2(e(Qo, narPy))
=D €))

Note 1: In order to improve the performance of the whole
scheme, data user can send Q-tuple;(;, 1) to cloud to explicit
the great computation ability with the aim of helping to
compute H;ZQ ¢(Mij,mAQ;(j—1)), so that the data user can
decrypt the ciphertext with computing bilinear maps only
constant times when running the ADcrypt algorithm.

Note 2: The public key of data consumer v (ID.,ID,)
can be combined with the public key of attributes
(IDy,...,ID;,ID,) in form of a character string as the input
of Hy and H 4.

IV. M-HABE AcCESS CONTROL METHOD APPLIED IN
CLOUD-BASED SMART GRID

Applying M-HABE, the proposed scheme is illustrated in
Figure 3. The whole system works as following steps:

« All kinds of mobile devices which are installed with the
mobile cloud computing based weather application are
distributed into different locations all over the country
with users. The applications can exploit the sensors
installed in the mobile devices to capture the weather data
that the applications need, including temperature value,
humidity information, atmospheric pressure and so on.

o The sensing weather data is transported to the layerl
which is a kind of TaaS cloud service provided by the
cloud provider [25].

o Before sent to layer 2, the sensing weather data is
classified by its data model [16] in layer 1 with its
excellent ability of computing and storing, the step
can be illustrated by figure 4. The data model we
present is inspired by the data model proposed in
[26], based on which our data model is composed
by format, device ID, size, time, value and period.
Therefore, a raw data can be expressed as a vector Data
(format; mobiledevicel D; sizeltimelvalue; period).
Format stands for the basic format of the raw weather
data that a specific mobile device produces, there
are different kinds of formats depended on different
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Fig. 3. General structure of M-HABE access control method for mobile cloud
computing

kinds of mobile devices, for example, JPEG, WMA,
TXT,PNG,WMV,etc. MobiledevicelD is the only sign
of the source mobile device where raw weather data
comes from. The size of sensing weather data is defined
by the raw weather data itself, which indicates the size
of one specific weather data. As for time, as long as a
mobile device captures data from the environment where
it is in, the time that the sending action occurs will be
regarded as the time attribute of the raw sensing data. A
value sign represents the most important characteristic
of sensing data, the meaning it stands for differs
from format to format, and different kinds of mobile
devices have different meanings. For example, for a
temperature sensor, the value means specific numbers
of the temperature, while the humidity sensors can only
produce the data with the value attributes that indicate
the specific numbers of humidity. A period identification
is a time cycle of the sensing data, it is utilized to
describe the life period of one specific sensing raw data,
and the data will be destroyed once the storing time in
cloud of it is beyond the period time.

o The sensing weather data is encrypted into ciphertext
in layer 2 by M-HABE encryption algorithm using the
key in form of (R, A, PK,la€A,ID,€R)E and the
cyphertext is sent to layer 3 which is also a kind of
TaaS cloud service in cloud. The encryption step can be
demonstrated as Figure 5.

o The data users of the scheme are in charge of just
like Figure 2 indicates. The users can get access to
the ciphertexts only if he/she satisfies the requirements
of RDcrypt algorithm or ADcrypt algorithm that are
described in part III. The decryption procedure is shown
in Figure 6.

V. CONCLUSION

The paper proposed a modified HABE scheme by tak-
ing advantages of attributes based encryption (ABE) and
hierarchical identity based encryption (HIBE) access control
processing. The proposed access control method using M-
HABE is designed to be utilized within a hierarchical multi-
user data-shared environment, which is extremely suitable for
a mobile cloud computing model to protect the data privacy
and defend unauthorized access. Compared with the original
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